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IIT Bombay’s Network: Role
of GNU/Linux

G. Sivakumar
Computer Science Department

Indian Institute of Technology, Bombay
Mumbai 400076, India

siva@iitb.ac.in

Outline of Talk

• IIT Bombay’s Network Infrastructure

• Setup of Critical Services

• Complexity of Network, Services and User Management

• Key Role ofSwatantrasoftware



Home Page

Title Page

Contents

JJ II

J I

Page 2 of 100

Go Back

Full Screen

Close

Quit

Swatantra Software
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Structure of Talk
• Campus Network Infrastructure

– Academic Area

– Hostels

– Residential

– Hardware and Network(theeasypart!)

∗ Gigabit L3 switches
∗ 10 Mbps Internet (4 Links)
∗ 5000+ nodes

• Applications and Security(Complexenough)

– Mail

– Web Browsing/Hosting

• Users and Management(Nightmarebegins)

– MisUse (mp3, movie, porn, hacking, fake mails, ...)

– CCTeam

∗ We carry your Bytes
∗ Our T-shirt (cows, dogs, leopards!)
∗ More about this at the end.
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IIT Bombay



Home Page

Title Page

Contents

JJ II

J I

Page 5 of 100

Go Back

Full Screen

Close

Quit

Physical View of LAN
Academic Area-A is CSE, B is CC, C is Aero
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Fibre Rack at CC
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Logical View of LAN
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IIT-B’s WAN Links
10 Mbps total (increasing to 12 soon)Asymmetricrequirements/usage!
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Critical Network Services
• Firewall (Securitysine qua non)

• Domain Name Service (DNS)http://cr.yp.to/djbdns/

• Directory Services (LDAP)

• Virus Scanningclamav.elektrapro.com

• E-mail (www.qmail.org)

• Newsgroups (inn)

• Web Proxy

• WWW Servers (httpd.apache.org)
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Network Servers Rack
• All Vanilla Intel Boxes running GNU/Linux

• Most servicesload balanced.Hot Swappable(at the machine level itself)
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Firewall
• Inside IIT we have 50 IP subnets.

• Over 5000 nodes.

• All Private addresses10.x.y.z

• 4 Different WAN subnets

– 128, 64, 32, 32 address only!

• iptables(www.iptables.org) to the rescue.

• Selective services/machines opened up

– Incomingsshto different dept. servers.

– Outgoingssh, Yahoo/MSNchat

– Outgoing port for SciFinder

– Outgoingftp from select machines

• Making agood policyis the hardest!
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Domain Name Service
DJBDNS (www.djbdns.org)tinydnsanddnscache

Why internal and external? (Hint:MX records, Reverse proxyfor WWW
servers)
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What is LDAP
• Lightweight Directory Access Protocol

• Based on X.500

• Directory service (RFC1777)

• Stores attribute based data

• Data generallly read more than written to

– No transactions

– No rollback

• Hierarchical data structure

– Entries are in a tree-like structure called Directory Information Tree
(DIT)

• user@iitb.ac.inID (lifelong) created on day of entry into IIT.

• Catch your alumni early!
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IIT LDAP Structure

EntireCCTeamshown above!
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E-mail Service
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Sample E-mail issues
• E-mail still most critical service.

• Centralized vs. Distributed Solution

• Mail is not a Login Account! (Hotmail/Yahoo)

• Spam, Virus, Impostors, Harassment, Admissions/Schols

• Assume your are postmaster (postbox.iitb.ac.in)

– Who isuser@iitb.ac.in?

∗ Real User (where is his mailbox?)
∗ Simple Mail Alias (Dean, Head, ...)
∗ Mailing List
∗ Unknown user(can be real problem)

• From Client Side

– AddressBook

– MailForwarding

– Choosing Unique ID

– Lifelong ID

• LDAP helps in all of above!
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Web Browsing

• AuthenticationandFilteringat Layer 1

• CachingandAd-blockingandBandwidth shapingat Layer 2

• Severalload balancingcontrols available

– Journal sites andgoodsites via fast link!

– zebra, ripdfor link failure tolerance!
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Web Browsing Issues
• World Wide Wait! (Bandwidth)

• What’s the good stuff?

– Research reports

– Books, Software, ...

• What’s the bad stuff?

– Pirated Entertainment

– Pornography

–

• Controlled access via Caching Proxy

– Squid (the best)

• User Management Nightmare

– A recent suicide threat!

– Adding/Deleting

– Locking Passwords (why?)

– Need for Static IP mappings
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Network, Services and User
Management

Eternal vigilance is the price of liberty!

• How is network doing?

• Are all services up?

• How much email in/out? How many viruses?

• Who’s using Web proxy? For what?

• Are User’s happy?www.gnu.org/software/gnats
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MRTG
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Smokeping
Performace of Link to Hostel 5.
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Nagios
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Nagios (ctd.)
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Virus Detection
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Mail Usage Statistics
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Mail Usage Statistics
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Web Proxy Usage
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Web Server Hits
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Web Server Hits
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Gnats: Are your Users
Happy?
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Gnats: Are your Users
Happy?
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Gnats: Are your Users
Happy?
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Leopards at IIT
MIT vs IIT comparison!
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CCTeam@IITB
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Is IIT-B only a consumer?
Primarily aconsumerof swatantrasoftware so far. But, the tide is turning...

• Varta

– Authenticated access to IITB newsgroups for our alumni!

– A very valuable source of input (Chirag Kantharia)

– Sophisticated HTTP to NNTP gateway

• Secure Online Polls/Surveys

– UGs can vote on next Film Society movie.

– 3rd year Btechs can rank Institute Electives

– Hostel 5 students can decide on picnic venue

• Streaming Audio/Video

– Based on ffmpeg and Palnatir and mplayer.

– World Cup better incentive than my lectures!

• MTech Projects

– HyperSuit (Document Object Model)

– Arrowsmith (Network Discovery and Performance Measurement)

Thanks much!Questions?


