Scalable Distributed S tream Pr ocessing

Mitch Cherniack�, Hari Balakrishnan^†, Magdalena Balazinska^†, Don Carney^‡, U�ur Çetintemel^‡, Ying Xing^‡, and Stan Zdonik^‡

Many strea m-based applications are naturally distributed. Applications ar e oft en em bedded i n an environment wi th n umerous c onnected com puting devices with heterog eneous cap abilities. As d ata trav els from its poi nt of o rigin (e .g., se nsors) d ownstream t o applications, i t passes t hrough many co mputing devices, each of which is a potent ial target of com putation. Furthermore, t o co pe with ti me-varying load sp ikes and changing demand, many servers would be brought to bear on the problem. In bot h cases, distributed computation is the norm.

Abstract

Stream processing fits a larg e class of new applications for which convention al DBMSs fall short. Because many s tream-oriented s ystems are inherent ly geographically dis tributed and because distribution offers scalable load management and higher availability, future str eam processing s ystems will oper ate in a distributed fashion. They will run across the Internet on computers t ypically owned b y m ultiple coo perating administrative domains. This paper describes the architectural challenges facing th e design of larg e-scale distributed stream processi ng sy stems, and dis cusses novel approaches for addressing load management, high availability, and federated operation issues. We describe two stream pro cessing s ystems, Aurora* and Medusa, which are b eing designed to explore complementary solutions to these challenges.

This paper discusses the architectural issues facing the design of large-scale distributed strea m processing systems. We begin in Section 2 with a brief description of our centralized stream processing system, Aurora [4]. We then discuss two complementary efforts to extend Aurora to a distributed e nvironment: A urora* and M edusa. Aurora* assumes an en vironment in which all nodes fall under a si ngle adm inistrative dom ain. M edusa pr ovides the infrastructure to support federated operation of nodes across ad ministrative bo undaries. Af ter descr ibing th e architectures of these t wo syste ms in Section 3, we consider three d esign ch allenges co mmon to both: infrastructures an d p rotocols su pporting c ommunication amongst no des (Sect ion 4), l oad s haring i n res ponse t o variable net work c onditions (Sect ion 5), a nd hi gh availability in th e p resence of failures (Section 6). We also discuss high-level policy specifications employed by the two systems in Section 7. For all of t hese issues, we believe that the push-base d nat ure of stream-based applications not only raises new challenges but also offers the possibility of new domain-specific solutions.

1 Introductio n

There is a large class of em erging applications in which data, generated i n some ext ernal en vironment, is pushed asynchronously to serv ers th at p rocess th is in formation. Some exam ple appl ications i nclude sen sor networks, location-tracking serv ices, fab rication lin e m anagement, and network management. These ap plications are characterized by the nee d to pr ocess hi gh-volume data streams in a tim ely and responsive fashion. Hereafter, we refer to such applications as stream-based applications.

The arc hitecture of cu rrent dat abase management systems assumes a pull-based model of data access: when a user (the active party) wants data, she submits a que ry to t he sy stem (t he passive part y) a nd an an swer i s returned. In contrast, in stream-based applications data is pushed to a system that must evaluate queries in response to detected events. Query an swers are then pus hed to a waiting user o r application. Therefore, t he stream -based model inverts the traditional data management model by assuming users to be passive and the data management system to be active.

2 Aurora: A Centraliz ed Stream Processor

2.1 Sys tem Model In Aurora, data is assum ed to com e from a variety of sources suc h as com puter program s that generate values at regular or irregular intervals or hardware sensors. We will u se t he t erm data s ource for eithe r case. A data stream is a potentially u nbounded co llection of t uples generated by a dat a so urce. Unl ike t he t uples of t he relational database model, stream tuples are generated in real-time and are typically not available in their entirety at any given point in time.

�_{�Brandeis University, ‡Brown University, †M.I.T.}

Permission to cop y without fee all or pa rt of t his material is gr anted provided that th e copies are not made or distributed for direct commercial advantage, the VLDB c opyright notice and the title of the publication and it s date appear, and notice is given that copying is by permission of th e V ery Large Data B ase E ndowment. To copy otherwise, or to republish, requires a fee and/or special permission from the Endowment Proc eedings of the 2003 CIDR Conference

Aurora p rocesses t uples f rom i ncoming st reams according t o a speci fication m ade by a n application administrator. Aurora is fund amentally a d ata-flow system and us es the popular boxes and arrows paradigm

Input data streams

Output to applications

Continuous & ad hoc queries

Operator boxes_{Historical}

Storage

Figure 1: Basic Aurora System Model

1. (A = 1, B = 2) 2. (A = 1, B = 3) 3. (A = 2, B = 2) 4. (A = 2, B = 1) 5. (A = 2, B = 6) 6. (A = 4, B = 5) 7. (A = 4, B = 2) … Figure 2: A Sample Tuple Stream

found in most process flow and workflow systems. Here, tuples fl ow t hrough a l oop-free, di rected gra ph o f processing ope rators (i.e., boxes), as show n in Figure 1. Ultimately, output streams are p resented to applications, which must be const ructed to handle the asynchronously arriving tuples in an output stream.

Every Aurora application must be assoc iated with a query t hat de fines i ts pr ocessing requirements, and a Quality-of-Service ( QoS) s pecification tha t specifies its performance requirements (see Section 7.1).

2.2 Query Model Queries are built fro m a stan dard set of well-d efined operators (boxes). Each operator accepts input streams (in arrows), transforms them in some way, and produces one or more output streams (out arr ows). By default, queries are continuous [5] in that they can potentially run forever over pu sh-based inputs. Ad hoc queries can als o be defined and att ached to connection points: predetermined arcs in the flow graph where historical data is stored.

Aurora queries are c onstructed using a box-and-arrow based graphical user i nterface. It would al so be possible to allow users to specify declarative queries in a language such as SQL (modified t o s pecify c ontinuous q ueries), and t hen co mpile th ese qu eries in to our bo x and arro w representation.

Here, we inform ally describe a subset of the Aurora operators th at are relev ant to th is paper; a co mplete description of the operators can be found in [2, 4]. This subset co nsists of a si mple una ry o perator (Filter ), a binary m erge operat or ( Union), a t ime-bounded windowed so rt ( WSort), a nd a n a ggregation operator (Tumble ). Aurora als o includes a m apping ope rator (Map), two additional aggregate operators (XSection and Slide), a joi n operat or ( Join) , and an extrapolation operator ( Resample), n one of which ar e di scussed i n detail here.

Given some predicate, p, Filter (p) produces an output stream co nsisting of all tu ples in its in put strea m th at satisfy p. Optionally, Filter can also produce a second output st ream co nsisting of t hose t uples which did n ot satisfy p. Union produces an output stream consisting of all tu ples on its n input strea ms. Give n a set of s ort attributes, A_1, A_2, … , A_nand a timeout, WSort buffers all incoming tup les and em its tu ples in it s bu ffer in ascending order of its so rt attributes, with at least one tuple emitted per timeout period.^*

Tumble takes an input aggregate function and a set of input groupby at tributes.^† The aggre gate function is applied t o di sjoint “windows” (i .e., t uple subs equences) over the input stream . The gro upby attributes are use d to map tuples to the windows they belong to. For example, consider the stream of tuples shown in Figure 2. Suppose that a Tumble box is defined with an aggregate function that com putes the a verage value of B, a nd has A as its groupby attribute. This box would emit two t uples and have another tuple computation in progress as a result of processing th e sev en t uples shown. Th e first em itted tuple, (A = 1 , Result = 2.5) , which averages the two t uples with A = 1 would b e em itted up on t he arrival of tuple #3: the first tuple to arrive with a value of A not e qual t o 1 . Si milarly, a seco nd t uple, ( A = 2, Result = 3 .0), would be emitted upon the arrival of tuple #6. A third tuple with A = 4 would not get emitted until a later tuple arrives with A not equal to 4.

2.3 Run -time Operation The single-node Aurora run-time architecture is shown in Figure 3. Th e h eart of th e system is th e scheduler that determines wh ich box to run. It also determines ho w many of t he t uples t hat might be waiting in fr ont of a given box to process and how far to push them toward the output. We call th is latter determination train scheduling [4]. Aurora al so h as a Storage Manager that is u sed to buffer q ueues whe n main memory runs out. This is particularly im portant fo r queues at conn ection po ints since they can grow quite long.

Aurora m ust constantly m onitor th e Qo S of output tuples ( QoS Monitor in Fi gure 3). Th is information is important si nce i t dri ves t he Scheduler i n its d ecisionmaking, and it also informs the Load Shedder when and where it is appropriate to di scard tuples in order to shed load. L oad sh edding i s b ut one t echnique em ployed by Aurora t o imp rove th e QoS d elivered t o ap plications.

* Note that WSort is potentially lossy because it must discard any tuples that arrive after som e tuple that follo ws it in sort order has already been emitted.

† Aurora’s aggregate operators have two additional parameters that specify when tuples get e mitted and when an aggregate ti mes out. Fo r the pur poses o f th is discussion, we assume that these par ameters have been set to output a tuple whenever a window is full ( i.e., never as a result of a timeout).

When load shedding is not working, Aurora will try to reoptimize the network u sing stan dard qu ery optimization techniques (such as t hose t hat rel y on operator commutativities). This tactic requires a more global view of t he network and t hus i s u sed m ore spari ngly. It d oes have t he ad vantage t hat i n t ransforming t he original network, it mig ht un cover new opportunities fo r l oad shedding. Th e fin al tactic is to retune t he sch eduler by gathering ne w st atistics or swi tching sc heduler disciplines.

3 Distributed System Architecture

Building a la rge-scale distributed version of a st ream processing system such as Aurora raises several important architectural issues. In general, we en vision a di stributed federation of p articipating nodes in d ifferent administrative domains. Together, these nodes provide a stream processing service for multiple concurrent streambased ap plications. C ollaboration bet ween di stinct administrative do mains is fu ndamentally important for several reasons, including:

1. A federation in which each participating organization contributes a m odest am ount of c omputing, communication, a nd storage resources allows for a high degree of resou rce m ultiplexing and sh aring, enabling large ti me-varying lo ad sp ikes to b e handled. It al so hel ps i mprove fault-tolerance an d resilience against denial-of-service attacks.

2. Many st reaming servi ces, suc h as weat her forecasting, traffic management, and market analysis, inherently p rocess dat a f rom di fferent a utonomous domains and com pose t hem; di stribution ac ross administrative boundaries is a fundamental constraint in these situations.

We envision that programs will con tinue to be written in much the same way that th ey are wi th single-node Aurora, exce pt that they wi ll no w r un i n a di stributed fashion. Th e partitioning of th e qu ery p lan on to t he participating nodes i n response t o c hanging demand, system load, a nd failures, i s a chal lenging problem, and intractable as an optimization problem in a large network. Additionally, in ter-domain co llaborations are not a straightforward ex tension of in tra-domain d istribution. For i nstance, s ome appl ications m ay not want t heir dat a or c omputation r unning wi thin a rbitrary domains, an d some organizations may not have the incentive to process streams unl ess t hey de rive t angible be nefits fr om such processing

… Q_1 … Q_{2 .} . . … Q_i

Buffer manager

… Q_j

… Q_n . . .

Storage Manager

Persistent Store

Scheduler

Router

Catalogs

�T μ . . .

Box Processors inputs outputs

Load Shedder QoS Monitor

�

Figure 3: Aurora Run-time Architecture

Our architecture splits the general problem into intraparticipant d istribution (a relatively small-scale distribution all within one administrative domain, handled by Au rora*) an d inter-participant distribution (a la rgescale distribution across administrative bo undaries, handled by Medusa). This method of sp litting allows th e general problem to b ecome tractab le, en abling the implementation of d ifferent p olicies and alg orithms fo r load s haring. This dec omposition allows t hree pieces to be sh ared between Aurora* and M edusa: (i ) Aurora, (i i) an o verlay n etwork for communication, and (iii) algorithms for high-availability that take advantage of the streaming nature of our problem domain.

3.1 A urora*: Int ra-part icipant Distribut ion Aurora* co nsists o f m ultiple sin gle-node Aurora servers that b elong to th e sam e administrative dom ain and cooperate to run t he Aurora query network o n t he i nput streams. In general t here are no op erational restrictions regarding the nodes where sub-queries can run; boxes can be placed on and executed at arbitrary nodes as deem ed appropriate.

When an A urora qu ery n etwork is first dep loyed, the Aurora* system will create a crude partitioning of boxes across a network of available nodes, perhaps as simple as running eve rything o n one no de. Eac h Aurora node supporting the running system will co ntinuously monitor its local operation, its wo rkload, and av ailable resources (e.g., CPU, memory, bandwidth, etc.). If a machine finds itself short of resources, it will consider offloading boxes to an other a ppropriate A urora node. All dy namic reconfiguration will take pl ace in suc h a decentralize d fashion, i nvolving only local, p air-wise in teractions between Au rora no des. W e discuss the pert inent load distribution mech anisms an d po licies in mo re detail i n Section 5.

3.2 Medus a: In ter -participant F ederated Operation Medusa i s a di stributed i nfrastructure t hat provides service delivery am ong a utonomous participants. A Medusa participant is a co llection of co mputing d evices administered by a single entity. Hence, participants range in scal e from col lections o f st ream proc essing nodes capable of r unning A urora and p roviding part of the global service, to PCs or PD As that allow user access to the sy stem (e.g. , t o s pecify que ries), t o networks of sensors and their proxies that provide input streams.

Medusa is an agoric system [1 6], usi ng econ omic principles to regulate participant collaborations and solve the har d problems concer ning l oad m anagement and sharing. Particip ants provide serv ices to each other by establishing cont racts that determ ine the appropriate compensation for each servi ce. Medusa uses a market mechanism wit h an underlying c urrency (“dollars”) t hat backs these c ontracts. Eac h contract exists betwee n two participants an d cov ers a message strea m that flows between th em. On e of the co ntracting participants is th e sending participant; the other is the receiving participant. Medusa m odels each m essage stream as ha ving positive value, with a well-defined value per message; the model therefore is that th e receiving participant al ways pays the sender for a st ream. In t urn, the receiver performs queryprocessing se rvices on t he m essage strea m that presumably increases its value, at some cost. The receiver can then sell the resulting stream for a higher price than it paid and make money.

Some Medusa participants are purely stream sources (e.g., sensor networks and their proxies), and are paid for their d ata, while o ther participants (e.g., end-users) are strictly strea m sinks , and m ust pay for these stream s. However, most M edusa p articipants are “interior” nodes (acting both as sources and s inks). They are assum ed to operate as profit-making entities; i.e., their contracts have to make money or they will cease operation. Our hope is that su ch contracts ( mostly b ilateral) will al low th e system to anneal to a state whe re the economy is stable, and help derive a practical solution to the computationally intractable general partitioning problem of placing query operators on to no des. Th e d etails o f th e co ntracting process are discussed in Section 7.2.

4 Scalable Communications Infrastructure

Both Aurora* and Me dusa re quire a scalable communication i nfrastructure. Th is infrastru cture m ust (1) i nclude a nam ing schem e for participants an d q uery operators and a method for discovering where any portion of a query plan is curre ntly running and what operat ors are curre ntly in place, (2 ) route m essages between participants an d nodes, (3 ) multiplex messages on to transport-layer stream s b etween participants and nod es, and ( 4) e nable st ream proc essing t o be d istributed a nd moved acr oss nodes. T he co mmunications infrastructure is an overlay network, layered on top of the underlying Internet substrate.

4.1 Naming and Discovery There is a single global na mespace for participants, a nd each participa nt has a uni que global na me. W hen a participant defines a new operator, schema, or stream , it does so withi n its own namespace. Hence, each e ntity’s name begins with the name of the participant who defined it, and each object can be un iquely named by the tuple: (participant, entity-name). Add itionally, a stream th at crosses participant boundaries is named separately within each participant.

To find the definition of an entity given its n ame, or the location where a data stream is available or a piece of a query is executing, we define two types of catalogs in our distributed in frastructure: in tra-participant and in terparticipant catalo gs. Within a p articipant, th e catalog contains defi nitions o f o perators, sche mas, st reams, queries, and contracts. For streams, the catalog also holds (possibly stale) inform ation on t he p hysical l ocations where events a re b eing made available. Indeed, stre ams may b e p artitioned across sev eral nodes fo r lo ad balancing. Fo r qu eries, the catalo g holds in formation on the conte nt and location of each running piece of the query. The catalog may be c entralized or distributed. All nodes owned by a participant have access to the complete intra-participant catalog.

For participants to collaborate and offer services that cross t heir bo undaries, som e i nformation m ust be made globally available. This information is sto red in an interparticipant catalog and includes the list, description, and current locati on of pieces of queries running at each participant.

Each participant th at provid es qu ery cap abilities holds a pa rt of t he sha red cat alog. We propose to implement such a distributed catalog using a distributed hash tab le (DHT) wit h en tity n ames as u nique keys. Several alg orithms ex ist fo r th is p urpose (e.g., DHTs based on consistent hashing [6, 14] and LH* [19]). These algorithms d iffer in th e way they d istribute lo ad am ong participants, handle fai lures, an d per form l ookups. However, t hey al l effi ciently l ocate nodes for any key - value binding, and scale with the number of nodes and the number of objects in the table.

4.2 Ro uting Before p roducing e vents, a dat a s ource, o r a n administrator acting on its behalf, registers a new schema definition and a new stream name with the system, which in tu rn assi gns a d efault lo cation for ev ents o f th e n ew type. Loa d sh aring bet ween no des m ay lat er move o r partition th e data. Ho wever, th e lo cation i nformation is always propagated to the intra-participant catalog.

When a data so urce produces ev ents, it lab els th em with a stream name and sends them to one of the nodes in the ove rlay network. Upon receivi ng t hese eve nts, t he node consults t he intra-participant catalog and fo rwards events to the appropriate locations.

Each Aurora network deployed in the system explicitly binds its inputs an d ou tputs to a list of str eams, b y enumerating their nam es. Wh en an input is bound, the intra-participant catalo g is co nsulted to d etermine wh ere the streams of interest are c urrently located. Events from these streams are th en con tinually routed to th e lo cation where the query executes.

Query pl ans only bi nd t hemselves t o st reams defi ned within a participant. Explicit connections are opened for streams to cross participant boundaries. These streams are then defined separately within each domain.

4.3 Mess age Transpor t When a node transfe rs stre ams of messages to anothe r node in the overlay, th ose streams will in general belong to different applications and have different characteristics. In many situations, especially in the wide-area, we expect the n etwork t o b e t he stream b ottleneck. Th e tran sport mechanism between nodes m ust therefore be care fully designed.

One approach wo uld be t o set up i ndividual TC P connections, one pe r m essage stream , between the node pair. Th is appro ach, althou gh sim ple to i mplement, h as several problems. First, as the number of message streams grows, the overhead of running several TCP connections becomes p rohibitive on th e nodes. Seco nd, in dependent TCP connections do not share bandwidth well and in fact adversely interact with each other in t he network [11]. Third, both with in on e p articipant as well as b etween participants, w e wo uld l ike t he ba ndwidth bet ween t he nodes t o be shared am ongst t he different st reams according to a presc ribed set of weights that depe nd on either QoS specifications or contractual obligations.

Our transport approach is to multiplex all the message streams on t o a si ngle TC P co nnection and have a message scheduler that determines which message stream gets to use the con nection at an y ti me. Th is sch eduler implements a weighted c onnection s haring pol icy base d on QoS or c ontract speci fication, an d keeps t rack of t he rates allocated to the different messages in time.

There are some message streaming applications where the in -order reliab le tran sport ab straction of TCP is n ot needed, and so me message lo ss is to lerable. We plan to investigate if a UDP-b ased multiplexing protocol is also required in addition to TCP. Do ing th is would require a congestion control protocol to be implemented [12].

4.4 Rem ote Definition To s hare l oad dynamically bet ween nodes within a participant, or acro ss p articipants, p arts o f Au rora networks must be able to change the location where they execute at run-tim e. Howe ver, p rocess m igration rai ses many in tractable co mpatibility an d secu rity issu es, especially if th e m ovement cro sses p articipant boundaries. Therefore, we pr opose a different approac h, which we call remote d efinition. With th is approach, a participant in stantiates an d composes op erators fro m a pre-defined se t offe red by anot her participant t o m imic box sliding. For example, instead of moving a WSort box, a p articipant re motely d efines th e WSort bo x at ano ther participant and b inds it to th e appropriate streams within the new do main. Lo ad sharing an d box slid ing are discussed in more details in the following sections.

In addition to facilitating box sliding, remote definition also helps conte nt custom ization. For exam ple, a participant might offer streams of event s indicating stock quotes. A receiving participant interested only in knowing when a specific stock passe s above a certain thres hold would normally have to receive the complete stream and would h ave t o ap ply th e filter itself. With rem ote definition, it can in stead rem otely d efine th e filter, and receive directly the customized content.

5 Load Management

To adequately address the performance needs of streambased ap plications under t ime vary ing, unpredictable input rat es, a m ulti-node dat a st ream proc essing sy stem must b e ab le to d ynamically ad just th e allocation of processing am ong t he participant n odes. This deci sion will primarily consider the loads and available resources (e.g., processor cycles, bandwidth, memory).

Both A urora* an d M edusa ad dress such l oad management issues by means of a set of algorithms that provide efficient load s haring am ong nodes. Beca use Aurora* assu mes t hat t he participants ar e al l under a common administrative control, lightly-loaded nodes will freely share load with their over-burdened peers. Medusa will make u se o f t he Au rora* m echanisms wh ere appropriate, but it must also worry about issues of how to cross administrative boundaries in an economically viable way without violating contractual constraints.

In th e rest of th is sectio n, we first discuss th e b asic mechanisms used for partitioning and distributing Aurora operator networks across multiple nodes. We then discuss several key q uestions t hat need t o be ad dressed by any repartitioning policy.

5.1 Mechanisms : Repartiti oning Aur ora Networks On every node that runs a piece of Aurora network, a query o ptimizer/load sh are daemon will ru n periodically in the background. The main task of this daemon will b e to adjust the load of its host node in order to optimize the overall performance of the system. It will achieve this by either off-l oading com putation or accepting additional computation. Load re distribution i s t hus a pr ocess of moving pieces of the Aurora network from one m achine to another.

Load s haring m ust occur while the network i s operating. Therefore, it must first stabilize the network at the point of the transformation. Network transformations are only consi dered between connection points. Consider a sub-network S that is bou nded on the input side by an arc, C_{in}, an d on t he o utput si de by an a rc, C_{out}. The connection point at C_{in} is first cho ked o ff by sim ply collecting any subsequent input arriving at the connection point at C_{in}. Any t uples that are queued within S ar e allowed t o d rain of f. When S is empty, the network is manipulated, parts of it are moved to other machines, and the flow of messages at C_{in} is turned back on.

It sh ould be n oted th at th e recon figuration of the Aurora network will n ot always b e a lo cal decision. For example, an u pstream node might be re quired to signal a downstream node t hat i t doe s n ot h ave s ufficient

Filter (p)

splits into …

Filter (p)

Filter(p)

Filter(q) Union

Figure 5: Splitting a Filter Box

B_1 B_2 B3

B_1 B_2 B3

After the slide …

machine_1 machine_2

machine_1 machine_2

Before the slide …

Figure 4: Box Sliding

bandwidth t o handle i ts o utput (this would happen i f a n upstream node notices a backup on its output link). In this case, the ups tream node might want t o signal the neighboring downstream node to move one or more boxes upstream to reduce the communication across that link.

We now disc uss two basic l oad s haring mechanism s, box sliding and box splitting, which are used to repartition the Aurora network in a pair-wise fashion.

Box Sliding . This technique takes a box on the edge of a sub-network on one machine and shifts it to its neighbor. Beyond the obvious repositioning of p rocessing, shifting a bo x upstream i s oft en us eful i f t he box has a l ow selectivity (reduce s t he a mount o f data) an d t he bandwidth of the con nection is li mited. Sh ifting a bo x downstream can be useful if th e selectivity of the box is greater than one (produces more data than the input, e.g., a j oin) a nd t he bandwidth o f t he c onnection i s agai n limited. We call th is k ind of rem apping horizontal load sharing or box sliding. Figure 4 illu strates upstream box sliding.

It should be noted that the machine to which a box is sent must h ave th e cap ability to ex ecute th e g iven operation. In a sensor network, some of t he nodes can be very weak . Often th e sen sor itself is cap able of computation, but this capability is li mited. Thus, it might be possible to slide a si mple Filter box to a sensor node, whereas the sensor might not support a Tumble box.

It should also be noted that box sliding could also move boxes vertically. That is, a box that is assigned to machine A can be m oved t o m achine B as long as the input a nd output arcs are rerouted accordingly.

Box Splitti ng. A heavier form o f lo ad sh aring invo lves splitting Aurora boxes. A split creates a copy of a box that is intended to run on a second machine. This mechanism can be use d to offload from an overloaded machine; one or more boxes on this machine get split, and some of the load t hen gets di verted t o t he b ox c opies r esulting from the split (and situated on other machines). Every box-split must be p receded by a Filter box wit h a predicate that partitions i nput tu ples (rou ting t hem to o ne box or th e other). Fo r sp lits to b e tran sparent (i.e., to en sure t hat a split box returns the same result as an unsplit box), one or more boxes must be added to the network that merges the box outputs back into a single stream.

The boxes required to merge results depend on the box that is sp lit. Fi gure 5 an d Fi gure 6 sh ow t wo ex amples. The first sp lit is of Filter and sim ply requ ires a Union box to acco mplish th e m erge. Th e seco nd sp lit is o f Tumble, w hich re quires a m ore sophi sticated merge, consisting of Union followed by WSor t and then another Tumble . It a lso re quires t hat the a ggregate function argument to Tumble , agg, have a co rresponding combination f unction, combine, such that for a ny set of tuples, {x_1, x_2, …, x_n}, and k �d n:

agg({x_1, x_2, …, x_n}) = combine(agg({x_1, x_2, … , x_k}), agg({x_{k+1}, x_{k+2}, …, x_n})

For example, if agg is cnt (count), combine is sum, and if agg is max, then combine is max also. In Figure 6, agg is cnt and combine is sum.

To illu strate th e sp lit sho wn in Figure 6 , co nsider a Tumble applied to the stream that was shown in Figure 2 with the aggregate function cnt and groupby attribute A. Observe th at with out sp litting, Tumble wo uld em it t he following tuples while processing the seven tuples shown in Figure 2:

Tumble (cnt, GroupbyA)

splits into …

Filter (p)

Tumble (cnt, Groupby A)

Union

WSor t (A)

Tumble (cnt, Groupby A)

Tumble (sum,Groupby A)

Merge

Figure 6: Splitting a Tumble Box

(A = 1, result = 2) (A = 2, result = 3)

Suppose that a sp lit of the Tumble box takes p lace after tuple #3 arrives, and that the Filter box used for routing tuples after the split uses the predicate, B < 3 to decide where to send any tuple arriving in the future (i.e., if B < 3 then se nd the tuple to m achine containing the original Tumble box (machine #1), and otherwise send the tuple to machine #2). In this case, machine #1 will see tuples 1, 2, 3, 4 and 7; and m achine #2 will see tup les 5 and 6. After machine #1 processes tuple #7, its Tumble box will have emitted tuples:

(A = 1, result = 2) (A = 2, result = 2)

and after machine #2 processes tuple #6, its Tumble box will have emitted the tuple:

(A = 2, result = 1)

Assuming a large e nough t imeout arg ument, WSort rearranges t he uni on of the se tuples, emitting them in order of their values for A. The Tumble box that follows then add s th e v alues of r esult for t uples with lik e values of A. This results in the emission of tuples:

(A = 1, result = 2) (A = 2, result = 3)

which is identical to that of the unsplit Tumble box.

Once s plit has replicated a part of the ne twork, the parallel branches can be mapped to different machines. In fact, an overloaded machine may perform a split and then ask a neighbor if it can accept some additional load. If the neighbor is willing, the network might get remapped as in Figure 7.

5.2 Key Repa rtitio ning Cha llenges We now provide an outline of several fundamental policy decisions regarding when and how to use the load sharing mechanism descri bed i n the p revious su bsection. Particular solutions will be guided and constrained by the high-level policy specifica tions a nd guidelines, Q oS an d economic contracts, used by Aur ora* and Medu sa, respectively (see Section 7). B

B Merge

machine_2 machine_1

Filter p

¬p Figure 7: Remapping after a Split

Initiatio n of L oad Sha ring. Because network topologies and loads will b e ch anging frequ ently, lo ad sh aring will need to be performed fairly frequently as well. Ho wever, shifting boxes aroun d too frequ ently co uld lead to instability as th e syste m tries to adj ust to lo ad fluctuations. Determin ing t he p roper granu larity for th is operation is an im portant consi deration for a s uccessful system.

Choosing W hat t o O ffload. Both box sliding and box splitting require moving boxes and their input and output arcs across machine bounda ries. E ven though a neighboring machine may have available c ompute cycles and memory, it may not be able to handle the additional bandwidth o f t he new a rcs. Thus, t he deci sion of w hich Aurora network pieces to move must consider bandwidth availability as well.

Choosing Filter Predica tes for Bo x Spl itting. Eve ry box split results in a new sub-network rooted by a Filter box. The Filter bo x act s a s a sem antic router for t he tuples arriv ing at th e b ox that h as b een split. Th e filter predicate, p, defines the redistributed load. The choice of p is crucial to the effectiveness of this strategy. Predicate p could depend on the stream content. For example, we might want to separate streams based on where they were generated as i n all streams generated in Cambridge. On the other hand, the partitioning criterion could depend on some metadata or statistics about the streams as in the top 10 streams by arriv al r ate. Altern atively, p c ould be based on a sim ple statistic as in half of t he avai lable streams. Moreover, the choice of p could vary with time. In other words , as the net work c haracteristics change , a simple adjustment to p could be enough to rebalance the load.

Choosing Wh at to Split. Choosing the right sub-network to sp lit is a lso an i mportant o ptimization p roblem. Th e trick is to pick a set of boxes that will move “just enough” processing. In a large Aurora network, this could be quite difficult. Moreover, it is im portant to move lo ad in way that will not require us to move it again in the near future. Thus, finding candidate su b-networks t hat have d urable effect is important.

Handling Connecti on Points. Naiv ely, splitting a connection poin t co uld involv e co pying a lo t o f d ata. Depending o n t he expect ed usa ge, t his m ight be a g ood investment. In particular, if it is expected that many users will attach ad h oc queries to th is co nnection po int, th en splitting it and moving a replica to different machine may be a sensible load sharing strategy. On the other hand, it might make sense to leave the connection point intact and to sp lit th e b oxes on eith er side o f it. Th is wou ld m ean that t he l oad i ntroduced b y t he proce ssing w ould be moved, while the data access to the second box would be remote.

primary server

back-up of the tuples in transit

back-up server

s_1 s_2 s_3

Figure 8: Primary and back-up servers

6 High Availability

A key go al in th e design of an y data str eam p rocessing system is to achieve robust o peration in v olatile and dynamic environments, where availability may suffer due to (1) server and communication fai lures, (2 ) s ustained congestion le vels, an d (3) s oftware failu res. I n order to improve overall system availability, Aurora* and Medusa rely o n a c ommon stream -oriented d ata bac k-up a nd recovery approach, which we describe below.

6.1 Over view and Key Feature s Our h igh-availability ap proach h as two un ique advantages, both due to the streaming data-flow nature of our target systems. First, it is p ossible to reliably back up data and provide safety without incurring the overhead to explicitly copy them to special back up servers (as in the case of t raditional p rocess pai r m odels [1 0]). I n o ur model, each server can effectively act as a back-up for its downstream serve rs. Tu ples get processed a nd fl ow naturally in th e network (precisely as i n th e case of regular operation). Unlike in regular operation, however, processed tupl es are discarded lazily, only wh en it is determined th at th eir effects are safely recorded elsewhere, and, thus, ca n be effectively recovered in case of a failure.

Second, t he proposed ap proach e nables a tradeoff between the recovery time and t he volume of checkpoint messages requ ired to provide safety. Th is flex ibility allows us to emulate a wide spectrum of recovery models, ranging f rom a hi gh-volume checkpoints/fast-recovery approach (e.g., Tandem [1]) to a lo w-volume checkpoints/slow-recovery approach (e .g., l og-based recovery in traditional databases).

6.2 R egular Opera tion We say t hat a distributed stream processing syste m is ksafe if the failure of any k servers does not result in any message losses. The value of k should be set based on the availability req uirements o f applications, and t he reliability an d lo ad characteristics o f th e targ et environments. W e pr ovide k-safety by main taining th e copies of the tuples that are in transit at each server s, at k other servers that are upstream from s. An upstream backup server simply holds on to a tuple it has processed until its p rimary serv er tells it to discard th e tup le. Fi gure 8 illustrates the basic mechanism for k = 1. Server s_1 acts as a back-up o f serve r s_2. A tuple t sen t fro m s_1 to s_2 is simply kept at s_1’s output queue until it is guaranteed that all tuples that depended on t (i.e., the tuples whose values got determined directly or indirectly based on t) made it to s_3.

In order to correctly truncate output queues, we need to keep track of the o rder in which tup les are tran smitted between th e se rvers. When an upstream s erver s ends a message (c ontaining t uples) t o a s uccessor, i t al so includes a m onotonically increasing sequence number. It is sufficient to include only the base sequence number, as the corres ponding num bers for all tuples can be automatically generated at the receiving server by simply incrementing t he base . We now de scribe t wo rem ote queue t runcation t echniques that use tuple sequence numbers.

Our first tech nique in volves the use of special flow messages. Periodically, each data s ource creates and sends flow m essages into the system. A box proce sses a flow message by first recording the sequence number of the earliest tup le th at it cu rrently d epends on^‡, and the n passing it o nward. Note that th ere mig ht b e multiple earliest sequence numbers, one for each upstream server at the ext reme case. When the flow m essage reaches a server boundary, these sequence values are recorded and the m essage cont inues i n t he next se rver. Hence , eac h server records th e id entifiers of the earli est upstream tuples that it depends on. The se val ues serve as checkpoints; they are communicated through a back channel to the upstream servers, which can appropriately truncate the tuples they hold. Clearly, the flow m essage can al so be pi ggybacked o n ot her c ontrol or dat a messages (s uch as heartbeat messages, DHT lookup messages, or regular tuple messages).

The abo ve sch eme will o perate correctly on ly for straight-line networks . When there are branches and recombinations, special care must be taken. Als o, when messages fr om one ser ver go t o m ultiple su bsequent servers, additional extensions are required.

Whenever a message is sp lit an d sen t to two destinations, then the flow message is si milarly split. If a box gets input from two arcs, it must save the first flow message until it receives one on t he other arc. If the two flow messages come from different servers, then both are sent onward. If they come from the same server, then the

‡ If the box has state (e.g ., consider an aggr egate box), then the recorded tuple is the one that presently contributes to the state of the box and that h as the lowest sequence nu mber (for each upstream server). If the box is st ateless (e.g., a filter box), th en the re corded tuple is th e one that h as been p rocessed m ost recently.

The basic a pproach can be e xtended to supp ort f aster recovery, but at hi gher run t ime co st. C onsider establishing a collection of K virtual machines on top of the Aurora network running on a single ph ysical server. Now, u tilize the ap proach d escribed abo ve for ea ch virtual mac hine. Hence, there will b e queues at each virtual machine boundary, which will be truncated when possible. Si nce each queue is on t he s ame physical hardware as its downstream boxes, high availability is not provided on machine failu res with t he algo rithms described so far.

minimum i s com puted as before a nd a si ngle m essage sent onward. In this way, the correct minimum is received at the output.

An output can receive flow messages from multiple upstream servers. It m ust merely respond to the c orrect one with a ba ck cha nnel message. Si milarly, whe n an upstream server ha s m ultiple successor se rvers, it m ust wait for a back channel message from each one, and then only truncate the queue to th e maximum of the minimum values.

An alternate techni que to s pecial flow m essages is to install an array of se quence numbers on each server, one for each upstrea m server. On each box’s activation, the box records i n th is array t he earliest tup les on which it depends. The upstream servers can then query this array periodically and t runcate t heir que ues acc ordingly. Thi s approach has the adva ntage that the upstrea m server ca n truncate at its convenience, and not just when it receives a back cha nnel m essage. H owever, t he a rray ap proach makes the implementation of individual boxes somewhat more complex.

To ach ieve high-availability, th e queue h as t o be replicated to a physical backup machine. At a cost of one message per e ntry i n t he q ueue, eac h o f t he K virtual machines can resume processing from its queue, and finer granularity restart is supported. The ultimate extreme is to have one virtual machine per box. In this case, a message must be sent to a backup server each time a box processes a message. However, only the processing of the in-transit boxes will be lo st. This will b e v ery si milar to th e process-pair approach. Hence, by adding virtual machines to th e high-availability alg orithms, we can tun e t he algorithms to any desired tradeoff between recovery time and run time overhead.

6.3 Failure Detec tion and Recovery Each serv er sen ds periodic h eartbeat m essages to its upstream nei ghbors. If a se rver does n ot hear from i ts downstream neighbor fo r som e prede termined t ime period, it considers that its neighbor failed, and it initiates a recovery procedure. In t he recovery phase, the back-up server itself immediately starts processing the tuples in its output log, emulating the processing of the failed ser ver for the tuples that were still bein g processed at th e failed server. Subsequently, load-sharing techniques can be used to offload work from the back-up server to other available servers. Alternatively, th e backup serv er can m ove its output l og t o another ser ver, w hich t hen t akes over t he processing of the fai led se rver. T his ap proach m ight b e worthwhile if the back-up server is already heavily loaded and/or m igration o f t he output l og i s e xpected t o be inexpensive.

7 Policy Specifications a nd Guidelin es

We no w describe th e h igh-level p olicy sp ecifications employed by Aurora* and Medusa to guide all pertinent resource, lo ad, and availab ility management d ecisions. We first de scribe application-specific QoS s pecifications used by Aurora*, and then overlay the Medusa approach for esta blishing (economic) contracts bet ween different domains.

7.1 QoS Based Control in Aurora * Along with a query, eve ry Aurora a pplication must al so specify its QoS expectations [4]. A QoS specification is a function of some performance, re sult precision, or reliability related characteristic of an output stream that produces a utility (o r happiness) value to the corresponding application. The operational g oal of Aurora is to maxim ize the perceive d aggre gate QoS delivered to the client applications. As a result, all Aurora resource allocation decisions, such as scheduling and load shedding, are dri ven by QoS-aware algori thms [4]. W e now discuss some in teresting issu es th at arise as we extend the bas ic single-node QoS m odel to a distributed multi-node model to be used by Aurora*.

6.4 Recovery Time vs. Back Up Gran ulari ty The above scheme does not interfere with the natural flow of tuples in the n etwork, providing high availability with only a minimum of extra messages. In contrast, a processpair approach requires check pointing a computation to its backup on a reg ular b asis. To ach ieve h igh av ailability with a process-pair m odel wo uld re quire a chec kpoint message every t ime a box pr ocessed a message. T his i s overwhelmingly more ex pensive t han t he approach we presented. H owever, t he c ost of o ur schem e is t he possibly co nsiderable am ount o f c omputation required during recovery. I n c ontrast, a process-pair sc heme wi ll redo only t hose b ox cal culations t hat were in p rocess at the tim e o f the failure. Hence, th e propo sed ap proach saves many run-time messages, at the expense of having to perform additional work at failover time.

One key QoS issu e th at n eeds to b e d ealt with in Aurora* in volves inferring Q oS for t he o utputs of arbitrary Aurora* nodes. In order to be consistent with the basic A urora model and t o minimize t he coo rdination among t he i ndividual Aurora nodes, i t i s desi rable for each node in an Aurora * c onfiguration t o run its own local Aurora s erver. This re quires the presence of QoS specifications at the outputs of internal nodes (i.e., those that are n ot directly connected to ou tput ap plications).

Because QoS expectations are defined only at the output nodes, t he co rresponding s pecifications for t he i nternal nodes m ust be pr operly i nferred. T his i nference i s illustrated in Figure 9, wh ere a g iven application’s query result is returned by node S_3, but additional computation is done at the internal nodes S_1 and S_2. The QoS specified at t he o utput n ode S_3 nee ds t o be pushed i nside t he network, to the outputs of S_1 and S_2, so that these internal nodes can make local resource management decisions.

s_1

s_3

s_2

QoS_{output}

QoS_{inferred}

QoS_{inferred}

….

….

Figure 9: Inferring QoS at intermediate nodes

While, in general, inferring accurate QoS requirements in t he m iddle of an A urora network i s n ot g oing t o be possible, we believe that inferring good approximations to some of the QoS specifications (such as the latency-based QoS speci fication, which is a prim ary driver for m any resource c ontrol i ssues) i s achi evable gi ven t he availability of operational system statistics. To do this, we assume that the system has access to the a verage processing co st an d t he sel ectivity of eac h box. T hese statistics can b e m onitored and m aintained in an approximate fashion over a running network.

7.2 Economic Contr act Based Contr ol in Medusa As discussed i n p revious sect ions, M edusa re gulates interactions b etween participants usi ng a n agoric m odel with three basic typ es of contracts: (a) cont ent contracts (b) suggested contracts, and (c) movement contracts. We discuss each type of contract in turn.

Content contra cts cover the payment by a receiving participant for th e stream to b e sen t by a sen ding participant. The form of a content contract is:

A QoS specification at the output of som e box, B is a function of time t and can be written as Q_o(t). Assume that box B takes, on average, T_B units of time for a tuple arriving at its input to be processed completely. T_B can be measured and recorded by each box and would implicitly include any queuing time. The QoS s pecification Q_i(t) at box B’s input would be Q_o(t+T_B). This simple technique can be a pplied ac ross an a rbitrary nu mber of Aurora boxes to compute an estimated latency graph for any arc in the system.

For stream_name For time period With availability guarantee Pay payment

Here, st ream_name i s a st ream kn own t o t he se nder, which the receiver must map to a local stream name. The time period is the am ount of tim e that sender will make the stream available to the receiver, a nd paym ent is the amount of money remitted. Payment can either be a fixed dollar am ount (su bscription) or i t can be a per-m essage amount. An optional availability clause can be adde d to specify t he am ount of outage t hat can be tolerated, as a guarantee on the fraction of uptime.

Another im portant issu e relates to th e precision (i.e., accuracy) of query res ults. Precise answers to queries are sometimes unachi evable o r un desirable, both of w hich potentially lead t o dr opped t uples. A precise query answer is what would be returned if no data was eve r dropped, an d query e xecution c ould c omplete rega rdless of the time it required. A precise query answer might be unachievable ( from an Auro ra sy stem’s perspective) i f high l oad on an Au rora s erver necessi tated dr opping tuples. A p recise q uery a nswer m ight b e u ndesirable (from an A urora application’s pe rspective) if a query depended upon dat a ar riving on an e xtremely sl ow stream, an d an appr oximate b ut fast qu ery an swer was preferable t o one t hat w as preci se b ut sl ow. QoS specifications describe, from an applications’ perspective, what m easures that it prefer A urora t ake un der s uch circumstances. Fo r e xample, i f t uples m ust be d ropped, QoS speci fications ca n be used t o det ermine whi ch an d how many.

With conte nt cont racts, Medusa participants ca n perform servi ces f or eac h other. A dditionally, i f participants authorize each other to do remote definitions, then buying participants can easily customize the content that th ey b uy b y d efining a q uery p lan at th e sellin g participant. These two types of interactions form the basis of our system.

Additional contracts a re needed to m anage loa d among pa rticipants a nd optimize queri es. For i nstance, participant P can use re mote defi nition an d co ntent contracts to p artition a qu ery p lan Q over a set o f o ther participants {P_1, …, P_k} in an arbitrary manner. P needs to ha ve remote de finition a uthorization at each of P_1 through P_k, but the latter do not need to have contracts with each other. Unfortunately, this form of collaboration will requ ire that q uery p lans b e “star sh aped” with P i n the m iddle, since P_1 through P_k d on’t ha ve contractual relationships with each other.

Because im precise query answers are sometimes unavoidable or e ven preferable to precise query answers, precision is the wron g standard for Aurora syste ms to strive fo r. In g eneral, th ere will b e a continuum o f acceptable ans wers to a query, each of whi ch has som e measurable deviation from the perfect answer. The degree of t olerable a pproximation i s appl ication specific; Qo S specifications serve to define what is acceptable.

To facilitate more efficient plans and inter-participant load management, we need the ability to modify the way queries are p artitioned acro ss p articipants at run tim e.

More precisely, we need the ability to slide boxes across participants as well as th e ability to ad d o r rem ove a participant fr om a query -processing path. For i nstance, we w ould l ike t o rem ove P from t he st ar-shaped query defined above.

Load s haring has bee n e xtensively st udied i n a variety o f s ettings, i ncluding distributed operating systems (e.g. , [9, 2 0]) a nd d atabases (e .g., [3 , 7]). In a distributed system, the load typically consists of multiple independent task s (o r processes), which are th e s mallest logical units of processing. In Aurora, the corresponding smallest proce ssing u nits ar e i ndividual operators t hat exhibit i nput-output dependencies, c omplicating t heir physical distribution.

Adding a participant to a query p lan is straightforward with remote d efinition and con tent contracts. Re moving a participant re quires that the leaving participant ask other participants to establish new content contracts with each other. The mechanism for this is suggested contr acts: a p articipant P suggests t o downstream participants an alternate location (participant and stream nam e) fr om where t hey sh ould buy c ontent currently pr ovided by P. Receiving participants may ignore suggested contracts.

Several distri buted systems [8, 17] investigated onthe-fly task migration and cloning as means for dynamic load sh aring. Our Slide an d Split operations no t on ly facilitate similar (but finer-grained) load sharing, but also take in to acco unt op erator de pendencies mentioned above, prop erly sp litting an d m erging t he inpu t and resulting data streams as necessary.

The last form of co ntract facilitates lo ad b alancing via a f orm of b ox sl iding, and i s cal led a movement contrac t. Usi ng rem ote definition, a particip ant P_1 defines a q uery pl an at anot her participant, P_2. Using a content contract, this remote query plan can be activated. To facilitate load balancing, P_1 can define not one, but a set of L remote query plans. Paired with locally running queries ( upstream or d ownstream), these plans provide equivalent functionality, bu t d istribute l oad differently across P_1 and P_2. Hence, a movement contract between two participants contains a se t of distributed query plans and cor responding in active content co ntracts. Th ere is a separate m ovement contract for each query crossi ng the boundary bet ween t wo pa rticipants. An ora cle on each side determines at r untime w hether a q uery plan a nd corresponding conte nt cont racts f rom one of t he movement contracts is preferred to any of currently active query plans and content contracts. If so, it comm unicates with the counterpart oracle to suggest a sub stitution; i.e., to make the alternate query plan ( and its c orresponding content contracts) active instead of the current query plan and contracts. If the second oracle agrees, then the switch is m ade. In t his way, two oracles can agree to s witch query plans from time to time.

Parallel database systems [3, 7] typically share load by using op erator splitting and d ata p artitioning. Since Aurora operators are stream-based, the details of how we split th e lo ad and m erge resu lts are d ifferent. M ore importantly, ex isting parallel d atabase query ex ecution models are relatively sta tic com pared to Aurora* a nd Medusa: they do not address continuous query execution, and as a result, do not also consider adaptation issues.

Because our load sha ring techni ques involve dynamically trans forming query plans, sy stems t hat employ dy namic query op timization are al so rel evant (e.g., see [13] for a s urvey). These system change query plans on t he fly i n orde r t o minimize query execut ion cost, re duce query res ponse t ime, or m aximize out put rates; whereas our motivation is to enable dynamic crossmachine l oad di stribution. Furthermore, most dy namic query opt imization resea rch addr essed on ly cent ralized query processing. T he o nes t hat ad dressed distributed/parallel ex ecution relied on cen tralized qu ery optimization and l oad s haring m odels. Ou r mechanisms and policies, on the other hand, implement dynamic query re-configuration and load s haring in a truly decent ralized way in order to achieve high scalability.

A movement contract can be cancelled at any time by either of the participants. If a contract is cancelled and the two oracles do not agree on a re placement, the n cooperation b etween t he two p articipants reverts to th e existing conte nt c ontract (i f one is i n place). He nce movement cont racts can be used for dynamic load balancing purposes. Of course, oracles must carefully monitor lo cal lo ad con ditions, and be aware of the economic model that drives contracting d ecisions at t he participant. Additionally, in th e same m anner as con tent contracts, m ovement cont racts can also be tra nsferred using suggested contracts.

While we have com pared o ur bac k-up a nd recovery approach with the ge neric process-pair model in Section 4, a variation of t his model [15] provides different levels of availability for workflow management systems. Instead of backing up process states, the system logs changes to the work flow components, wh ich store in ter-process messages. This approach is similar to that of ours, in that system st ate can be recovered by re processing t he component back-ups. Unlike our approach, however, this approach does not take advantage of the data-flow nature of processing, and therefore has to explicitly back up the components at remote servers.

Market-based approaches re ly on econ omic principles to val ue a vailable reso urces and m atch sup ply an d demand. M ariposa [ 18] i s a di stributed da tabase sy stem that uses economic principles to guide data management decisions. While Mariposa’s resource pr icing an d tr ade are on a query-by-query ba sis, th e trad e in Medu sa i s

8 Related Work

We no w b riefly discuss pre vious rel ated researc h, focusing primarily on load sharing, high availability, and distributed mechanisms for federated operations.

based on service subscription s. Medusa contracts enable participants to collaborate and share load with reasonably low overhead, unlike Mariposa’s per-query bidding process.

9 Conclusions

This paper discusses architectural issues encountered in the design of two complementary large-scale distributed stream processing systems. Aurora* is a distributed version of the stream processing system Aurora, which assumes nodes belonging to a common administrative domain. Medusa is an infrastructure supporting the federated operation of several Aurora nodes across administrative boundaries. We discussed three design goals in particular: a scalable communication infrastructure, adaptive load management, and high availability. For each we discussed mechanisms for achieving these goals, as well as policies for employing these mechanisms in both th e single domain (Aurora*) and federated (Medusa) environments. In so doing, we identified the key challenges that must be addressed and opportunities that can be exploited in building scalable, highly available distributed stream processing systems.

Acknowledgments

We are grateful to Mike Stonebraker for his extensive contributions to the work described in this paper. Funding for this work at Brandeis and Brown comes from NSF under grant number IIS00-86057, and at MIT comes from NSF ITR ANI-0205445.

References

[1] Tandem Database Gr oup. Non-Stop SQL: A Distributed, High Performance, High-Reliability Implementation of SQL. In Proceedings of the Workshop on High Performance Transaction Systems , Asilomar, CA, 1987.

[2] D. Abbadi, D. Carney, U. Cetintemel, M. Cherniack, C.

Convey, S. Lee, M. Stonebraker, N. Tatbul, and S. Zdonik. Aurora: A New Model and Architecture for Data Stream Management. Brown Computer Science CS-02-10, August 2002.

[3] L. Bouganim, D. Florescu , and P. Valduriez. Dynamic Load Balancing in Hierarchical Parallel Database Systems. In Proceedings of International Conference on Very Large Data Bases, Bombay, India, 1996.

[4] D. Carney, U. Cetintemel, M. Cherniack, C. Convey, S.

Lee, G. Seidman, M. Stone braker, N. Tatbul, and S. Zdonik. Monitoring Streams: A New Class of Data Management Applications. In proceedings of the 28th International Conference on Very Large Data Bases (VLDB'02), Hong Kong, China, 2002.

[5] J. Chen, D. J. DeWitt, F. Tian, and Y. Wang.

NiagaraCQ: A Scalable Continuous Query System for Internet Databases. In Proceedings of the 2000 ACM

SIGMOD International Conference on Management of Data, Dallas, TX, 2000.

[6] D. Karger, E. Lehman, T. Leighton, M. Levine, D.

Lewin, and R. Panigrahy. Consistent Hashing and Random Trees: Distributed Caching Protocols for Relieving Hot Spots on the World Wide Web. In 29th Annual ACM Symposium on Theory of Computing , El Paso, Texas, 1997.

[7] D. DeWitt and J. Gray. Parallel database systems: the future of high performance database systems. Communications of the ACM, 35(6):85-98, 1992.

[8] F. Douglis and J. Ousterhout. Process Migration in the Sprite Operating System. In Proceedings of the 7th International IEEE Conference on Distributed Computing Systems, Berlin, Germany, 1987.

[9] D. Eager, E. Lazowska, a nd J. Zahorjan. Adaptive Load Sharing in Homogeneous Distributed Systems. IEEE Transactions on Software Engineering , 12(5):662-675, 1986.

[10] J. Gray and A. Reuter, Transaction Processing:

Concepts and Techniques: Morgan Kaufman, 1993. [11] H. Balakrishnan, H. Rahul, and S. Seshan. An Integrated Congestion Management Ar chitecture for Internet Hosts. In ACM SIGCOMM, Cambridge, MA, 1999.

[12] H. Balakrishnan and S. Seshan. The Congestion Manager, RFC 3124.

[13] J. M. Hellerstein, M. J. Franklin, S. Chandrasekaran, A.

Deshpande, K. Hildrum, S. Madden, V. Raman, and M. Shah. Adaptive Query Processing: Technology in Evolution. IEEE Data Engineering Bulletin , 23(2):7-18, 2000.

[14] I. Stoica, R. Morris, D. Karger, M. F. Kaashoek, and H.

Balakrishnan. Chord: A S calable Peer-to-Peer Lookup Service for Internet Applications. In ACM SIGCOMM, San Diego, CA, 2001.

[15] M. Kamath, G. Alonso, R. Guenthor, and C. Mohan.

Providing High Availability in Very Large Workflow Management Systems. In Proceedings of the 5th International Conference on Extending Database Technology, Avignon, France, 1996.

[16] M.S. Miller and K. E. Drexler, “Markets and

Computation: Agoric Open Systems,” in The Ecology of Computation, B. A. Huberman, Ed.: North-Holland, 1988.

[17] D. S. Milojicic, F. Douglis, Y. Paindaveine, R. Wheeler, and S. Zhou. Process migration. ACM Computing Surveys, 32(241-299, 2000.

[18] M. Stonebraker, P. M. Aoki , W. Litwin, A. Pfeffer, A.

Sah, J. Sidell, C. Staelin, and A. Yu. Mariposa: A Wide- Area Distributed Database System. VLDB Journal: Very Large Data Bases , 5(1):48-63, 1996.

[19] W. Litwin, M.-A. Neimat, and D. A. Schneider. LH* - A Scalable Distributed Data Structure. ACM Transactions on Data Base Systems , 21(4):480-525, 1996.

[20] W. Zhu, C. Steketee, and B. Muilwijk. Load balancing and workstation autonomy on Amoeba. Australian Computer Science Communications , 17(1):588--597, 1995.