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Program Analysis: An Example

int x=0,y=0, z — < /%\//\\\
read(2); / IDEAS? \\
iz ) = ~ »Run test cases A
if (g(z,y) >10){ ~ >Get code analyzed by
X=X+1; y=y + 100; | many people /
} § »Convince yourself by zﬁ /
else if ( h(z) >20) { \\/\hOC st I / |
if (x >=4) { /\“\)\ / N
X=x+1y=y+1; A~
} o
} ‘ What is the relation |
y | | betweenxandy on

—__ex iting while loop ?
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Program Verification: An Example
int x=0,y=0, z ( f \
read(z); / IDEAS? \\

while (f(x, z) >0){ //\ >Run test cases A
if (g(z,y) >10){ »Get code analyzed by
Xx=x+1; y=y+ 100; \> many people \ /
y »Convince yourself by ad
\ hoc reasoning

else if (h(z) > 20) {
if (x>=4){ >\ /

XxX=x+1,y=y+1,; //
/:\
} )
) O
} / INVARIANT or PROPERTY
assert(x<4 ORy>=2);
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Verification & Analysis: Close Cousins

> Both investigate relations between program variables at
different program locations
> Verification: A (seemingly) special case of analysis
" Yes/No questions
" No simpler than program analysis
»Both problems undecidable (in general) for languages
with loops, integer addition and subtraction
" Exact algorithm for program analysis/verification that
works for all programs & properties: an impossibility
»This doesn’t reduce the importance of proving programs
correct
= Can we solve this in special (real-life) cases?
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Hope for Real-Life Software

> Certain classes of analyses/property-checking of real-life
software feasible in practice
" Uses domain specific techniques, restrictions on program
structure...
" “Safety” properties of avionics software, device drivers, ...
> A practitioner’s perspective

Automation

Currently,
can get any 2

out of 3 “Complex”

Properties

(11 LargeH
Programs
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Some Driving Factors

» Compiler design and optimizations

" Since earliest days of compiler design
»Performance optimization

" Renewed importance for embedded systems

> Testing, verification, validation
" Increasingly important, given criticality of software

» Security and privacy concerns
» Distributed and concurrent applications
" Human reasoning about all scenarios difficult
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Successful Approaches in Practical
Software Verification

»Use of sophisticated abstraction and refinement
techniques
" Domain specific as well as generic
»Use of constraint solvers
" Propositional, quantified boolean formulas, first-order
theories, Horn clauses ...
»Use of scalable symbolic reasoning techniques
" Several variants of decision diagrams, combinations of
decision diagrams & satisfiability solvers ...
» Incomplete techniques that scale to real programs
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Focus of today’s talk

Abstract Interpretation Framework

* Elegant unifying framework for several program
analysis & verification techniques

" Several success stories
* Checking properties of avionics code in Airbus
* Checking properties of device drivers in Windows
* Many other examples

* Medical, transportation, communication ...
" But, NOT a panacea
" Often used in combination with other techniques
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Sequential Program State

> Glven sequential program P

+ State: information necessary to determine complete
future behaviour

* (pc, store, heap, call stack)

* pc: program counter/location

* store: map from program variables to values

* heap: dynamically allocated/freed memory and
pointer relations thereof

+ call stack: stack of call frames

Supratik Chakraborty, [IT Bombay



Programs as State Transition Systems

> A simple program: State (pc, x, ¥, a, b)

int func(int a, int b) 'ﬁ ©,2,7,2,0
{intx,y;

L1: x = 0; 12,0,7,2,0 ¢
L2:y=1;

L3: if (a>= b + 2) 13,0,1,2,0
La. azy: » Yy 4y &

v

else
L5: b=x;

L6: return (a-b); / 14.0.1. 2.0
} Q% SR

State = (pc, store) \‘04 16,0,1,1,0

heap, stack unchanged within func
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Programs as State Transition Systems

int func(int a, int b)
{intx,y;

L1: x=0;
L2:y=1;
L3:if(a>=Db + 2)
L4: a=y;

else
L5: b=Xx;
L6: return (a-b);

State (pc, X, vy, a, b)

v

LG’ 0 ’ 1 ’ 1' 1
Supratik Ch '

L, -1,10,9,1

11,3, 20,8, 7

v Y
OO0

L6,0,1,8,0




Programs as State Transition Systems

State: pc, X, ¥, a, b

(L3,0,1,5, 2) (L4, 0, 1, 5, 2)

//V Transition ‘
‘ L3: if (a >= b+2)
L4: ...
else
L5:
int func(int a, int b)
{intx, y;

/ L1: x=0;
L2:y=1;

L3:if (a>=b + 2)
L4: a=y;

else
L5: b=x;
L6: return (a-b);

I

[X=4
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Specifying Program Properties

State: pc, X, ¥, a, b

//' Pre-condition:

{a+b>=0}
int func(int a, int b)
{intx,y;

L1: x=0;

L2:y=1;

L3:if(a>=b + 2)

Il assert (a-b <= 1);

L4: a=y;
else
L5: b=x;
L6: return (a-b);
}

Post-condition:
{ret val<=1}

I

[X=4
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Specifying Program Properties

State: pc, X, ¥, a, b

(L4, 0,1, 5, 4), ...

(L1, 0,-1,2,3), ...

(L6, 0,1, 8, 4), ...
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Pre-condition:
{a+b>=0}

int func(int a, int b)
{intx,y;

L1: x=0;

L2:y=1;

L3:if (a>=b + 2)

Il assert (a-b <= 1);
L4: a=y;
else

L5: b=x;

L6: return (a-b);
}
Post-condition:
{ret val<=1}



Assertion Checking as Reachability

)l
P ssertion
| 2 iolating
Initial 7 tates
States
L ® /

° C

Path from initial to assertion violating state ?
Absence of path: System cannot exhibit error
Presence of path: System can exhibit error

What happens with procedure calls/returns?
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State Space: How large is it?

~ State = (pc, store, heap, call stack)
* pc: finite valued
* store: finite if all variables have finite types

* Every program statement effects a state transition
* enum {wait, critical, noncritical} pr_state (finite)
*inta, b, ¢ (infinite)

* bool *p, *q (infinite)

* heap: unbounded in general

- call stack: unbounded in general

- Bad news: State space infinite in general
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Dealing with State Space Size

> Infinite state space
* Difficult to represent using state transition diagram
* Can we still do some reasoning?

> Solutlon Use of abstraction

* Nalve view
* Bunch sets of states toget Intelligently”
* Don't talk of individual states, talk of a representation of a set

of states
* Transitions between state set representations

Concrete states

 Granularity of reasoning shifted Abstract states

 Extremely powerful general technique
* Allows reasoning about large/infinite state spaces

Supratik Chakraborty, [IT Bombay



Simple Abstractions

Group states
according to values of

int func(int a, int b)
{intx,y;

State: pc, X, ¥, a, b

L1: x=0;
L2:y=1;
L3:if(a>=b + 2)
L4: a=y;

else
L5: b=x;
L6: return (a-b);

Supratik Chakraborty, [IT Bombay
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Group
states
with
same pcC




Programs as State Set Transformers

Group states
according to values of

int func(int a, int b) @
{intx,y;

L1: x=0; Group
L2:y=1; tat
L3: if (a>=b + 2) states
L4: a=y; with

else same pc
L5: b=x;
L6: return (a-b);
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Programs as Abstr State Transformers

> Recall: Set of (potentially infinite) concrete states is an
abstract state
> Think of program as abstract state transformer

State: pc, x,y, a, b

L4,-1,10,9,1

3, 20, 8, 7 Program statement
as concrete state
transformer

L6, 3, 20, 20, 7
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Programs as Abstr State Transformers

> Recall: Set of (potentially infinite) concrete states is an
abstract state
> Think of program as abstract state transformer

Abstract state al Program statement

as abstract state
transformer

L4:a=y

Central problem:
Compute a2 from al and prog stmt
(abstract state transitions)

Abstract state a2
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A Generic View of Abstraction

Set of concrete states Set of abstract states
Abstraction (o) O

> "
< /o

Concretization (y)

> Every subset of concrete states mapped to
unique abstract state

> Desirable to capture containment relations

> Transitions between state sets (abstract states)
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The Game Plan

a1 o
k]

Pre-condition:
{a+b>=0}

int func(int a, int b)
{intx,y;

Yes,
Proof
L5: b=x;

L6: return (a-b); NO;

} Counterexample

Post-condition:

L1: x=0;
L2:y=1;
L3:if(a>=b+2)
Il assert (a-b <= 1);
L4: a=y;
else

num—=EaA>»-—-0n mMAMAOTOZ00
uom-—E>»-0n —HO>»I0V-10n>

{ret val<=1 }

Abstract analysis engine
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The Game Plan

5

g o

muoxoOzZ200

) >0 0>

Pre-condition:
{a+b>=0}
int func(i

{intx How do we choose the right abstraction?
Is there a method beyond domain expertise?

Can we learn from errors in abstraction to build
better (refined) abstractions?

Can refinement be automated?

L6: return (a-b

}

Post-condition:

{ret val<=1 }

Abstract analysis engine
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The Game Plan

Abstract state spaces can be infinite.
What can we do to make abstract
analysis practical?
Finite ascending chains
what beyond?

L2:y=1;
L3:if(a>=b +2) A A
Il assert (a-b <= 1); T T

L4: a=y;

else E E
L5: b= x;( b) S S N 0
L6: return (a-b); !

} Counterexample

Post-condition:

{ret val<=1 }

Abstract analysis engine
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Desirable Properties of Abstraction

Set of concrete states Set of abstract states
Abstraction (o) 0

— ",
G

Concretization (y)

> Suppose S1 € Sz . subsets of concrete states
* Any behaviour starting from S; can also happen starting fromSs

e If a(S1) = a1, a(S2) = a2 we want this monotonicity in
behaviour in abstr state space too
* Need ordering of abstract states, similar in spirit to .S7 C Ss
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Structure of Concrete State Space

> Set of concrete states: S
* Concrete lattice C= (p(S5), C,U,N, .S, 0

———

Powerset of S

Partial order

Least upper bound

Bottom
element

Top element

Greatest lower bound
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Structure of Abstract State Space

- Abstract lattice A= (A, C, L, M, T, 1)
- Abstraction function a: @(S) — A

* Monotone: S7 C Sy = a(S7) E a(Ss) forall 51,52 € S
ca(S) =T, a) =1

- Concretization function v : A — gJ(S)

* Monotone: a1 L a9 = ’Y(Cll) C ’Y(az)for all a1,a ,¢c A
(M) =8, (L)=0
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A Simple Abstract Domain
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Interval Abstract Domain

> Simplest domain for analyzing numerical programs

> Represent values of each variable separately using intervals
> Example:

LO: x=0;y=0;

L1: while (x <100) do
L2: X = X+1;
L3: y=y+1;

L4: end while

If the program terminates, does x have the value 100 on
termination?

Supratik Chakraborty, [IT Bombay



Interval Abstract Domain

> Abstract states: intervals of values of x, pc implicit

[-10, 7]: {(X,y)]|-10<=x<=7}
(-00, 20]: { (X, y) | x<=20}

- L relation: Inclusion of intervals

"L

:_101 7
and ]
-10, 9

-10, 9

[

:_201 9

 union an

L
[ ]

:_201 7

d intersection of intervals
= [-20, 9]

:_20’ 7

=[-10, 7]

- | is empty interval of x
" T is (-0, +0)
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Interval Abstract Domain

> Abstract states: intervals of values of x, pc implicit
[-10, 7]: {(X,y)]|-10<=x<=7}
(-0, 20]: { (X, y) | X <=20}

Concrete Abstract
. . ) States States
- [ relation: Inclusion of intervals
® ]

-10, 7] L [-20, 9] ~
- || and []: union and intersection —
-10, 9] L [-20, 7] = [-20, 9]
-10, 9] ' [-20, 7] = [-10, 7]

- | is empty interval of x

] T IS ('OO’ +OO)

a( {(L1, 1, 3), (L1,2,4),(L1,5, 7)})=]1,5]
a( {(L1, 5, 7), (L1,7,6),(L1,9,10)}) =[5, 9]
a( 1L, 5, 7)}) =[5, 3]
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Interval Abstract Domain

> Abstract states: pairs of intervals (one for x, y), pc implicit
* ([-10, 7], (-o0, 20])
- [ relation: Inclusion of intervals

([0, 7], (-00, 20]) £ ([-20, 9], (-00, +o0))
* |J and []: union and intersection of intervals
([-10, 9], (-o0, 20T 1([-20, 7], [3,+00)) = ([-10, 7], [3, 20])

([-10, 9], (-00, 20]) U ([-20, 7], [3,+00)) = ([-20, 9],(-00,+0c0))

- L is empty interval of x and y
T is ((-00, +0), (-00, +00) )

Supratik Chakraborty, [IT Bombay



Desirable Properties of o and y

Forall S1 CC S1 € v(a(Sh))

Set of concrete states Set of abstract states
o N
Py o
C - A
Y

N
M

N
@ o u

Supratik Chakraborty, [IT Bombay



Desirable Properties of o and y

S1 C v(a(Sy)) forall S1 CC
a(v(a1)) E ap  forall a3 € A

Set of concrete states Set of abstract states

a andy form a Galois connection
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Desirable Properties of o and y

- & and 7/ form a Galois connection
+ Second (equivalent) view:

CM(Sl) Ca; & 51 C v(al) forall S1 C S, a; € A

Set of concrete states Set of abstract states
|
Y al A
7.
- —N0' N
|
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Computing Abstract State Transitions

Set of concrete states Set of abstract states
Abstraction (o) 0

— ",
s

Concretization (y)

Concrete state c1 @ cl €yl ¢ Abstract state al
o

L4:a=y L4:a:y

®
Concrete state c2 ﬁ c2 € y(a2) ﬁ Abstract state a2
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Computing Abstract State Transitions

> Concrete state set transformer function

* Example:
S1={(L4,x,y,a,b)].... }. set of concr. states

=

" Monotone concrete )
state set transformer
\\ijnction for stmt at L4

/ -

S2 = { (|_6%>;<1/3rf§;/,//b/) |3 (L4, X,y,a,b)e Sl, a =y}
= F“(S1) : set of concrete states
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Computing Abstract State Transitions

> Abstract state transformer function

* Example:
Set of concrete states

a2 = a( F¢ (y (al)))‘ ideally, but FA(al) Jao( F® (y (al))) often
used
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Example Abstr State Transition

LO: x=0;y=0;

L1: while (x < 100) do
L2: X =x+1;
L3: y =y+1;

L4: end while

Abstract states: pairs of intervals (one for x, y), pc implicit

y =y+l,

([x, ux], [ly’, uyT)
ly' =1ly+1

FA@al) Ja(FS (y @)

Supratik Chakraborty, [IT Bombay



Example Abstr State Transition

LO: x=0;y=0;

L1: while (x < 100) do
L2: X =x+1;
L3: y = y+X;

L4: end while

Abstract states: pairs of intervals (one for x, y), pc implicit

y = y+X

([x, ux], [ly’, uyT)
ly' =1y + Ix

uy’ = uy + ux

Fi(@l) J o F~ (v (al1)))
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Computing Abstract State Transitions

> Abstract state transformer for if-then-else

* Example:

“acond = N
a({(x,y,a,b) | a>=b+2})

acondb =
. ({x,y,a,b) | a< b+2}/)/ >

L3: if (a >= b+2) goto L4 else goto L5

a2 =alllacond a3 =alllacondb
pcina2: L4 pcin a3: L5
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Dealing with Loops

Abstract pre-cond: a0 LO: a=0;b=0;
L1: .......;

L7: while (a>b) do
L8: .....;
L19:..7. :
L20: end while

Loop Body

000

Supratik Chakraborty, [IT Bombay



Dealing with Loops

LO: a=0;b=0;

Abstract state: al = F*_(a0) L1: .......;

L7: while (a > b) do
L8: .....;

L19:..o.;
L20: end while

Supratik Chakraborty, [IT Bombay
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Dealing with Loops

LO: a=0;b=0;
L1: .......;

Abstract state: a7 = F*__(al) L7: while (a > b) do
L8: .....;

L]
D

L19:..o.;
L20: end while

Supratik Chakraborty, [IT Bombay
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Dealing with Loops

LO: a=0;b=0;

L1: ....... ;
. of....) = acond

L7: while (a > b) do

L8: ..... :
s Loop Body

Abstract state a20 ?
Can’t be computed as

F* @7 [ 1 acond) L21: ...... ,
Loop may iterate E
0,1,2,... times
L100: ...... :
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Dealing with Loops

LO: a=0;b=0;

Calculate
abstract loop invariant a7* at L7.
Whenever L7 is reached in program,
corresponding abstr state [ a7*

s Loop Body

Abstract state a20 =
(a7* [ 1 acondb)

Supratik Chakraborty, [IT Bombay



Dealing with Loops

LO: a=0;b=0;

L1: .......;

L7: while (a > b) do

L8: e
L19:..7.
L20: end while
L21: ......;

Supratik Chakraborty, [IT Bombay
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Dealing with Loops

LO: a=0;b=0;
L1: .......;

L7: while (a > b) do
L8: ..... :

Loop Body

Abstract state: . .
alo0=F*  (a2l) T ’

21..100

Loops can be handled if we know how to compute abstract
Ioolaczr Invariants

Supratik Chakraborty, [IT Bombay



Computing Abstract Loop

Invariant - No
- Example: ....
L7 : while (a > b) do Yes
L8: ...... : S
: Loop Body
L19: ......;
L20: end while
L8..L19
Given
F* : abstr state transformer of loop body L8...L19
a . abstr state at L7 the first time L7 is reached
v

What is the abstract loop invariantat L7? | L8.L19

L20
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Computing Abstract Loop
Invariant

Given

F” : abstr state transformer of loop body,
a : abstr state at L7 the first time L7 Is reached

What is the abstract loop invariant at L7?

acond = a( {s | s is a concrete state with a > b} )

Current view of abstract loop invariant

(D

L20
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Computing Abstract Loop
Invariant

Given

F” : abstr state transformer of loop body,
a : abstr state at L7 the first time L7 Is reached

What is the abstract loop invariant at L7?

acond = a( {s | s is a concrete state with a > b} )

Current view of abstract loop invariant

OLvL® - @

L20

Supratik Chakraborty, [IT Bombay



Computing Abstract Loop
Invariant

Given

F” : abstr state transformer of loop body,
a : abstr state at L7 the first time L7 Is reached

FA(O Tacond)
O

What is the abstract loop invariant at L7? \
0

| Yes
TN
acond = a( {s | s is a concrete state with a > b} ) F* (@ Macond)

L7©

Current view of abstract loop invariant No

Ouv@u - @

Recall: Meet-over-paths 1

FA

L20
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Computing Abstract Loop
Invariant

Given

F” : abstr state transformer of loop body,
a : abstr state at L7 the first time L7 Is reached

FA(O Tacond)
O

What is the abstract loop invariant at L7? \
0

| Yes
TN
acond = a( {s | s is a concrete state with a > b} ) F* (@ Macond)

L7©

Abstract loop invariant No

Q ] . ] ©|_| coccces |

How do we calculate this effectively without L20
knowing bound of loop iterations? 1

Supratik Chakraborty, [IT Bombay




Abstract Loop Invariant:
Another view

acond = o ({s| s is aconcrete state witha>b })

Successive views of of loop invariant at L7:
z0=a

Supratik Chakraborty, [IT Bombay
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Abstract Loop Invariant:
Another view

acond = o ({s| s is aconcrete state witha>b })

Successive views of of loop invariant at L7:
z0=a
zl=a || F* (z0[ Tacond)

L20

Supratik Chakraborty, [IT Bombay



Abstract Loop Invariant:
Another View

acond = 0 ({s|sis aconcrete state witha>b })

Successive views of of loop invariant at L7:
z0=a
zl1=all F* (z0[ l1acond)
z2=all F* (z1[ lacond)

Supratik Chakraborty, [IT Bombay
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No

FA(O Macond)

| Yes
P

z22

<y

NO

F* (@ 1acond)

L20



Abstract Loop Invariant:
Another View

acond = 0 ({s|sis aconcrete state witha>b })

Successive views of of loop invariant at L7:
z0=a
zl1=all F* (z0[ l1acond)
z2=all F* (z1[ lacond)

z =a LIF* (z[1acond)

1+

FA(O Macond)
@

No

| Yes
P

F* (@ 1acond)
Y,

NO

z22

L20
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Abstract Loop Invariant:
Another View

acond = o ({s| s is aconcrete state witha>b })

Successive views of of loop invariant at L7:
z0=a = allF*" (] []acond) = g(1)

z1=all F* (z0 [ Tacond) =g(g(L))
z2=al ] F* (z1[ lacond) = g(g(g(1)))
z  =allF* (z[7acond) =9g(..--9(1)

1+

20 Lz1 22 L ...

Reasonable requirements:
FAL) =
Ifal [ a2 then F*(a1) L F*(a2)

g(z) =a U F*(z racond)
dg( ) monotone

rty, IT Bombay

e

z1

| Yes

FA(O Macond)
@

No

z22

FA

|
F* (@ 1acond)

<y

NO

L20




Abstract Loop Invariant:
Another View

acond = o ({s| s is aconcrete state witha>b })

Successive views of of loop invariant at L7:
z0=g(L)

z1=9(g(L1))
z2 = g(g(g(-L)))

z. =9(....9(1)-...)

FA(O Macond)
z1 'D .
; 0

| Yes
| o
Abstract loop invar = lim g(z) (L) F* (@ acond)

72— 00 z22 @

NO

Reasonable requirements:
FAL) =
Ifal [ a2 then F*(a1) L F*(a2)

g(z) =a U F*(z racond) L20
g( ) monotone 1

rty, IT Bombay




Abstract Loop Invariant:
Another View

Abstract loop invar = lim g(i)(J_)
11— OO

= smallest a* s.t. g(a*) = a*

@

= “least fixed point” of g() No

FA(O Macond)

| Yes
P

z22

<y

Reasonable requirements: No

Fr ) =
Ifal L a2 then F*(a1) L F*(a2)

FA
g(z) =a U F*(z racond) 1

dg( ) monotone

rty, IT Bombay
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Abstract Loop Invariant:
Least Fixed Point View

Abstract loop invar a* computable if A has

no infinite ascending chains

What if there are infinite ascending chains?
Can we at least compute an overapprox of a*?

Observe the sequence

g(l) C g)(L)C ... C g"L) uptoiterms

and extrapolate (“informed guess”) to a
proposed overapprox of a*

Special extrapolation (widen) operator V

Supratik Chakraborty, [IT Bombay



Abstract Loop Invariant:
Widen Operator

Revised estimate of
limit

Next element in
sequence

Current estimate of
limit

Supratik Chakraborty, [IT Bombay



Abstract Loop Invariant:
Widen Operator

V: A XA - A

- Required properties of V
A
For every al,a2 in A
alva2zJal and alVv a2 a2
[
|

\

\ Foreverya0 C alC a2 C ..., the sequence
| ‘\ z0 = a0
| ° Ifp g | z1 =z0val
| z2 =z1V a2

stabilizes, i.e.

There existsani>=0 s.t.z=z =z =..
i i+1 i+2

Stabilized value z* J limit of a0, al, a2, ....

Supratik Chakraborty, [IT Bombay



Abstract Loop Invariant:
Widen Operator

V: AxA - A
Compute g(L1), g*(L), ... g*¥(L) for parameter k > 0

Define a0 = g(_L) z0=a0
al = g(z0) z1=20 vVal
{22 X 2 a2 = g(z1) z2=2721 Va2
Zz)@ as>s e e
/’ N — —
e | 3=9(z) 5= 2,V 8

(z1)e a2 & 9“7(L)

.~.? g(k+2)(J—)
ai'e g“(L)
20 aoe 9“(L)

» 9(L)

Fact: g“)(1) C a C a, forallj>=0

Recall g: A -~ A is monotone

Supratik Chakraborty, [IT Bombay



Abstract Loop Invariant:
Widen Operator

V: AxA - A
Compute g(L1), g*(L), ... g*¥(L) for parameter k > 0

Define a0 = g™(_) z0 = a0
. al = g(z0) z1=20 val
{22 ’.;3 a2 = g(z1) z2=2721 Va2
Zz)@ as>s e e
z2 ‘.\‘ a.= g(Zi-1) 4= %, v a,
(z1)e a2 ® 9“7(L)

~
...
L]

2ie g%i(L)
20 a0e 9g%(L)

» 9(L)

Fact: g“)(1) C a C a, forallj>=0
If z=z , then
a =a forallj>=i
J+1 i+1

z=z for all j >=1
Can detect when sequence stabilizes

Supratik Chakraborty, [IT Bombay



Abstract Loop Invariant:
Widen Operator

V: AxA - A
Compute g(L1), g*(L), ... g*¥(L) for parameter k > 0

Define a0 = g™(_) z0 = a0
al = g(z0) z1=2z0 val
a2 = g(z1) z2=71 Va2
a'i = g(Zi-l) ZI = Zi-1 V al

g“9(L)
® g"(1)

2ie g“d(L)
20 a0® 9“(L)

» 9(L)

Stabilized value z* overapproximates
g'(L) foralli>=0
Abstract loop invariant

In fact, g"/(z*) also overapproximates
g'(L) forallr>=0

Supratik Chakraborty, [IT Bombay



Another View of Widening




Another View of Widening




Another View of Widening

z* = z*V g(z*)
implies
g(z*) C z*

A

z*is a
post-fixed point ZIM

1

Supratik Chakraborty, [IT Bombay



Another View of Widening

z*=272*Vy g(z*)

implies
g(z*) C z* y Post-fixed points
Al g(x) C x
z*is a e
post-fixed point zm| Q
g(z*) is a 18 vy Fixed points
post-fixed point 230 Vo g(x) = X

Iip E g®(z*)

Pre-fixed points
x £ g(x)

Supratik Chakraborty, [IT Bombay



Putting It All Together

> Glven a program P and an assertion ¢ at location L
* Choose an abstract lattice (domain) A with a V operator
* Compute abstract invariant at each location of P

- If abstract invariant at L is a check ify(aL) satisfies ¢

* The theory of abstract interpretation guarantees that
Y(aL) _) concrete invariant at L

Bird’s eye-view of program verification by
abstract interpretation

Supratik Chakraborty, [IT Bombay



Interval Abstract Domain

> Simplest domain for analyzing numerical programs

> Represent values of each variable separately using intervals
> Example:

LO: x=0;y=0;

L1: while (x <100) do
L2: X = X+1;
L3: y=y+1;

L4: end while

If the program terminates, does x have the value 100 on
termination?

Supratik Chakraborty, [IT Bombay



Interval Abstract Domain

> Abstract states: pairs of intervals (one for each of x, y)
* [-10, 7], (-o0, 20]
- [ relation: Inclusion of intervals
+ [-10, 7], (-00, 20] & [-20, 9], (-oc0, +0)
* ] and []: union and intersection of intervals
- [a, b] Vx [c, d] =[e, ], where
*e=aifc>=a,and e =-00 otherwise
* f=bifd<=b, and f = +oo otherwise
- Vy similarly defined, and V is simply (Vx, V)
- | is empty interval of x and y

T is (-00, +0), (-00, +0)

Supratik Chakraborty, [IT Bombay



Analyzing our Program

LO: x=0;y=0;

L1: while (x < 100) do
L2: X =X+1;
L3: y = y+1;

L4: end while

Supratik Chakraborty, [IT Bombay



Some Concluding Remarks

~ Abstract interpretation: a fundamental technique for

analysis of programs

> Choice of right abstraction crucial

- Often getting the right abstraction to begin with is very
hard
* Need automatic refinement techniques

~ Very active area of research

>

Supratik Chakraborty, [IT Bombay
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