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Data is everywhere, and manifests itself in various for-2 Anonymizing Social Networks

mats. Data can be publicly available and can be privately

owned. Data can be persistent on a server or ephemeral ithe increasing popularity of social networks has initiated

a data stream. Society depends on data and hence the seeutertile research area in information extraction and data

rity, privacy and reliability of the data are critical in disse ~ mining. Although such analysis can facilitate better un-

ways. In this talk | will touch on various security aspects derstanding of sociological, behavioral, and other inter-

of data in different contexts that arise in diverse internetesting phenomena, there is growing concern about per-

applications. sonal privacy being breached, thereby requiring effective
anonymization techniques. In this context we will describe

.. . methods for anonymizing the relevant contents of the so-
1 Internet Advertising Fraud Detection cial network graph while preserving critical properties of

In Internet advertising networks, Internet advertiserg pa the graph.
Internet publishers to display advertisements on their Web Recently, there has been considerable interest in the
sites and drive traffic to the advertisers from surfersigic analysis of theweightednetwork model where the social
Since publishers are paid by the traffic they drive to ad-networks are viewed as weighted graphs. The weighted
vertisers, there is an incentive for dishonest publishers tgraph model is used for analyzing various social phenom-
inflatethe number of impressions (renderings of advertise£na as well as traditional applications on weighted graphs
ments) and clicks their sites generate [2]. such asshortest pathsspanning treesk-Nearest Neigh-
Analysis of traffic streams can be executed on aggregatBOrs (KNN)etc. The semantics of the edge weights depend
levels, such that the individuals’ identities are not résda O the application (such as “degree of friendship”, “trust-
and still satisfactorily detect fraud. Due to the problemWorthiness”, etc.), or the property being modeled.
scale, fraud detection in advertising networks is attvacti Our solution [3] to the problem of edge weight
as a quintessential streaming application. The approachnonymization is to model the weighted graph based on the
was introduced in [7], where a simple Bloom-Filter-basedproperty to be preserved, and then reassign edge weights to
algorithm was proposed to detect duplicates in a stream afbtain the anonymized graph satisfying the model. To be
impressions or clicks. Experiments on real data were respecific, we preserve any graph property that is express-
vealing. More thar27% of the clicks were suspicious. In- ible in terms of inequalities involving linear combinat®n
terestingly, one of the advertisements was clicked 10,780f edge weights. Many algorithms make decisions based
times by the same surfer in one day. Even more shocken the actual numerical values of the edge weights and we
ing is that the fraud was performed using a primitive at-model this decision in terms of variables. Decisions made
tack. In [8], a detection algorithm was proposed for theat each step of the algorithm can simply be expressed as in-
sophisticatechit inflation attack in [2], which involves a equalities involving the edge-weights. Thus, the executio
coalition of dishonest publishers. The detection algamith of an algorithm processing a graph can be modeled as a set
entails identifying associations in a HTTP stream. In [9], of linear inequalities involving the edge weights \ai-
we model discovering single publisher attacks as a probables and this results in a system of linear inequalities. If
lem of finding correlations in multi-dimensional data, and the edge weights are reassigned as any solution of the sys-
an algorithm is devised for detecting such attacks in theitem of inequalities, this would ensure that the propertfes o
most general forms. the graph remain unchanged w.r.t the algorithm being mod-
eled. The model can therefore be formulated as a Linear
15" International Conference on Management of Data Programming (LP) prOble_m' Our approgch is therefore in-
COMAD 2009, Mysore, India, December 9-12, 2009 dependent of the semantics of edge-weights, and is general
@©Computer Society of India, 2009 enough to encompass many important algorithms.
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