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ABSTRACT


Contrary to popular assumption, DRAMs used in most modern computers retain their contents for several seconds after power is lost, even at room temperature and even if removed from a motherboard. Although DRAMs become less reliable when they are not refreshed, they are not immediately erased, and their contents persist sufﬁciently for malicious (or forensic) acquisition of usable full-system memory images. Researchers at Princeton University have shown that there are surprisingly large number of machines where the contents of RAM survive undamaged well after the system BIOS or boot code has finished running, and these can be exploited. To demonstrate this, we will try to capture and analyze the memory content after the system is powered off.


This project is a Proof of Concept(POC) for capturing memory dumps from Intel x86-64 based PC system. 
RAM persistence can be exploited using both hardware and software mechanisms. However exploit  requires a certain amount of specialized expertise and a willingness and/or opportunity to dissect the obtained information that will be not necessarily in human readable form. 

DESCRIPTION OF PROJECT

INTRODUCTION :


Most of us believe that a computer’s memory is erased almost immediately when it loses power, or that  whatever data remains is difﬁcult to retrieve without specialized equipment. We show that these assumptions are incorrect. Ordinary DRAMs typically lose their contents gradually over a period of time, even at standard operating temperatures and even if the chips are removed from the motherboard, and data will persist for minutes or even hours if the chips are kept at low temperatures. Residual data can be recovered using simple, nondestructive techniques that require only momentary physical access to the machine .    

WHAT IS COLD BOOT ATTACK ?


In cryptography, a cold boot attack is a type of side channel attack in which an attacker with physical access to a computer is able to retrieve user's specific sensitive information from a running operating system after using a cold reboot to restart the machine from a completely "off" state. The attack relies on the data remanence property of DRAM and SRAM to retrieve memory contents which remain readable in the seconds to minutes after power has been removed.

It has been known since the 1970s that DRAM cell contents survive to some extent even at room temperature and that retention times can be increased by cooling. In a 1978 experiment , a DRAM showed no data loss for a full week without refresh when cooled with liquid nitrogen. 


Machines using newer memory technologies tend to exhibit a shorter time to total decay than machines using older memory technologies, but even the shorter times are long enough to facilitate most of the attacks. 

LAUNCHING AN ATTACK :

Step 1 : POWERING OFF THE MACHINE :

Simple reboots The simplest attack is to reboot the machine and conﬁgure the BIOS to boot an imaging tool. A warm boot, invoked with the operating system’s restart procedure, provides software an opportunity to wipe sensitive data prior to shutdown. A cold boot, initiated using the system’s restart switch or by brieﬂy removing and restoring power, will result in little or no decay depending on the memory’s retention time. Restarting the system in this way denies the operating system and applications any chance to scrub memory before shutting down.

Step 2 : FETCHING THE CONTENTS OF THE RAM :

For this , simply place the dram in other machine and start the system, Or alternatively , keep the ram in the same machine , attach the bootable USB flash drive in the USB PORT , and reboot the system . Note that the boot priority of the system must be set to ‘External USB Drive’ and not to  ‘Internal hardDrive’. Otherwise the system will reboot again into its native Operating System . 

Having done this , the memory-imaging tool or scrapper present on USB Drive starts executing . It fetches the memory dump present on the RAM into the USB  Drive.

Step 3: MAKING THE MEMORY DUMP READABLE:

After taking the memory dump of  the RAM in a USB drive. It can now be analysed. For this purpose, the data can be read straight out of the dump either by dumping it to a flat-file using 'dd' or by examining it in-place. For our experiment, we will dump the data to a flat-file. We also extract the human-readable content to a separate file.

 WORK DONE


We ran a few experiments on trial basis and found that our laptops did maintain state. We first used a Linux live CD to get an image of memory from the system, and found some interesting things. The footprint for the Linux OS was huge, and this prevented us from capturing as much memory content from the previously running operating system as possible.

The researchers at Princeton came up with a scraper-code to image the contents of RAM with a very small footprint,only overwriting a small amount of memory in the process. The process is to boot the target system using a USB device.

The code is written mostly in C, with a few pieces written in i386 or x86-64 assembly. The program runs in both protected mode and real mode. The CPU must run in the protected mode in order to access all of the address space. However calls to the BIOS can only be done in the real mode.

We studied the code and compiled it on 64-bit Open-Suse 11.3 (gcc 4.5.0, libc-2.11.2). The scraper was  then written to a 4Gb USB-device. The USB was then used to dump the memory content of a Dell laptop with 3Gb ram. However the scraper failed to take dump of the memory content.

The USB was then plugged to take image of an HP laptop with 1.5GB ram. However the program failed to boot the laptop. This is very much possible because it isn’t the most user-friendly program out there. It’s small, low-level, and will depend upon the underlying machine architecture for correct operation.

Instead of fiddling with the low-level assembly code, we decided to create a minimalistic Linux bootable and use a freely available ram-to-usb memory dumper to dump the content of the memory image to the USB device. The entire program is about 26KB in size and thus allows us to take as much memory dump as possible

Tools used:


1) msramdump: a freely available ram dumping tool provided by McGrew Security


2) SysLinux: provides a minimalistic boot-loader for linux operating system.

The idea is to configure syslinux to execute msramdump automatically at boot such that it creates memory dump on a dedicated partition.

The process is documented below:


1) Wipe out the USB drive, overwriting everything with zeros. In order to cut down any chance   

     that old data on the drive might be mistaken for something copied from RAM.

2) Create 2 partitions on the USB drive, first a small bootable fat-16 partition. Another partition  

     to be used by msramdump to dump the memory image. This partition should be big enough   

     to hold the amount of memory in the target computer.

3)Compile SysLinux and install it onto the drive.

4)Copy the other needed files from SysLinux and ramdump utility onto the boot partition.

To perform the attack, we performed a hard reboot of the target computer using power-off button. Now this prepared USB key can be used to boot the target computer and dump its memory-content to the dedicated partition.

On the HP laptop where the program from Princeton university failed to boot, we were successful in dumping the memory content using this procedure.

This memory dump was later taken to another laptop and the dump was copied onto a file using 'dd' utility.

The dumped file is a binary file containing image of the target computer. Most of the memory dump might have decayed because we performed the experiment at room temperature But still on examining the file,we found that it indeed contains a lot of interesting things including the activities the user performed during the last active session, the websites that user has surfed, his mail-ids, possibly  contacts in messenger-lists, documents visited and certain other things that appeared to be sensitive information: possibly user's password.

We extracted the human readable content from the binary file onto another file. This file can be much easily dissected by a human user, though we suspect that to retrieve more useful information the binary dump of memory content need to be studied.
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User's Web Browsing History Present In Memory Dump

FUTURE-SCOPE

It is important to figure out the location of the target information, as it is the first step to retrieve any sensitive information. 

On analysis of dump, it appears that user-sensitive information might be present. It would require

sophisticated dissection skills and certain specialized tools to indentify and retrieve any such information that might be present.

To find out user-sensitive information such as passwords, keys, user's last file usage etc by the analysis of retrieved content.

Possibility of  attack vectors other than USB boot disk can also be explored and their security implications can be studied. 

POSSIBLE COUNTERMEASURES

 Defending against such an attack scenario can be quite difficult. Certain measures can still be taken to weaken the chances of an attack. These can be either hardware or software solutions.

Use of ECC RAMS does provide some protection, but it is dependent upon the support of underlying machine/BIOS.  A small resident memory-eating program during system shutdown can provide protection against memory-imaging. Also, the application programs should ensure that they do not store sensitive information(passwords, keys etc) in the memory as it is. Some transformation can be done on such information, so that it becomes much more difficult to reconstruct them from the memory dump. 

Some other countermeasures can also be thought of, but no foolproof solution exists. The user of the system should also share onus of  keeping his data in safe and secure state.
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