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This dissertation focuses on the use of message logging for recovering from
process failures in distributed systems. Optimistic message logging protocols assume
that failures are rare. Based on this assumption, they try to reduce the failure-free
overhead. We have proved several fundamental results about optimistic logging
protocols.

We have designed a protocol that allows the user of a system to tune the
degree of optimism. This protocol provides a trade-off between failure-free over-
head and recovery efficiency. The special cases of this protocol include an existing
optimistic protocol and an existing pessimistic protocol.

We have also studied extensions of optimistic protocols to multi-threaded
environments. The natural extensions offer a trade-off between the false causality
and the failure-free overhead. We avoid this trade-off by treating threads as the unit

of recovery and processes as the unit of failure.



The protocols mentioned so far are independent of any particular applica-
tion characteristics. The fault-tolerance overhead can sometimes be reduced by
exploiting the specific characteristics of an application. We have demonstrated this
reduction in the context of optimistic computations. Specifically, we have developed

a new fault-tolerant optimistic simulation protocol.
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Chapter 1

Introduction

The increasing popularity of intra-nets has caused a shift from main-frames to clus-
ters of workstations. In fact, with the growth of the Internet and the World Wide
Web, it has become possible to coordinate machines that are scattered across the
globe. For example, the 56-bit DES encryption key [9] was broken by a coordinated
effort of thousands of computers spread across the U.S. and Canada [20].

The power of distributed computing, however, comes at a cost. Distributed
systems are vulnerable to many forms of failures. At times, the entire system may
become unusable due to a failure of even a single link or a single processor. Thus,
in order to fully exploit the power of distributed computing, the problem of fault-

tolerance needs to be addressed.

1.1 Fault-Tolerance Techniques

The concept of fault-tolerance is as old as the digital computer itself. In a semi-
nal report in 1946, Burks, Goldstine and von Neumann suggested the use of two
computers acting in parallel and checking each other’s result [15]. The term fault-

tolerance was formally introduced in 1967 by A. Avizienis [1]. In 1973, the concept



of recovery block was introduced by Randell and others [34]. By 1975, they extended
the recovery block concept to a set of cooperating processes. This is, to our knowl-
edge, the earliest work on fault-tolerant distributed systems. Since that first work,
a number of techniques have been developed.

When reducing down-time is of paramount importance, redundant hardware
is used to mask as many failures as possible. The ESS electronic telephone switching
system developed by AT&T is a prime example of such systems [62]. Both Tan-
dem and Stratus corporations have developed a number of products that include
redundant power supplies, backplane buses and dual paths to all system elements
including disks and I/O controllers. These techniques can reduce the number of
crashes due to hardware, but when a program does crash, some other means of
fault-tolerance is required.

There are two classes of techniques for providing fault-tolerance to distributed
applications. Techniques in the first class assume a specific programming model and
require application developers to use that particular model. Techniques in the sec-

ond class are general purpose and work for any message-passing application.

1.1.1 Programming Model Specific Techniques

Remote procedure call, transactions, distributed shared memory, distributed ob-
jects, etc. are examples of specific programming models for which fault-tolerance
techniques have been developed. Of these, we discuss transactions and distributed

objects.

Transactions

A large number of distributed applications use the transactional approach [30].
A transaction has following properties: atomicity, consistency, independence, and

durability. It is well suited for applications whose prime activities are maintaining



and updating a database. However, it is overly restrictive for applications that are
not so data-centric but are computation-centric and require cooperation among a
set of peer processes. The Independence part of transactions does not work well for
message-passing distributed applications because processes in these applications are

designed to be inter-dependent.

Distributed Object Systems

With the increasing popularity of distributed objects, many applications are being
written in CORBA, DCOM or Java RMI. A number of researchers have directed
their efforts towards providing fault-tolerance for these applications [14, 41, 49, 65].

Our focus in on developing general purpose techniques that can be used with

any message-passing application.

1.1.2 General Purpose Techniques

A number of generic methods have been developed for message-passing applica-
tions. These methods can be customized to implement programming model specific
techniques like fault-tolerant RPC. They can be divided in two categories: spatial

redundancy and temporal redundancy.

Spatial Redundancy

In addition to hardware, software can be replicated too. Multiple copies of a program
can be executed concurrently. If one of the replicas fail the remaining replicas can
continue execution without stopping the applications. This method is called active
replication. The Isis toolkit [16] provides active replication.

Replication techniques work well in client-server settings where servers are
replicated for high availability. In a general purpose distributed system, however,

these strategies require complex multi-way synchronization between the replicas of



senders and the replicas of receivers. The complexity involved and high resource
requirement make replication unattractive for general purpose, peer-to-peer dis-

tributed computing.

Temporal Redundancy

The algorithms developed in this dissertation are based on temporal redundancy
and therefore we describe this method in greater details. Compared to spatial
redundancy, this method requires fewer physical resources. This advantage comes
at the price of reduced availability upon the occurrence of a failure. Therefore, this
approach is suited for non-mission critical applications where low-cost fault-tolerance
is important.

In this approach, the state of each process is periodically recorded on stable
storage. The saved state is called a checkpoint. A technique that is used in conjunc-
tion with checkpointing is message logging. In message logging, the contents and
processing orders of the received messages are also saved in volatile and stable stor-
age. While data saved on volatile storage are lost in a process crash, data saved on
stable storage are assumed to remain unaffected. Upon recovery, a process restores
a checkpointed state and replays the messages logged on stable storage.

The reconstructed state of the failed process may be inconsistent with the
states of the surviving process [17]. The goal of a recovery protocol is to bring the
system back to a consistent state after one or more processes fail. A consistent state
is one where the send of a message is recorded in the sender’s state if the receipt of
the message has been recorded in the receiver’s state. A more general definition of
the recovery problem is given in Section 2.2, where the system model is introduced.

Message logging based recovery is especially useful for distributed applica-
tions that frequently interact with the outside world [24]. It can be used either to

reduce the amount of work lost due to failures in long-running scientific applica-



tions [24], or to enable fast and localized recovery in continuously-running service-
providing applications [35].

Depending on when and where the received messages are logged, the message
logging schemes can be divided into three main categories: pessimistic, optimistic,
and causal [24]. In pessimistic logging, each message is logged on stable storage
before it is processed [33]. This ensures that all pre-failure states can be recreated
after a failure. Some pessimistic logging protocols reduce the overhead by delaying
the logging till the point where a message dependent on unlogged messages needs
to be sent [37, 39].

In optimistic logging, messages are logged in volatile storage which is pe-
riodically flushed to stable storage [61]. Thus, optimistic logging protocols incur
lower failure-free overhead compared to pessimistic logging protocols. On a failure,
however, messages in volatile log are lost. Therefore, the entire system has to roll
back to a consistent state that occurred prior to the lost messages. This implies
that failure recovery in optimistic protocols may be slower than that in pessimistic
protocols.

Causal logging protocols are based on the observations that a process may
log messages in the volatile log of another process and the time of logging can be
delayed until the point of actual dependency creation [5, 25]. These observations are
used to avoid rolling back non-failed states as in pessimistic logging while achieving

low failure-free overhead as in optimistic logging.

1.2 Motivation for Optimistic Protocols

In this dissertation, we focus on optimistic message logging protocols. These pro-
tocols have the advantage of low failure-free overhead. In addition, there are many

scenarios in which optimistic logging schemes are desirable.



. Non-crash failures: Traditional logging protocols are based on the assump-
tion that processes fail by simply crashing, without causing any other harm
such as sending incorrect messages. In practice, there is some latency be-
tween a fault-occurrence and the fault-detection. Optimistic protocols can
handle this problem, when possible, by identifying and rolling back the faulty
states [61].

. Software bugs: Traditional logging protocols assume that successive failures
of a process are independent. On restarting a failed process, the cause of
the last crash is not expected to lead to another crash. However, when a
software bug crashes a program, deterministically recreating the pre-failure
computation results in the same bug leading to the same crash. A way to avoid
this is to replay the last few messages in a different order, thereby potentially

bypassing the bug that caused the original crash [61, 67].

. Optimistic computations: Many applications employ techniques similar to
optimistic logging and require rollback capability. (e.g., optimistic distributed
simulation [36].) In such applications, the fault-tolerance overhead can be
reduced by employing the same dependency tracking mechanism for both the

application and the recovery system.

. Distributed debugging: If a program needs to be tested under different
message orderings, a technique similar to optimistic recovery can be used.
After the result for a particular message ordering is available, a failure can be

simulated and a different message ordering can be tried.

. Input message cancellation: Traditional recovery protocols assume that
messages from the environment are irrevocable. However, many new classes
of distributed applications are emerging that allow the environment to re-

voke input messages but still do not allow the environment to be modeled



as one of the application process. One example is an application based on
the integration of log based techniques with transaction processing. For such
applications, revoking of an input message can be modeled as a failure in an

optimistic system.

1.3 Dissertation Contributions

In this dissertation, we have developed both application-transparent and application-
specific recovery protocols. In the context of application-transparent protocols, we
have designed a K-optimistic protocol that offers a trade-off between failure-free
overhead and recovery efficiency and have extended this protocol to multi-threaded
systems. We have also developed a new distributed simulation scheme and have
integrated it with the recovery layer. This demonstrates how to reduce the cost of
fault-tolerance for optimistic computations. Next, we briefly discuss each of these
contributions. In later chapters, we discuss these contributions in detail and present

comparisons with related work.

1. Efficient recovery in optimistic protocols: Many traditional optimistic
protocols treat a failure and a rollback almost identically. We have established
that if transitive dependency tracking is employed, a process can correctly re-
cover by learning only about failures in the system and not all rollbacks. This
results in more efficient recovery. Other researchers have also used our result
to improve their protocols [68]. We have further shown that any protocol that
employs transitive dependency, need not track dependencies on stable states.
This result further reduces the failure-free overhead of optimistic logging pro-

tocols.

2. Bridging the gap between optimism and pessimism: Although pes-

simistic and optimistic protocols together provide a trade-off between failure-



free overhead and recovery efficiency, it is only a coarse-grained trade-off. The
application has either to tolerate the high overhead of pessimistic logging or
to accept the potentially inefficient recovery of optimistic logging. To address
this issue, we have introduced the concept of K-optimistic logging where K is

a tunable parameter.

The concept of K-optimism provides a fine-grained trade-off between recovery
time and logging overhead with traditional optimistic and pessimistic logging
being the two end-points of the spectrum. The parameter K can be dynam-
ically tuned to adjust to a changing environment. The trade-off provided is
probabilistic in nature. In the worst case, for any value of K, the recovery
time can be as bad as that for a completely optimistic protocol. This is not
surprising,x because in the worst case, pessimistic protocols can have as bad

a recovery time as optimistic protocols.

. Extending optimistic protocols to multi-threaded systems: Optimistic
logging protocols can be extended to multi-threaded processes in two natu-
ral ways: process-centric and thread-centric. These two approaches together
present a trade-off between false causality and dependency tracking overhead.
We avoid this trade-off by establishing that it is sufficient to track the de-
pendency of threads on processes. The main intuition is that processes fail
independently and are thus failure units and that threads may be rolled back
independently and are thus rollback units. Based on this result, our protocol

eliminates false causality while incurring low overhead.

. Efficient recovery for optimistic computations: In optimistic compu-
tations, a process avoids blocking until the outcome of an event by guessing
the outcome. If the guess turns out to be correct, the optimism pays off.
However, if the guess turns out to be wrong, all the computation that follows

the wrong guess needs to be undone. Optimistic recovery schemes rely on a



similar concept, and therefore can be conveniently integrated with optimistic
computations. We have demonstrated this integration in the context of dis-
tributed simulation. We have also developed an efficient optimistic simulation

protocol.

1.4 Dissertation Outline

Chapter 2 presents the system model that is used throughout the dissertation. In
this chapter, Lamport’s happened before relation is extended to failure-prone sys-
tems. A mechanism to track causal dependencies is presented and its properties are
discussed.

Application-transparent protocols are presented in Chapters 3 and 4. In
Chapter 3, a K-optimistic protocol that bridges the gap between optimism and pes-
simism is presented and proved correct. This chapter also presents an experimental
evaluation of the protocol. This protocol assumes that processes are single-threaded.
In Chapter 4, optimistic protocols are extended to multi-threaded systems. A de-
tailed discussion of process-centric and thread-centric approaches is presented and a
balanced protocol combining the advantages of both of these approaches is designed.

Chapter 5 illustrates how to reduce the recovery overhead by exploiting
application-specific knowledge. This chapter presents the details of an optimistic
simulation protocol and shows how to integrate this protocol with optimistic re-
covery protocols. Finally, Chapter 6 summarizes the dissertation contributions and

presents directions for future research.



Chapter 2

Theoretical Framework

In this chapter, we introduce the formal model of the system that is used throughout
the dissertation. We formally define what it means for a state to be dependent on
another state. This dependency relation is an extension of the Lamport’s happened

before relation [42] to failure prone computations.

2.1 Abstract Model

A process execution is a pair (S, <). S is a set of elementary entities called state
interval (si for short). There exists a boolean-valued function init that takes a si
as its input and returns true for exactly one of the members of S. The relation <

is an acyclic binary relation on S satisfying following conditions:
o Vs: |{u:init(s) Nu<s}| =0
o Vs: [{u: —init(s) Nu=<s}| =1

The relation < induces a tree on S. If u<s, u is a parent of s and s is a child
of u.
In an online execution, new elements can be added to S at any time with an

accompanying strengthening of the relation <.
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A si can have one of three labels: useful, lost and rolled_back. Every si starts
as useful. A newly added si becomes child of a useful si that has no useful child.
The label of only a useful, non-init si can be changed. When the label of a si is
changed, labels of all its useful children are also changed in the same way. This
change propagates recursively to all descendents.

Consider a system consisting of n processes Py, .., P,. Let the execution of
P; be (S;,<;). The system execution is a triplet (H, <,~»). The set H is defined as
H =U; S;. The acyclic binary relation < is defined on H as <= U; <;. The relation

~, another acyclic binary relation defined on H, satisfies the following conditions’:

o Vs: [{u:init(s) Nu~s} =0
o Vs: [{u: —init(s) Nu~s} =1

Let the relation — be the transitive closure of < U ~». Two system executions

are considered equivalent if their — relations, restricted to useful si, are same.

2.2 Physical Model and the Recovery Problem

We consider an application system consisting of n processes communicating only
through messages. The communication system used is unreliable in that it can
lose, delay or duplicate a message. The environment also uses messages to provide
inputs to and receive outputs from the application system. Each process has its own
volatile storage and also has access to stable storage [46]. The data saved on volatile
storage is lost in a process crash, while the data saved on stable storage remains
unaffected by a process crash.

The state of a process consists of values of all program variables and the

program counter. A state interval is a sequence of states between two consecutive

! As an aside we note that just like <, ~» also induces n disjoint trees on H.



message receipts by the application process. The execution within each interval is
assumed to be completely deterministic, i.e., actions performed between two message
receives are completely determined by the content of the first message received and
the state of the process at the time of the first receive. In Chapter 4 we relax this
assumption and consider effects of non-deterministic thread scheduling in multi-
threaded systems. For the purpose of recovery, we are interested in state intervals
only and not in states, and therefore for convenience, we use the term state instead
of state interval.

A state interval here corresponds to a state interval (s7) in the abstract model.
If in the abstract model, s < u, then the interval corresponding to s immediately
precedes the interval corresponding to u. If s ~» u then a message is send in the
interval corresponding to s and the receive of that message results in the interval
that corresponds to u. From now on, when there is no confusion, we use the term
‘state s’ instead of saying ‘state interval that corresponds to si s.’

Although an abstract process execution is a tree, a physical process execution
is a sequence of state intervals in real time. All n process executions together consti-
tute a system execution. Two physical system executions are considered equivalent
if their abstract counterparts are equivalent.

We assume perfect failure detection [19], i.e. each non-failed process even-
tually learns about all failures in the system and no process falsely assumes that a
non-failed process has failed. A process fails by simply crashing. In a crash failure,
a process stops executing and loses the data in its volatile storage. The process does
no other harm, such as sending incorrect message. Pre-failure states of a process
that cannot be recreated after a failure are called lost states. A lost state gets the
label lost in the abstract model.

The application system is controlled by an underlying recovery system. The

type of control may be of various forms, such as saving a checkpoint of the application



process, stopping an application process, adding control information to the state of
an application process, adding control information to a message, rolling back the
application to an earlier state, etc.

If an application state is rolled back by the recovery system then that state
is called rolled_back.

The recovery problem is to specify the behavior of a recovery system that
controls the application system to ensure that despite crash failures, the system
execution remains equivalent to a possible crash-free execution of the stand-alone
application system.

From here on, when there is no confusion, instead of saying ‘the system does
something for the corresponding process’, we will say ‘a process does something’.

We next give a general description of optimistic protocols in this model.

2.2.1 Optimistic Recovery

Optimistic recovery is a special class of log-based rollback recovery, where the re-
covery system employs checkpointing and message logging to control the applica-
tion [24]. In optimistic recovery, received messages are logged in volatile storage.
The volatile log is periodically written to stable storage in an asynchronous fash-
ion. By asynchronous, we mean that a process does not stop executing while its
volatile log is being written to stable storage. Each process, either independently or
in coordination with other processes, takes periodic checkpoints [24].

After a crash, a process is restarted by restoring its last checkpoint and
replaying logged messages that were received after the restored checkpoint. Since
some messages might not have been logged at the time of the failure, some pre-
failure states, called lost states, cannot be recreated. States in other processes that
causally depend on lost states are called orphan. Causal dependency corresponds to

the — relation in the abstract model. A message sent by a lost or orphan state is



called an orphan message. If the current state of a process is orphan then the process
itself is called orphan. All orphan states are rolled back. All orphan messages are
also discarded. Each restart or rollback starts a new incarnation of the process. A
failure or a rollback does not start a new interval. It simply restores an old interval.
Traditional optimistic protocols treat rollback of a failed process as if the
process has failed and restarted. We note the distinction between a restart and a
rollback. A failed process restarts whereas a rollback is done by a non-failed process.
Information stored in volatile memory before a failure is not available at restart. In
a rollback, no information is lost. Unlike in traditional protocols, in our protocols,
a process informs other processes about its failures only and not about rollbacks.
In all optimistic protocols (or all log-based recovery protocols), the recovered
state could have happened in a failure-free execution of the application, with rela-
tively slower processor speed and relatively increased network delays. Therefore, in

an asynchronous system, optimistic protocols solve the recovery problem.

Output Commit

Distributed applications often need to interact with “the outside world.” Examples
include setting hardware switches, performing database updates, printing computa-
tion results, displaying execution progress, etc. Since the outside world in general
does not have the capability of rolling back its state, the applications must guaran-
tee that any output sent to the outside world will never need to be revoked. This is
called the output commat problem.

In optimistic recovery, an output can be committed when the state intervals
that the output depends on have all become stable [61]. An interval is said to
be stable if it can be recreated from the information saved on stable storage. To
determine when output can be committed, each process periodically broadcasts a

logging progress notification to let other processes know which of its state intervals

14



have become stable. Such information is accumulated at each process to allow

output commit.

Example
w
o
o L0 ] 0 \ L) 3

PO N
0 an om0
1.8) S~
fail AN
3| ¢ s1 N 2
PI S A -
sl A
6 0.0)] m3
) . 2.8) s m2
m N
’ L5) \
\\
.

|
jAnn|

©0,0)
a7
1.3

p2 B
c2 s4 0.0) h
s7
1,2) 1,2)
1,5 12)

(@ (b)

Figure 2.1: Example: Optimistic Recovery in Action

An example of an optimistic recovery system is shown in Figure 2.1. Solid
horizontal lines show the useful computation, and dashed horizontal lines show the
computation that is either lost in a failure or rolled back by the recovery protocol.
In the figure, ¢l and ¢2, shown by squares, are checkpoints of processes P1 and
P2 respectively. State intervals are numbered from s0 to s7 and they extend from
one message receive to the next. The numbers shown in rectangular boxes will be
explained later in this chapter.

In Figure 2.1(a), process P1 takes a checkpoint cl, acts on some messages
(not shown in the figure) and starts the interval sO. P1 logs to stable storage
all messages that have been received so far. It starts interval s2 by processing the
message m0. In interval s2, message m2 is sent to P2. P1 then fails without logging

the message m0 to stable storage or receiving the message ml. It loses its volatile

15



memory, which includes the knowledge about processing the message m0. During
this time, P2 acts on the message m2.

Figure 2.1(b) shows the post-failure computation. On restarting after the
failure, P1 restores its last checkpoint cl, replays all the logged messages and restores
the interval s1. It then broadcasts a failure announcement (not shown in Figure 2.1).
It continues its execution and starts interval s6 by processing m1l. P2 receives the
failure announcement in interval s5 and realizes that it is dependent on a lost state.
It rolls back, restores its last checkpoint ¢2, and replays the logged messages until
it is about to process m2, the message that made it dependent on a lost state. It
discards m2 and continues its execution by processing m3. The message m2 is not
regenerated in post-failure computation. PO remains unaffected by the failure of

P1.

Notations

We next define notations that are used throughout the dissertation.

e ¢, 7,k refer to process identification numbers.

t refers to the incarnation number of a process.
e s, u,v,w,z refer to a state (or a state interval).
e P; refers to the ¢’th process.

e P;; refers to incarnation ¢ of F;.

e s.p denotes the identification number of the process to which s belongs, that

is, s p=1i=s€S;.

e 1,y refer to state sequence numbers.

(t,z); refers to the z’th state of the ¢’th incarnation of process P;.

16



e m refers to a message.

o c refers to a dependency vector (defined in Section 2.2.3).

2.2.2 Causal Dependency Between States

In the previous section, we talked about one state being dependent on another. The
application state resulting from a message delivery depends on (is determined by)
the content of the message delivered and therefore depends on the state sending the
message. This dependency relation is transitive. It corresponds to the — relation
defined in the abstract model. Lamport defined the happened before relation [42]
for a failure-free computation. Our dependency relation is an adaptation of the
happened before relation to a failure-prone systems. The physical meaning of the
abstract relation — is as follows. In a failure-prone system, happened before (—) is

the transitive closure of the relation defined by the following two conditions:

e u — v, if the processing of an application message in state u results in state

v, (for example, s1 — s6 in Figure 2.1(b)),

e u — v, if the processing of an application message sent from u starts v (for

example, s2 — s5 in Figure 2.1(a)).

We say that u is transitively dependent or simply dependent on s if s hap-
pened before u. By s = u, we mean s — uw or s = u. By s 4 u we mean s did not
happen before u. For example, in Figure 2.1(b), s2 /4 s6.

Only application messages contribute to the happened before relation. The
recovery protocol might also send some messages. These messages do not contribute
to the happened before relation.

Earlier we mentioned that a state dependent on a lost sate is called orphan.

We can now formally define orphan as:

17



Definition 1 orphan(s) = Ju : lost(u) N u—s

To detect orphans, we need a mechanism to track dependencies between

states.

2.2.3 Dependency Tracking Mechanism

We use dependency vectors to track transitive dependencies between states in a
failure-prone system. Although dependency vectors have been used before [61],
their properties have not been discussed.

A dependency vector has n entries, where n is the number of processes in the
system. Each entry contains an ¢ncarnation number and a state sequence number
(or simply sequence number). Let us consider the dependency vector of a process
P;. The incarnation number in the #’th entry of P;’s dependency vector (its own
incarnation number) is equal to the number of times P; has failed or rolled back. The
incarnation number in the j’th entry is equal to the highest incarnation number of
P; on which P; depends. Let entry e correspond to a tuple (incarnation ¢, sequence
number seq). Then, e; < ex = (t; < t2) V [(t1 = t2) A (seq1 < seq2)].

A process sends its dependency vector along with every outgoing message.
Before delivering a message to the application, a process updates its dependency vec-
tor with the message’s dependency vector by taking the componentwise maximum
of all entries. The process then increments its own sequence number.

To start a new incarnation, a process increments its incarnation number (it
leaves the sequence number unchanged). A new incarnation is always started after
a rollback or a failure.

The dependency tracking mechanism is given in Figure 2.2. An example of
the mechanism is shown in Figure 2.1. The dependency vector of each state is shown
in a rectangular box near it. The row ¢ of the dependency vector corresponds to F;

(P; is shown as Pi in Figure 2.1.) .



Process P, :

type entry = (int inc, int seq) // incarnation, sequence number
var ¢ : array[n] of entry // n : number of processes in system
Initialize :

Vj:cfj] :==(0,0);

cfi] == (1.1) ;
Send_message :
send (data, c) ;
Process_message (m) :
// P; receives the dependency vector ‘m.c’ with incoming message
v j: c[j] := max(c[j],m.c[j]) ;
cli].seq := c[i].seq + 1 ;
Start_incarnation :
// A new incarnation is started after a failure or a rollback

c[i].inc := c[i].inc + 1;

Figure 2.2: Dependency vector algorithm




Properties of Dependency Vectors

Dependency vectors have properties similar to Mattern’s vector clocks [48]. They
can be used to detect transitive dependencies between useful states (states which
are neither lost nor orphan).

We define an ordering between two dependency vectors cl and ¢2 as follows.
cl < 2= (Vi:elli] <c2[i]) A (35 ellj] < e2[jf])

Let s.c denote the dependency vector of Py, in state s. The following lemma

gives a necessary condition for the /4 relation between two useful states.

Lemma 1 Let s and u be distinct useful states (neither lost nor orphan). Then,

s 4 u = u.cl[s.p] < s.c[s.p]

Proof: Let s.p = u.p. Since s and u are distinct useful states, it follows that u — s.
During processing of a message, Ps p, takes the maximum of dependency vectors and
then increments the sequence number of its own component. On restart after a
failure or a rollback, P;, increments its incarnation number. Since for each state
transition along the path from u to s, the local dependency vector is incremented,
u.c[s.p] < s.c[s.p].

Let s.p # up . As s /# u, P,, could not have seen s.c[s.p], the local
dependency vector of P, ,. Hence u.c[s.p] < s.c[s.p]. m

As shown in the next theorem, the above condition is also sufficient for the
+# relation. The next theorem shows that, despite failures, dependency vectors keep

track of causality for useful states.

Theorem 1 Let s and u be useful states in a distributed computation. Then, s — u

iff s.c < wu.c

Proof: If s = u, then the theorem is trivially true. Let s — u. Since both s and u are

useful, there is a message path from s to u such that none of the intermediate states
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are either lost or orphan. Due to monotonicity of dependency vectors along each
link in the path, Vj : s.c[j] < u.c[j]. Since u /4 s, from Lemma 1, s.c[u.p] < u.c[u.p].
Hence, s.c < u.c.

The converse follows from Lemma 1. m

Dependency vectors do not detect the causality for either lost or orphan
states. To detect causality for lost or orphan states, we use an incarnation end

table, as explained in Section 3.3.

2.3 Related Work

The model described here is similar to but more general than the one given in the
original optimistic work by Strom and Yemini [61]. They assumed reliable message
delivery and therefore they considered a global state to be consistent if all the sent
messages have been received. We assume that messages can be lost.

Johnson and Zwaenepoel established that the set of recoverable states form a
lattice [40]. This result implies that after any failure in an optimistic system, there
exists a maximum recoverable state with respect to that failure. They however used
direct dependency tracking instead of transitive dependency tracking. They also
used a centralized protocol to compute the maximum recoverable state.

Smith, Johnson and Tygar explicitly distinguished between application com-
putation and the recovery system computation [59]. In their model causality is
separately identified for each level of computation. They used a tree diagram sim-
ilar to the one used in this dissertation. They used a time-tree to track complete
causality. Unlike dependency vectors, which can track causality only between useful
states, time-trees can track causality between any two states. However, the time-
tree mechanism results in much higher overhead and therefore we do not use that
mechanism.

Alvisi and Marzullo gave the first formal specification of the necessary and
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sufficient condition for the eventually no-orphan property satisfied by the message
logging protocols [7]. Based on that specification, they derived a causal logging

protocol.



Chapter 3

Transparent Recovery for

Single-Threaded Processes

In this chapter, we describe an optimistic recovery scheme that is independent of any
particular application. The scheme assumes that all application processes are single-
threaded. Next chapter discusses the issue of multi-threading. Application-specific
techniques are discussed in Chapter 5.

We first prove several fundamental properties about optimistic recovery. Us-
ing these properties, we design a K-optimistic protocol that bridges the gap between
optimism and pessimism. This protocol provides a trade-off between recovery time
and failure-free overhead. For K equal to n, the protocol reduces to the optimistic
protocol presented in [21], while for K equal to 0, it reduces to the pessimistic

protocol presented in [37].

3.1 Motivation

Traditional pessimistic logging and optimistic logging provide a coarse-grain trade-

off between failure-free overhead and recovery efficiency: the application has to



either tolerate the high overhead of pessimistic logging or accept the potentially in-
efficient recovery of optimistic logging. For long-running scientific applications, the
primary performance measure is the total execution time. For these applications,
minimizing failure-free overhead is more important than improving recovery effi-
ciency because failures are rare events. Hence, optimistic logging is a better choice.
In contrast, for continuously-running service-providing applications, the primary
performance measure is the service quality. Systems running such applications are
often designed with extra capacity which can absorb reasonable overhead without
causing noticeable service degradation. On the other hand, improving recovery effi-
ciency to reduce service down time can greatly improve service quality. As a result,
many commercial service-providing applications have chosen pessimistic logging [35].

The above coarse-grain trade-off, however, may not provide optimal per-
formance when the typical scenarios are no longer valid. For example, although
hardware failures are rare, programs can also fail or exit due to transient soft-
ware or protocol errors such as triggered boundary conditions, temporary resource
unavailability, and by-passable deadlocks. If an application suffers from these addi-
tional failures in a particular execution environment, slow recovery due to optimistic
logging may not be acceptable. Similarly, for a service-providing application, the
initial design may be able to absorb higher run-time overhead incurred by message
logging. However, as more service features are introduced in later releases, they
consume more and more computation power and the system may no longer have the
luxury to perform pessimistic logging.

These observations motivate the concept of K-optimistic protocol where K is
the degree of optimism that can be tuned to provide a fine-grain trade-off. The basic
idea is to ask each message sender to control the maximum amount of risk placed
on each message. A sender can release a message only after it can guarantee that

failures of at most K processes can possibly revoke the message (see Theorem 6).
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This protocol provides a trade-off between recovery time and logging over-
head, with traditional optimistic and pessimistic protocols being two extremes. As
the value of K moves from n to 0, the recovery time goes down with a corresponding
increase in the logging overhead. The parameter K can be dynamically changed to
adjust to a changing environment.

The trade-off provided is probabilistic in nature. In the worst case, for any
value of K, the recovery time can be as bad as that for a completely optimistic
protocol. This is not surprising because in the worst case, pessimistic protocols can

have as bad a recovery time as optimistic protocols.

3.2 Theoretical Basis

In Chapter 2.2, we presented the distinction between restart due to a process’s
own failure and rollback due to some other process’s failure. Traditional optimistic
recovery protocols [59, 61] blur this distinction and refer to lost states as rolled
back states. In order to relate our results to those in the literature, we use the
following terminology. A state satisfies predicate rolled_back if it has been either
lost in a failure or explicitly rolled back by the recovery protocol. In traditional
protocols, any state dependent on a rolled back state is called an orphan. The

following predicate formally defines an orphan state for these protocols.
Definition 2 orphan(s) = Ju : rolled_back(u) N u—s

We have presented above definition only for an understanding of traditional
protocols and for proof of theorems in this section. In rest of the dissertation, we
use the orphan definition given in Section 2.2.2. For emphasis, we reproduce that

definition here:

Definition 1 orphan(s) = Ju : lost(u) N u—s



observation in the following theorem.

Theorem 2 With transitive dependency tracking, announcing only failures (instead

of all rollbacks) is sufficient for orphan detection.
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