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Abstract - In this paper we study hard real time (HRT) communication over a differentiated service network.
Differentiated Services was proposed by IETF as a scalable QoS architecture [1]. Diffserv service providers can provide
delay and bandwidth guaranteed service (as per service level agreement (SLA)) by implementing diffserv services with
a fair packet scheduling algorithm like WFQ. But this QoS is provided at an aggregate traffic level. Since HRT
application require per flow level delay guarantee, simply deploying HRT application over Diffserv network is not
adequate. Additional mechanism is needed to provide per flow level QoS over diffserv network. We have devised a
method for calculating end-to-end delay of a connection through a diffserv network based on the theory of Latency Rate
(LR) server [2]. Our delay analysis considers actual total incoming traffic to the diffserv network rather than SLA level
aggregate traffic. Hence it results in better resource utilization. We propose an efficient call admission control (CAC)
based on our delay analysis. Through simulation we show that our method performs better than the traditional SLA
level aggregate traffic based approach.

1. Introduction

In a hard real-time (HRT) system, messages have very stringent deadlines. If a packet is delayed beyond its deadline,
then the consequence may be catastrophic. Therefore delay is a very crucial Quality of Service (QoS) parameter for
HRT system. Hence resources have to be allocated with utmost care to ensure that packets meet their deadlines. When
the network infrastructure of a HRT is IP based, system designer has to evaluate various options available for providing
QoS. The Integrated Service (IntServ) [3, 4] architecture is an attractive solution for HRT because it provides guaranteed
service which can be used to provide deterministic delay bounds for the packets. Unfortunately, IntServ architecture is
known to have scalability problem [5]. Hence Differentiated Services (DiffServ) QoS architecture has been proposed by
IETF as a scalable solution [1]. It is aimed at supporting service differentiation for aggregated traffic. Differentiated
services distinguishes between a small number of forwarding classes and resources are allocated to those forwarding
classes. Diffserv service provider usually has a service level agreement (SLA) with the customer, which, among other
things, describes the aggregate traffic expected from the customer network and QoS expected by the customer network
from the service provider. Consequently, the diffserv network does not provide QoS guarantees at a per-flow level as is
the case in Intserv. Rather, the QoS is provided at an aggregate SLA level traffic. Due to scalability, DiffServ is the
architecture of choice at the backbone of a network. Thus, when applications are run over a Internet Service Provider’s
(ISP) backbone, (e.g., two locations of an enterprise which are geographically apart are connected through an ISP),
additional mechanism has to be put in place to provide per-flow QoS. When such applications have hard deadlines, then
there is an obvious need to provide delay guaranteed service over the diffserv network. A rocket launching system being
remotely operated from a far off command control over a diffserv network is a good example of such an application. The
rocket launching application would require a delay guaranteed service from the diffserv network. The diffserv service
provider can provide delay guaranteed service to aggregate traffic by implementing diffserv service using some fair packet
scheduling algorithm like WFQ [6]. However, for the hard real-time application delay guarantee at the aggregate level
is not good enough. Hence, a mechanism to provide delay guaranteed service at a per flow level in the diffserv network
is needed. A traditional way to achieve this is to admit individual connections based on delay calculation of SLA level
aggregate traffic. But this would translate to overallocation of resources for each connection, which would lead to low



resource utilization.

In this paper, we present a more efficient method to admit individual connections into the differv network only when
their individual deadlines can be met across the diffserv network. We have devised a method for calculating end-to-end
delay of a connection through a diffserv network based on the theory of Latency Rate (LR) server [2]. Our delay
calculation is not based on SLA level aggregate traffic, but it is calculated considering the actual total traffic from the
customer network at the time of delay calculation. Thus, our method achieves better resource utilization. We assume
that the packets from HRT application are marked as one of the forwarding classes for which the diffserv service provider
guarantees a certain bandwidth and worst case delay by having the packets of the forwarding class scheduled by a fair
queuing scheduler like WFQ which belongs to LR class of server. Since most of the contemporary routers now support
WFQ or some variant of it in their scheduling architecture, we think it is a reasonable assumption. We then devise an
efficient call admission control (CAC) algorithm which uses our delay analysis to admit calls so that per flow end-to-end
deadlines are met. Through simulation we show that our approach performs better than the traditional method based
on SLA level aggregate traffic for delay calculation in terms of admission probability thus achieving better resource
utilization.

Real-time communication have been studied for CSMA/CD [7], token ring [8] and ATM networks [9]. Admission
Control algorithms has been studied for ATM network in [10], for ATM based heterogeneous networks in [11, 12]. A
method for providing absolute differentiated service for real time application in network that use static priority scheduling
has been studied in [13].

2. System Model
2.1. Service Level Agreement

We assume that there is a service level agreement (SLA) between the customer and the diffserv service provider. The
SLA consists of the following four parameters (all these parameters are at an aggregate traffic level). The first two
pertains to customer traffic The third one pertains to both customer traffic as well as service provided to the customer
in terms of bandwidth. The last one pertains to the service received by the customer’s traffic in terms of latency of
receiving the guaranteed bandwidth.

oS4 This is the amount of burst that the customer can inject into the diffserv network.

MTUSLA : This is the maximum size of packets that can be sent by the customer network to the diffserv network.

p°LA : This is the amount of bandwidth that is allocated for the customer traffic. The customer is also supposed to
limit the rate of its incoming traffic to this value. This entity will also be denoted as p?/°ce¢d in this document.

§SLA : This is the total latency after which the customer traffic is guaranteed to get minimum of p°%4 bandwidth.

The SLA based aggregate traffic ASE4 injected by customer network into the diffserv network in an interval (7, ] is
bounded by

ASLA(r 1) < oSLA 4 pSLA(4 _ 1) 1)

So the binding with SLA is that as long as the customer traffic conforms to those traffic parameters (054 | pSLA4,

MTUSLA), the service provider should guarantee the service (pSt4 | §5L4).
2.2. Differentiated Services Network

A Diffserv network is a set of nodes, connected by links as shown in Figure 1. Further, these nodes are capable
of providing different forwarding treatments to packets belonging to different traffic class in accordance with diffserv
specification [1]. There are two kinds of nodes in the network. The nodes which are connected to the customer network
are the boundary nodes, which typically do policing and also marking! of packets. Traffic in the diffserv network is
serviced by LR servers (defined later in this paper) at each node. Customer chooses an ingress and egress boundary
node for real time communication.

Between an ingress and egress node, the number of nodes (hence the number of LR servers) a customer’s traffic goes
through is known. We assume that the bandwidth allocated to the customer’s traffic at each node is same and is equal
to the SLA bandwidth (pSF4 or pelocated) aoreed upon between the customer and the service provider. For example,

1 Classifying a packet as one of the diffserv forwarding class is known as marking. The class information is put into the packet header as
Differentiated Service Code Point (DSCP) value.



in Figure 1 connections from node A to node D would go through A, B, C and D. Thus, it would go through four LR
servers.

2.3. Traffic Description of a Connection

Input traffic of a connection is assumed to be token bucket constrained. The token bucket burst parameter of a

connection C; coming from customer with SLA SLA is denoted by a{ fow and the corresponding rate is denoted by
p{ tow " Connection C; also has an associated deadline Deadline{ ‘o " Thus, the input traffic from a flow or connection

C; presented to the diffserv network in an interval (7,t] is given by
Al]"lmu(,r, t) S o_zflmu + p{low(t _ 7_) (2)

3. Delay Analysis

For HRT system end-to-end delay is one of the most important QoS parameter. So in this section we will provide the
delay analysis that is used in our CAC algorithm while admitting connections.

3.1. Latency-Rate Servers

Our delay analysis is based on the concept of Latency-Rate (LR) server. The theory of LR servers provides a means
to describe the worst case behavior of a broad range of scheduling algorithms in a simple and elegant manner[2]. The
theory of the delay calculations is based on the concept of a busy period of a session. The busy period of a session is a
period of time during which the average arrival rate of the session remains at or above its allocated rate. For a scheduling
algorithm to belong to the LR class, it is only required that the average rate of service offered by the scheduler to a busy
session, over every interval starting at time @ from the beginning of the busy period, is at least equal to its allocated rate
[2]. The parameter @ is called the latency of the scheduler. All the schedulers that provide bandwidth guarantees viz.
Weighted Fair Queuing, Virtual Clock, SCFQ, Weighted Round Robin etc. exhibit this property and can therefore be
labeled as LR servers. The behavior of an LR scheduler is determined by two parameters: the latency and the allocated
rate. We have chosen LR servers for our system because it provides deterministic delay bound which is required for
HRT systems. Also, implementation of scheduling algorithms such as WFQ or its variants which belong to LR class of
servers are readily available in networking devices today.

3.2. Definitions and Notations

Most of the definitions and notation we provide here are taken from [2]. In [2] they have given the definitions for
individual flow (or session) i. In our context, the definitions and formulae should be applied to SLA level aggregate
traffic. We denote p; the rate allocated to the flow i. Let A;(7,t) denote the arrivals from session ¢ during the interval
(1,t] and W;(,t) the amount of service received by session i during the same interval. In a system based on the fluid
model, both A;(r,t) and W;(7,t) are continuous functions of ¢t. However, in packet-by-packet model, we assume that
A;(7,t) increases only when last bit of the packet is received by the server. Likewise W;(,t) increases only when the
last bit of the packet in service leaves the server.

Definition 1 A system busy period is a maximal interval of time during which the server is never idle. During a
system busy period the server is always transmitting packets.

Definition 2 A session busy period of flow i is a mazimal interval of time (11 ,72] such that at any time t € (11, 72]
packet of the session i arrive with rate greater than or equal to p;,

Ai(r1,t) > pi(t — 1) 3)

Let us define the general class of LR servers. A server in this class is characterized by two parameters for each session
1 it services: latency 6; and the allocated rate p;. Let us assume that the jth busy period of session i starts at time 7.
We denote W{?j (7,t) as the total service provided by the server S to the traffic of the session that arrived during the jth
busy period until time t.

Definition 3 A server S is said to be LR server if and only if for all time t after time T that the jth busy period started
and until the packets that arrived during this period are serviced,

Wi(r,t) > maz(0, pit — 7 = 67)), (4)



where 05 is the minimum non-negative number that satisfies the above inequality.

3.3. Analysis of a Sequence of LR Servers

As a connection goes through multiple network devices in the diffserv network and each network device schedules this
connection by a LR server, we need to do delay analysis of a connection going through a sequence of LR servers. The
input traffic to the first LR server is token bucket constrained.

It has been proved in [2] that the end-to-end delay of a connection 4 going through sequence of k¥ LR servers is given
by

mswmm+§N? (5)

The above equation gives delay bound for a connection whose input traffic is token bucket constrained. In our context,
the input traffic to the diffserv network is token bucket constrained, but the traffic is the SLA level aggregate traffic
coming from the customer network. So the challenge is to provide delay guarantee for per flow connection. A traditional
way to achieve this is to admit an individual connection based on delay calculation at SLA level aggregate traffic. In
SLA " pSLA and 54 respectively in equation (5) to get the delay
bound of a connection. But that would mean that the delay calculation is done assuming as if customer is presenting
traffic equal to the SLA traffic. Hence, when the real aggregate traffic from customer is less than the SLA traffic, that

this case, o;, p;, and 2?21 95 7 can be replaced by o

would result in overallocation of resources to the individual connections and consequently low resource utilization. A
better approach is to calculate end-to-end delay bound based on actual total per-flow traffic, which would lead to high
resource utilization. In the next section we show how such a delay analysis can be done.

3.4. Delay Analysis of a Connection in a DiffServ Network

In this section, we present the delay analysis for an individual connection or flow C; from customer with Service Level

Jlow and pf'*. Here we calculate

Agreement SLA coming in to the diffserv network with token bucket parameters o}

the maximum delay of the connection if it were to be admitted.

Theorem 4 Let C; be the incoming connection to the diffserv network from customer with SLA SLA, with token bucket
parameters azf v and p{ low " Let ® be the set of existing connections from the same SLA, then the mazimum delay
Doctual of the connection going through a path in diffserv network consisting of k LR servers Sy, Sa, - - Sy, in sequence is
given by

k
peoctual < (o.actual/pallocated) + 20;9] _ ]MTU'SLA/pa.llocated7 (6)

=1

j i
jED

where Uactual — E U)"low + o_flow and pallocated — pSLA.

Proof: Let D¢¢t@e! be the delay experienced by a packet that arrived at time ¢* during the jth busy period at LR
server S; which has a latency of #91. So the packet finished servicing at time t* + D¢°*“2!  Hence, the amount of service
offered to the session until time ¢* + D$°*“al is equal to the amount of traffic that arrived until time ¢*. That is, if ¢ is
the beginning of the jth busy period then

Wi (t,t* + Dieeel) = A4(t, 1) (7)
From the definition of LR server (equation (4)),
Wg; (t,* + Doctualy > jallocated (= | pactual _ ¢ _ gSt) ®)
The arrival rate A;(t,t*) is bounded by
A(t %) < gactual | poctual (4 _ ) )
Hence, from equation (8) and (9) we have

actual +

o pactual (t* _ t) 2 pallocated(t* + Dflzctual —t— 0;51) (10)



that is,
Diz,ctual < (o_actual /pallocated) + 051 _ (t* _ t)(l _ (pactual/pallocated)) (11)
> i

Since pactual < pallocated it follows from equation (11) that

chtual S (O_a,ctua,l/pallocated) + 0151 (12)

It has been proved in [14] that if T is the start of the jth busy period at the first server for session ¢ in a sequence
of LR servers, if p; is the minimum bandwidth allocated to session ¢ along all the LR servers, the service offered to the
packets of the jth busy period after kth LR server is given by

k
W3k(r,t) > maz(0, pi(t — 7 — > 6;")) (13)
j=1

Using equation (13) we can treat the sequence of LR servers as equivalent to a single LR server with latency equal
to the sum of their individual latencies. Hence, it follows from equation (12) that

k
Dactual < (O_actual/pallocated) + § 05.7 (14)
> i

j=1

In [2] a tighter delay bound is obtained by observing that on the last node, latency can be determined based only on
the instant of time just after a packet was serviced from the session. This results in a delay bound which would be less
by MTUSY4/patiocatea from that given in equation (14). Then equation (6) follows from (14). Q.E.D.
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Figure 1: Differentiated Services Network Figure 2: LR server traffic and delay calculation

If we consider a WFQ LR server, then from [2] latency of each one of these serversis MTUS 4/ pyiocatea+MTUSEA [,
where r is the service rate of each server. Hence if there are k such servers then from (6), the delay bound is given by

Dactual < (Uactual/pallocated) + (k‘ _ 1) i MTUSLA/pallocated +k- MTUSLA/T‘ (15)

Figure 2 shows the delay bound calculation by the two approaches. AB in the figure gives the delay bound using our
approach whereas CD is the delay bound using traditional approach. Equation (6) and (15) will be useful for diffserv
service provider to specify #5L4. For example if its diffserv network has WFQ based LR servers then it can advertise
6514 as equal to (k — 1) - MTUSLA patiocated 4 . \fTUSLA [r. 1f it has some other flavor of LR server implementation
then it should calculate #5354 by substituting for latency of that LR server from the table given in [2]. Thus, the
maximum delay of a connections can be generalized to

Dactual S (o_actual/pallocated) + HSLA (16)

4. Call Admission Control (CAC)

In this section we devise a call admission control (CAC) algorithm which will be used to admit connections. When a
new call comes in, our CAC checks to see that by admitting the new call, all the existing calls as well as the new call
can meet their respective delay requirements. The end-to-end maximum delay calculation used in the previous section



is at the heart of our CAC. This CAC algorithm will be executed when a new connection C; from SLA SLA with token

bucket parameters o/'°”, p/'" comes to the system which has existing set of connection ®. The service guarantee

flow

parameters from diffserv service provider are pS4, #5L4, Connection C; has a deadline of Deadline; °".

Procedure 1 CAC _diffserv(c/'*", p,ﬂow, gSTA, pSLA Deadlinezﬂow, )

T

1: /* one time initialization and remember the values for the next invocation*/
2: static aactual — pactual — 0;

3 o.old — o.actual; ohew — o.old + szlow; pnew — pold + P,ﬂow;

4: if pme? > pSA then

5:  goto 17

6: end if

7. Dectvel — maximum delay of a packet (using equation (16)) ;

8: for all j € ® do

9:  /*if any of the existing connection misses its deadline reject this connection */
10:  if poactual > Deadlinejf-low then

11: goto 17

12: end if

13: end for

14: if Doctual < Deadline{low then

15:  admit the connection; g®ctual = gnew.  jactual _ jnew,

16: else

17:  reject the connection; gactual = gold,  jactual — jold

18: end if

This CAC algorithm provides delay guarantees to connections at a per flow level, while it is very simple and efficient.
The running time complexity of this algorithm is O(N), where N is the number of connections in the system. Thus, we
believe it is very appropriate for had real time communication over diffserv network. Note that Procedure 1 can also be
used admit connection for the traditional method except that equation (5) should be used with appropriate substitution
mentioned in Section 3.3 in line number 7 instead of equation (16).

5. Performance Evaluation

In this section we evaluate performance of our CAC algorithm. For this purpose, we have simulated a diffServ network
using ns2 simulation software [15]. We have assumed that customer’s connection goes through three diffserv enabled
network devices each of which provide diffserv service to the customer’s traffic using WFQ scheduling. Each link in the
diffserv network has a capacity of 1.5 Mbps and has a propagation delay of 1ms. Each connection from the customer
network comes with a token bucket constrained traffic whose burst is 160 bytes and rate is 8 kbps and a deadline of
100ms. Connections arrival follows a Poisson distribution. Average number of arrival of connections per unit time is
varied to vary the corresponding link utilization. A connection, once admitted, has a lifetime that is exponentially
distributed. The average connection lifetime is taken as 180 seconds.

The performance metric used is Admission Probability (AP) which is measured at various link utilization. We define
Admission probability as the ratio of total number of connections admitted by the CAC to total number of connections
requested.

Figure 3 shows the admission probability versus link utilization when MTU size is 536 bytes. We have chosen 536
bytes for this experiment since it is the minimum MTU size for the Internet [16]. We have measured the admission
probability using our approach as well as using the traditional SLA level aggregate traffic method. As is expected, as
link utilization increases, admission probability decreases for both the methods. But our method clearly outperforms
the traditional method for any link utilization value.

Figure 4 shows the admission probability versus link utilization for various MTU size when our approach is used.
As MTU size increases admission probability decreases for a given link utilization. This is so because of the fact that
as MTU size increases, packets encounter higher delay at WFQ scheduler. This leads to lesser number of connections
being admitted. This result can be used by diffserv service provider to determine what MTU value should be used in
customer SLA. For example, if the service provider wants admission probability to be close to 0.85 for utilization up to
30%, then the customer’s MTU should be set to 536 bytes or less.
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6. Conclusion and Future Work

HRT systems require per flow level QoS guarantee. Diffserv network only provides QoS at SLA aggregate level. We
have provided a methodology by which per flow level delay guarantee can be provided for HRT applications. Traditional
way of providing delay guarantee is to calculate delay bound based on SLA aggregate level. We have argued that this
method leads to lower resource utilization. A better way is to calculate delay bound based on actual total traffic at the
time. We have proposed an efficient CAC based on this method and have shown that our method is better than the
traditional method in terms of admission probability. Hence our approach results in better resource utilization.

In this research, we have only considered one class of traffic. It can be extended to include more number of classes,
so that when a connection is rejected due to lack of resources of one class of traffic, could possibly be admitted at a
lower class if its deadline can be met. This will result in even better performance. Our work can also be extended to
include an intserv network at the customer network site. Thus providing end-to-end delay guarantee to a connection
going through an intserv-diffserv-intserv can be studied.
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