CS615 Project Report
Verification of Linux kernel code

Group Menbers:
Aj ay Kumar Sarda (06305026)
Pradnya Chavarkar (06305907)

In this project we have analyze the DVA channel request code
fragnent of Linux kernel code using the BLAST tool. W have studied
DMA code and augnented it wth appropriate error |[|ocation, which
enabl es BLAST to perform predicate abstraction to decide the error
reachability in the given code.

Qutline of the report is as follows. W start the discussion
with the description of BLAST tool and why it is appropriate tool for
anal yzing code in our project. The desired behavior of DVA request
is presented next. The properties of the DVA request is identified
and noted in section . The code for DMA request with our appended
coments is presented foll owed by concl usion.

BLAST:

BLAST tool is a nodel checking tool for C prograns. BLAST checks
whet her code satisfies the behavi oral requirenents specified by
properties of the program BLAST inplenments an abstract-nodel check-
refine loop to check for reachability of a specified label in the
program The abstract nodel is built on the fly using predicate
abstraction. This nodel is then checked for reachability. If there is
no (abstract) path to the specified error |abel, BLAST reports that
the systemis safe and produces a succinct proof. If there is error,
BLAST checks the path by executing the program It is driven by
count er - exanpl es.

DVA functi ons:

Tow data structures are defined to store the properties and the
channels. “dma_chan” stores properties of a channel such as |ock and
the device which |ocked it. “dma_cha_busy” is a array of type
“dma_chan” where all the DVA channels are stored. This array is
nodified to reflect the changes made on the run. Two main functions
are request _dnma and free_dma. W have verified both these functions.



request dna:
It takes two argunents, device_ id and the channel requested.

Total nunber of DVMA channels are specified in the program

If the channel requested is greater than the total DMA channel s
then return invalid.

If the channels is already busy then return busy. This is done
by checking the | ock on the channel if the lock is 1 then the channe
is busy else it it free.

If the channel is free then it is set to 1 (busy) and the
correspondi ng device nane is al so set.

free dma:

It takes one argunent which is the channel to be freed. It sets
the lock of that channel to O (free). If the channel requested is
greater that the total DMA channels available then it returns
i nval i d.

Properties:

request _dma:
e If the channel is busy then it should correctly return, it

shoul d not conti nue

e if user provides a wong DVMA channels nunber then the program
should term nate

e Check if the programis assigning a already busy channel.

free dma:
e If the channel is freed then the lock should be set to O
accordi ngly
e If the channel requested is greater than the total DMA channels
avai |l abl e then the program shoul d term nate.

Difficulties faces:

1. Oiginal kernel code sets the |ock value of a DVMA channel using
a exchange function. To this function we pass the DVA channel
poi nter which is to be nodified and the value to which the | ock
is set. In this function we were not able to change the val ue of
| ock through pointer variable.

2. Appropriate changes are nmade to the code naking sure that the
functionality remains the sane.

3. W Had originally planned to verify the code for page
allocation. But it turned out that it had quit a few outer
connections. Al so blast was not able to handle sonme of the code.



