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TIMED
WAIT

SYN
SENT

SYN
RECVD

ESTAB-
LISHED

CLOSE
WAIT

LAST
ACK

FIN
WAIT-1 CLOSING

CLOSED

LISTEN

WAIT-2
FIN

begin

close

active open

close /

timeout /

timeout after 2 segment lifetimes

/ syn

fin-ack / ack
ack /ack /

fin / ack

ack /fin / ack

finclose /

close / fin

ack
syn + ack / ack

fin / ack

finclose /

reset

reset

syn / syn + ack

passive open

/ synsend

syn / syn + ack

anything / reset
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conn: ip1:port1-ip2:port2

proto: tcp/udp

tslp: timestamp of the last packet seen

SASrecd: flag 0/1... SYN/ACK-SYN recd

ACKrecd: flag 0/1... ACK recd

session_info *next: Next session node in linked list

Struct session_info

xconn: ip2:port2-ip1:port1
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Struct mac
IP: IP address of the source/target machine

lenmacptr: length of the list of pointers to the other list

macptr ptr_struct: has pointer to targets for a source

mac *next: Next machine node in correlation list
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Struct macptr

count: A count of scans between these 2 machines

mac *macptr: Indicates machine in the other list

macptr *next: Next node in the list
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*ptr_struct = 

macptr 

count = 3

next

srcIP

next

IP=192.168.211.223

macptr

IP=192.168.211.239

IP=192.168.211.225 IP=192.168.211.241

IP=192.168.211.243

next

next 

lenmacptr = 3

macptr

count = 4

count = 4

lenmacptr = 2

next

macptr

count = 4

next

next

count = 3

macptr 

*ptr_struct = 

next

macptr 

count = 3

next

lenmacptr = 2

macptr

count = 4

next

lenmacptr = 2

*ptr_struct = 

macptr 

next

next

*ptr_struct = 

macptr 

next

count = 4macptr 

count = 4

next

lenmacptr = 1

count = 4

*ptr_struct = 

next

tarIP

-Ç2;Q¿.0>�6 �
@��
P L IB>@>�68A;=?4�25I¿:�A 2;-�4�-JC�IB>b4�K06�I¿:06 Mh4�I�MØ13=B: l - �R=B:�2;:+4�=?/�A56 ��@ 8

���



8�@ A 6R<D68:L7L2 :0Q¯I¿: 4�K06+IB<L4�25I¿: -�<D6��R2GF�687ºI¿: 4�K06 � I¿1313=B:L7LA 2;:06)�C�IB>(4�K06+- �R=B:©4�IÅ/D6 706R4�6�� 4�687 �
�R=BA A�=�>�I¿.04�2 :06 2;:�=+	 � #�	
	�� ) )�	���� �R=BA;A �	4�I9KL=B:L7LA;6M6�5B6R> l <�=)� KB6R4��W4�2;A;A"N���-C@ � K06(2;:L7L2 5�2;7�.L=BA
>@I¿.04�2;:068-p=?>@6M7068- � >@25/D68792;:9-�6�� 4�25I¿: �
@��

� <L4�25I¿: � L  �B �R=B:�4 l <D6 �PI¿.04�2;:06 �R=BA;A5687
& ��� � I¿:L:L6�� 4 F I 	 # ����� '���#��$ �����
& ��� -�4�68=BA;4�K B�� � 	 # ����� '���#��$ ����� 		�
& ��
 -�4�68=BA;4�K -�D � 	 # ����� '���#��$ ����� 	�

& ��� ��13=B- 	 # ����� '���#��$ ����� 	�
& ��� � .LA;A 	 # ����� '���#��$ ����� 	��

� =?/�A56 �
@ .�P � <L4�25I¿:�-Ó<�=B-�-�68794�I � � ��� & �_=B:L7+>@I¿.04�2;:06 �R=BA;A;687

��@ L =BA;A?>�I¿.04�2;:L68-�P )��� '*) )��������� )��� '() � #� �������+� #� � '*) )�������Ã=B:�7�� #� � '() � #� �����³4�IfQBIb4�K0>�I¿.0Q¿K
� ���	����=B:L7 '(#������ÅA 2;-�4�- =B:�7£<L>@2 :H4 - �R=B:º- 6J6R6R<�-(7L2;- � I�5B6R>�687�@ � K068-�6�=?>�6 7068- � >@25/D687£2;:º-�6�� M
4�2;I¿: �
@���@

�
@ L =BA;A $ � ��� ' �� )�$ ��� � ���	������=B:L7'$ � ��� ' �� )
$ ��� '(#��������b4�I3CE>�6R6M4�K06 � ������� =B:L7 '(#������ A;2 -�4�-�@
� u�� sxwr	w �ÇrDz�| �
DÖ:94�KL2;-�-�6�� 4�2;I¿:���=BA5QBIB>@2;4�KL13-ÓCEIB>P706R4�6�� 4�2;:0Q´68=)�@K�4 l <	6�IBC � L  §<DIB>�4�- �R=B:�=?>�6 7068- � >@25/D687�@
� ��� �	� ` � � c�\�eÌe�Z�c�X�����V?c�TWe
� KL2 -�2;-Ì4�K06b- �R=B:+7068- � >@25/D68732;: -�6�� 4�25I¿: ��@ 8�@ .�@ -0IB>Ó68=)�@K+<�=)� KB6R4�-�6R68:´/ l 4�K06 :06R4 6JIB> K´2 :H4�6R>�C =)� 6)��4�K06
CEI¿A;A5I�6b2;:0Q$2;-�70I¿:06)P
.�@ DÔC�4�K06a<�=)� KB6R4 2;- = B�� � =B:�7�:0IB4 M $ L � �W254 2 -P4�K06aF�>ç-�4P<�=)� KB6R4�IBCÌ=7� I¿:L:06�� 4�25I¿: @ B�68=?> �@K]CEIB>
4�K�2;-�<�=)� KB6R4b2;:+4�K06 � I¿:L:06�� 4�25I¿:�A 2;-�4�@
� ' � % � ' � ��� ����)� 	 � %�*)�� � � #���� �
	 	 ) � (' ����� � � #���� �
	�� � � '�� � )�������� )�# � !
� DÔCÇC�I¿.L:�7���>�68-�6R4P=BA;AWF�68A;7L-ÓIBC�� � � #���� �
	�	�)���(' ����@
� DÔC:0IB4pCEI¿.L:L7��
#�$#$ 	#� � � '"� ��)�##�$��� )�#�� 	 #��%��� ' 		��� #
$ ���%&#*�'��,����� '(# � 	 �&!

8�@/$ : l IB4�KL6R>p<�=)� KB6R4��D-�68=?> �çK¯25C�4�K06M>�6�� IB>ç796 O�2 -�4�-p2;:+4�K06 � I¿:L:06�� 4�25I¿:�A 2;-�4�@
� ' � % � ' � ��� ����)� 	 � %�*)�� � � #���� �
	 	 ) � (' ����� � � #���� �
	�� � � '�� � )�������� )�# � !
� DÔCÇC�I¿.L:�792;:+4�K06 A;2 -�4��

� DÔCf4�KL6a<�=)� KB6R4 2 - =,-�D �)IB> � B � �W=B:L7�:0IB4 M B�� � �D=B:�7 $ L � �_=B:L7]4�K06 $ L � �)B����
K�=B-Ã/D6R68:$>�6�� 682J5B687���=B:L7(4�K06p4�K�25>@7 $ L � KL=B-f=BA;-�IM/D6R68:(>�6�� 682J5B687 �H4�KL2;-Ã2 -4�K06pCEI¿.0>�4�K
<�=)� KB6R4 IBCÇ4�KL6 � I¿:L:06�� 4�2;I¿:%Mf4�K06 -�25Q¿:L=?4�.0>@6�IBCÇ4�K�2;-p- �R=B:�@ $ 7L794�K06 -�I¿.0> � 6 =B:L7¯4�K06
4�=?>@QB6R4 D  4�I34�K06 � IB>�>�68A;=?4�25I¿:¯A;2;-�4�-�@ �P681$I�5B6 4�KL2;-�68:O4�> l C�>�I¿1 4�K06 � I¿:L:06�� 4�2;I¿:�A;2;-�4�@

� DÔC 4�K06�<�=)� KB6R4 2;-3=B: �:B � ��=B:�7§=B: $ L � =B:�7 :0IB4 M�-�D �v=B:L7Ï:0IB4 M B�� � �f=B:�7§4�K06
B ��� � $ L � KL=B-�:LIB4J/D6R68:+>�6�� 682 5B687��04�KL2;-Ó2;-Ó4�K06�-�6�� I¿:�7+<�=)� KB6R4bIBC�4�K06 � I¿:L:L6�� 4�25I¿:��
=B:�7 2;4�- =B: �:B � �Ç2 :L7L2 �R=?4�2J5B6 IBCP= �RA5I¿-�687 <DIB>�4�@ � KL2;- 2;- =BA -�I]=B:©2;:�7L2 �R=?4�25I¿:éIBCb=

��



- �R=B:�@ $ 7L7�4�K06�-�I¿.0> � 6�=B:L7�4�=?>�QB6R4 D  §4�I(4�K06 � IB>�>�68A =?4�25I¿:9A;2;-�4�-�@ �P681$I�5B6 4�K06�68:H4�> l
CE>�I¿1U4�KL6 � I¿:L:06�� 4�25I¿:¯A;2;-�4�@

� DÔCf4�KL6$<�=)� KB6R4 2 -�4�K06$-�6�� I¿:L7�<�=)� KB6R4 2;:Å= � L  � I¿:L:06�� 4�25I¿:��_.L<D7�=?4�6a4�KL6$68:H4�> l 2;:
4�KL6�� I¿:L:06�� 4�25I¿:ºA;2;-�4 6P2;4�KÅ4�K063:06�6)4�2;1368-�4�=B1$<é=B:L7é-�6R4M4�K067B ��� � $ L � >@6�� 682J5B687
(	=?Q
@

� DÔC_4�K06 <�=)� KB6R4p2;-J4�K06b4�K�25>@73<�=)� KB6R4p2;:�= � L  � I¿:L:06�� 4�25I¿: ��.L<D7�=?4�6P4�K06�68:O4�> l 2;: 4�K06
� I¿:�:06�� 4�25I¿:¯A 2;-�4E6P254�K+4�K06M:L6�6 4�2;1$68-�4�=B13<¯=B:L7�-�6R4P4�K06 $ L � >@6�� 682J5B687 (�=?Q
@

� DÔC4�K06�<�=)� KB6R4 2;-p4�K06MCEI¿.0>�4�K9<�=)� KB6R4b2;:¯= � L  �� I¿:L:06�� 4�25I¿:���4�KL2;-�2;-p=´:0IB>@13=BA � L  
� I¿:�:06�� 4�25I¿:¯=B:�794�KL2;-Ó68:O4�> l �R=B:�/D6M-�=?CE68A l 7L68A56R4�6879CE>�I¿1U4�K06 � I¿:�:06�� 4�25I¿:�A;2 -�4�@

� DÔC�4�K06]<�=)� KB6R492;- = -�D � IB>+=B:L7�� B � ��4�K�2;-368:O4�> l -�KLI¿.LA;7§/D6�7L68A56R4�687ÏCE>�I¿1�4�K06
� I¿:�:06�� 4�25I¿:¯A 2;-�4�@

� DÔC�:0IB4CEI¿.L:L7��?25C04�K06Ó<�=)� KB6R4�2;-Ç= B ��� =B:�7 $ L � �?2;4�-�4�KL6J-�6�� I¿:�7 <�=)� KB6R4ÃIBC�= � I¿:L:L6�� 4�25I¿:��
=B7�7�254�4�I34�K06 A;2;-�4�@
#�$#$ 	#� � � '"� ��)�##�$��� )�#�� 	 #��%��� ' 		��� #
$ ���%&#*�'��,����� '(# � 	 �&!

� ��� ��� 
ÇXBZLTWg X¿d 
�� � V?c�TWe
� KL2 -�2;-Ì4�K06b- �R=B:+7068- � >@25/D68732;: -�6�� 4�25I¿: ��@ 8�@ 8�@ -0IB>Ó68=)�@K+<�=)� KB6R4�-�6R68:´/ l 4�K06 :06R4 6JIB> K´2 :H4�6R>�C =)� 6)��4�K06
CEI¿A;A5I�6b2;:0Q$2;-�70I¿:06)P
.�@ DÔC�4�K06a<�=)� KB6R4 2;- = B�� � =B:�7�:0IB4 M $ L � �W254 2 -P4�K06aF�>ç-�4P<�=)� KB6R4�IBCÌ=7� I¿:L:06�� 4�25I¿: @ B�68=?> �@K]CEIB>
4�K�2;-�<�=)� KB6R4b2;:+4�K06 � I¿:L:06�� 4�25I¿:�A 2;-�4�@
� ' � % � ' � ��� ����)� 	 � %�*)�� � � #���� �
	 	 ) � (' ����� � � #���� �
	�� � � '�� � )�������� )�# � !
� DÔCÇC�I¿.L:�7���>�68-�6R4P=BA;AWF�68A;7L-ÓIBC�� � � #���� �
	�	�)���(' ����@
� DÔC:0IB4pCEI¿.L:L7��
#�$#$ 	#� � � '"� ��)�##�$��� )�#�� 	 #��%��� ' 		��� #
$ ���%&#*�'��,����� '(# � 	 �&!

8�@ -LIB>b=B: l IB4�KL6R>P<�=)� KB6R4���-�68=?> �çK¯25CÇ4�K06�>�6�� IB>ç7�6 O02;-�4�-p2;:+4�KL6 � I¿:L:06�� 4�25I¿:�A;2;-�4�@
� ' � % � ' � ��� ����)� 	 � %�*)�� � � #���� �
	 	 ) � (' ����� � � #���� �
	�� � � '�� � )�������� )�# � !
� DÔCf:0IB4bC�I¿.�:L7�2 :�4�K06(A;2;-�4��	=B:L7]25C�254b2 -b=%B�� �)=B:L7]=B: $ L � �	=B7L7]254b4�I�4�KL6 � I¿:L:L6�� 4�25I¿:
A 2;-�4�@ A 2;- �R=?>@7+6�5B6R> l 4�KL2 :0Q368A;-�6M=B:�79>�6R4�.0>@: @

� DÔCÇ4�K06M<�=)� KB6R4b2;-�CEI¿.L:L792 :+4�K06 � I¿:L:06�� 4�25I¿:�A;2;-�4��
� DÔCÓ254�2;-�4�K063-�6�� I¿:L7£<�=)� KB6R4a2;:Å4�K06 � I¿:L:06�� 4�2;I¿:£=B:L7�=B:L7 � B � =B:L7 $ L � =B:�7£:0IB4

-�D � �_2;4�2 - =B:�2 :L7L2 �R=?4�25I¿:�IBCÌ=%�RA;I¿-�687Å<DIB>�4b/D682;:LQ�- �R=B:�:0687�@ $ 7L7Å4�KL2;- � I¿:L:L6�� 4�25I¿:
4�I´4�K06 � IB>�>�68A =?4�25I¿:�A;2;-�4�-�=B:L7�7068A56R4�6M2;4�C�>�I¿1 4�K06 � I¿:L:06�� 4�2;I¿:�A;2;-�4�@

� DÔC�2542;-�4�K06Ó-�6�� I¿:L7a<�=)� KB6R4�2 : 4�K06E� I¿:L:06�� 4�2;I¿:��¿.0<W7L=?4�6f4�KL6J>@6�� IB>@7(2;:M4�K06 � I¿:L:L6�� 4�25I¿:
A 2;-�4�@

� DÔCP254(2;-a4�K06+4�KL25>ç7£<�=)� KB6R4´2;:º4�K06%� I¿:L:06�� 4�25I¿:§=B:L7©=B: �:B � �Ç2;4a2;-(2;:�7L2 �R=?4�2J5B6 IBCb=
-�4�68=BA54�K B�� �v- �R=B: M 4�K06¯-�2;Q¿:L=?4�.0>�69IBC�4�KL2 -3- �R=B:�@�$b7�7§4�KL2;- � I¿:�:06�� 4�25I¿: 4�Iº4�K06
� IB>@>�68A;=?4�25I¿:�A 2;-�4�-�=B:L7�7L68A56R4�6 254�CE>�I¿1!4�K06 � I¿:�:06�� 4�25I¿:¯A 2;-�4�@

� DÔC�254J2;-Ì4�K06P4�KL2;>@73<�=)� KB6R4p2;:34�KL6:� I¿:L:L6�� 4�25I¿:+=B:L7 :LIB4J=B: �:B � �O254J2;-J= :0IB>ç13=BA � L  
� I¿:�:06�� 4�25I¿:¯=B:�7�K068: � 6M7068A;6R4�6M4�KL2;-Ó68:O4�> l C�>@I¿1U4�K06 � I¿:L:06�� 4�2;I¿:¯A;2;-�4�@

���



� ��� ��� 
ÇXBZLTWg X¿d � � � V?c�TWe
� KL2 -�2;-Ì4�K06b- �R=B:+7068- � >@25/D68732;: -�6�� 4�25I¿: ��@ 8�@���@ -0IB>Ó68=)�@K+<�=)� KB6R4�-�6R68:´/ l 4�K06 :06R4 6JIB> K´2 :H4�6R>�C =)� 6)��4�K06
CEI¿A;A5I�6b2;:0Q$2;-�70I¿:06)P
.�@ DÔCD4�K06p<�=)� KB6R4J2 -f= B�� � �H-�68=?> �çK´4�K06 � I¿:L:06�� 4�25I¿:�A;2;-�4CEIB>f4�KL2 -Ã>�6�� IB>@7�@4DÔC	I¿:06b2;-�C�I¿.L:�7��H.0<W7L=?4�6
4�KL6M68:H4�> l 6P2;4�K94�K06M:06�6 4�2 1$68-�4�=B1$< @4DÔC:0IB4���=B7L794�K�2;-Ó68:H4�> l 4�I´4�K06 � I¿:L:06�� 4�25I¿:�A;2;-�4�@

8�@ -LIB>b=B: l IB4�KL6R>P<�=)� KB6R4���-�68=?> �çK¯25CÇ4�K06�>�6�� IB>ç7�6 O02;-�4�-p2;:+4�KL6 � I¿:L:06�� 4�25I¿:�A;2;-�4�@
� DÔCb:LIB4aCEI¿.L:L7©2;: 4�K06%� I¿:L:L6�� 4�25I¿: A;2;-�4���=B:L7©25CP254$2;-a4�K069-�6�� I¿:L7Ï-�6�� I¿:L7©<�=)� KB6R4´2;: 4�K06

� I¿:�:06�� 4�25I¿:�� 6b254�K9= B�� � =B:�7�=B:!$ L � ��=B7L7+4�KL2;-�>@6�� IB>@794�I34�K06 � I¿:L:06�� 4�25I¿:�A 2;-�4�@
� DÔC0:0IB4�CEI¿.L:L7 2;:�4�K06 � I¿:�:06�� 4�25I¿:aA;2;-�4���=B:L7M25C�254�2;-�= -�D �§=B:�7 :0IB4 M $ L � �³254�2 -_=B: 2;:�7L2 �R=?4�25I¿:
IBCÃ=1-�D � - �R=B:%MÌ=B7�794�KL2;-�>@6�� IB>@794�I´4�KL6 � IB>�>�68A;=?4�2;I¿:�A;2;-�4�-�=B:�79>�681$I 5B6 4�K06�68:O4�> l CE>�I¿1
� I¿:�:06�� 4�25I¿:¯A 2;-�4�@

� DÔCWCEI¿.L:L7�2;:34�K06�A;2;-�4��O=B:L7�254Ì2 -Ì=2-�D � =B:�7 $ L � ��254�-Ì4�K06�A;=B-�4Ì<�=)� KB6R4�IBC_4�KL6:� I¿:L:L6�� 4�25I¿:��
>@681$I�5B6 4�K06M68:O4�> l CE>�I¿1U4�KL6 � I¿:L:06�� 4�25I¿:¯A;2;-�4�@

� DÔCfCEI¿.L:L7]2;:�4�K06$A;2;-�4��W=B:L7]4�KL2 -b2;- 4�K06$-�6�� I¿:�7Å<�=)� KB6R4�IBCÌ4�K06 � I¿:L:06�� 4�25I¿:��_=B:�7]=B: � B �
=B:�7 $ L � �L2;:L7�2 �R=?4�2J5B6 IBC�= �RA5I¿-�687+<DIB>�4�- �R=B: �L=B7L7+4�KL2;-J>�6�� IB>@7+4�I´4�K06 � IB>�>�68A;=?4�25I¿:9A 2;-�4�-��
=B:�79>�681$I 5B6 4�K06�68:O4�> l C�>@I¿1 � I¿:L:06�� 4�25I¿:�A;2;-�4�@

� ��� ��� � � TWV9XB[¿Z�Z V?c�TWe
� KL2 -�2;-Ì4�K06b- �R=B:+7068- � >@25/D68732;: -�6�� 4�25I¿: ��@ 8�@��
@ -0IB>Ó68=)�@K+<�=)� KB6R4�-�6R68:´/ l 4�K06 :06R4 6JIB> K´2 :H4�6R>�C =)� 6)��4�K06
CEI¿A;A5I�6b2;:0Q$2;-�70I¿:06)P
.�@ DÔCD4�K06p<�=)� KB6R4J2 -f= B�� � �H-�68=?> �çK´4�K06 � I¿:L:06�� 4�25I¿:�A;2;-�4CEIB>f4�KL2 -Ã>�6�� IB>@7�@4DÔC	I¿:06b2;-�C�I¿.L:�7��H.0<W7L=?4�6
4�KL6M68:H4�> l 6P2;4�K94�K06M:06�6 4�2 1$68-�4�=B1$< @4DÔC:0IB4���=B7L794�K�2;-Ó68:H4�> l 4�I´4�K06 � I¿:L:06�� 4�25I¿:�A;2;-�4�@

8�@ -LIB>b=B: l IB4�KL6R>P<�=)� KB6R4���-�68=?> �çK¯25CÇ4�K06�>�6�� IB>ç7�6 O02;-�4�-p2;:+4�KL6 � I¿:L:06�� 4�25I¿:�A;2;-�4�@
� DÔCb:LIB4aCEI¿.L:L7©2;: 4�K06%� I¿:L:L6�� 4�25I¿: A;2;-�4���=B:L7©25CP254$2;-a4�K069-�6�� I¿:L7Ï-�6�� I¿:L7©<�=)� KB6R4´2;: 4�K06

� I¿:�:06�� 4�25I¿:�� 6b254�K9= B�� � =B:�7�=B:!$ L � ��=B7L7+4�KL2;-�>@6�� IB>@794�I34�K06 � I¿:L:06�� 4�25I¿:�A 2;-�4�@
� DÔCÓ:0IB4�C�I¿.�:L7�2;:Å4�K06 � I¿:L:L6�� 4�25I¿:£A;2;-�4��_=B:L7�25CÌ2;4M2;-�=,-�D � ��:0IB4 M $ L � �  CB , =B:L7 "	� G �
2;4M2;-�=B:£2;:L7�2 �R=?4�25I¿:]IBC�=B: � 1´=B-M- �R=B:3Mb=B7�7Å4�KL2;-�>�6�� IB>ç7�4�I�4�K06 � IB>�>@68A;=?4�25I¿:£A;2 -�4�-�=B:L7
>@681$I�5B6 4�K06M68:O4�> l CE>�I¿1 � I¿:�:06�� 4�25I¿:¯A 2;-�4�@

� DÔCWCEI¿.L:L7�2;:34�K06�A;2;-�4��O=B:L7�254Ì2 -Ì=2-�D � =B:�7 $ L � ��254�-Ì4�K06�A;=B-�4Ì<�=)� KB6R4�IBC_4�KL6:� I¿:L:L6�� 4�25I¿:��
>@681$I�5B6 4�K06M68:O4�> l CE>�I¿1U4�KL6 � I¿:L:06�� 4�25I¿:¯A;2;-�4�@

� DÔCfCEI¿.L:L7]2;:�4�K06$A;2;-�4��W=B:L7]4�KL2 -b2;- 4�K06$-�6�� I¿:�7Å<�=)� KB6R4�IBCÌ4�K06 � I¿:L:06�� 4�25I¿:��_=B:�7]=B: � B �
=B:�7 $ L � �L2;:L7�2 �R=?4�2J5B6 IBC�= �RA5I¿-�687+<DIB>�4�- �R=B: �L=B7L7+4�KL2;-J>�6�� IB>@7+4�I´4�K06 � IB>�>�68A;=?4�25I¿:9A 2;-�4�-��
=B:�79>�681$I 5B6 4�K06�68:O4�> l C�>@I¿1 � I¿:L:06�� 4�25I¿:�A;2;-�4�@

� ��� ��� � �fgÎgbV?c�TWe
� KL2 -�2;-Ì4�K06b- �R=B:+7068- � >@25/D68732;: -�6�� 4�25I¿: ��@ 8�@���@ -0IB>Ó68=)�@K+<�=)� KB6R4�-�6R68:´/ l 4�K06 :06R4 6JIB> K´2 :H4�6R>�C =)� 6)��4�K06
CEI¿A;A5I�6b2;:0Q$2;-�70I¿:06)P
.�@ DÔCD4�K06p<�=)� KB6R4J2 -f= B�� � �H-�68=?> �çK´4�K06 � I¿:L:06�� 4�25I¿:�A;2;-�4CEIB>f4�KL2 -Ã>�6�� IB>@7�@4DÔC	I¿:06b2;-�C�I¿.L:�7��H.0<W7L=?4�6
4�KL6M68:H4�> l 6P2;4�K94�K06M:06�6 4�2 1$68-�4�=B1$< @4DÔC:0IB4���=B7L794�K�2;-Ó68:H4�> l 4�I´4�K06 � I¿:L:06�� 4�25I¿:�A;2;-�4�@

���



8�@ -LIB>b=B: l IB4�KL6R>P<�=)� KB6R4���-�68=?> �çK¯25CÇ4�K06�>�6�� IB>ç7�6 O02;-�4�-p2;:+4�KL6 � I¿:L:06�� 4�25I¿:�A;2;-�4�@
� DÔCb:LIB4aCEI¿.L:L7©2;: 4�K06%� I¿:L:L6�� 4�25I¿: A;2;-�4���=B:L7©25CP254$2;-a4�K069-�6�� I¿:L7Ï-�6�� I¿:L7©<�=)� KB6R4´2;: 4�K06

� I¿:�:06�� 4�25I¿:�� 6b254�K9= B�� � =B:�7�=B:!$ L � ��=B7L7+4�KL2;-�>@6�� IB>@794�I34�K06 � I¿:L:06�� 4�25I¿:�A 2;-�4�@
� DÔCf:0IB4 CEI¿.L:L7]2;:¯4�KL6 � I¿:L:L6�� 4�25I¿:�A;2;-�4��	=B:L7Å25C�254�2;- = <�=)� KB6R4 6P254�K ( # (�=?Q¿-�-�6R4��W254�2;- =B:
2 :L7L2 �R=?4�25I¿:ÅIBC�=B: ��13=B- - �R=B: Mb=B7�7�4�KL2;-�>@6�� IB>@7�4�I¯4�KL6�� IB>�>�68A;=?4�2;I¿:£A;2;-�4�-�=B:�7�>�681$I 5B6
4�KL6M68:H4�> l CE>�I¿1 � I¿:L:L6�� 4�25I¿:¯A;2 -�4�@

� DÔCWCEI¿.L:L7�2;:34�K06�A;2;-�4��O=B:L7�254Ì2 -Ì=2-�D � =B:�7 $ L � ��254�-Ì4�K06�A;=B-�4Ì<�=)� KB6R4�IBC_4�KL6:� I¿:L:L6�� 4�25I¿:��
>@681$I�5B6 4�K06M68:O4�> l CE>�I¿1U4�KL6 � I¿:L:06�� 4�25I¿:¯A;2;-�4�@

� DÔCfCEI¿.L:L7]2;:�4�K06$A;2;-�4��W=B:L7]4�KL2 -b2;- 4�K06$-�6�� I¿:�7Å<�=)� KB6R4�IBCÌ4�K06 � I¿:L:06�� 4�25I¿:��_=B:�7]=B: � B �
=B:�7 $ L � �L2;:L7�2 �R=?4�2J5B6 IBC�= �RA5I¿-�687+<DIB>�4�- �R=B: �L=B7L7+4�KL2;-J>�6�� IB>@7+4�I´4�K06 � IB>�>�68A;=?4�25I¿:9A 2;-�4�-��
=B:�79>�681$I 5B6 4�K06�68:O4�> l C�>@I¿1 � I¿:L:06�� 4�25I¿:�A;2;-�4�@

� u�� ��| � �Wwf~@nJrDz�| �
DÖ:±4�KL2;-9-�6�� 4�2;I¿:���4�K06é=BA5QBIB>ç254�KL1«CEIB>�2;:0CE6R>�>@2 :0Qº4�KL6£- 6Ì6R6R< 4 l <D68-�CE>�I¿1 4�K061� IB>@>�68A;=?4�25I¿: A 2;-�4�-���2;-
7068- � >ç25/D687�@

� � �"�  � #  #$�"� �' - � � B�4�=?>�4�2;:0Q$CE>�I¿1!4�K06�F�>ç-�4�:0I�7L6 <DI¿2;:O4�687�4�I3/ l ��� & � � �LA5I�I)K CEIB>p=BA;AW:0I�7068-
6b254�K ����
� #�� 	*' �368N�.L=BAW4�I3I¿:06)@  �>@2 :H4Ó4�KL2;-P-�I¿.0> � 6 D  Ï=B:�79C�I¿A A5I�6 4�KL6 	*' � 	 � '�� % � ' 
 � #���	('��
4�I´QB6R4P4�K06�4�=?>�QB6R4 D  �@

� � �"�  � #  / - ��? �' - � � B�4�=?>@4�2;:0Q¯CE>�I¿1q4�K06´F�>@-�4 :0I�7063<DI¿2;:O4�687£4�I]/ l ��� & � �E�A5I�I)KÅC�IB>(=BA;A
:LI�7068- 6P2;4�K ����
� # � 	*' �ÅQB>�68=?4�6R>34�KL=B: I¿:06)@ -LIB>´=BA;AJ-�. �@K©:0I�7068-�P � >@=�5B6R>@-�694�K0>@I¿.0Q¿K 4�K06825>
	(' � 	�� ' � %��&'´A;2;-�4�-�=B:L79A;2;-�4�I¿.L4�4�K06M4�=?>�QB6R4 D  =B7L70>�68-�-�68-ÓC�IB>b4�KL2;-�-�I¿.0> � 6 D  =B7L70>�68-�-�@

� ,.- ��?� � #  #$�"� �' - � � B�4�=?>@4�2;:0Q¯CE>�I¿1¢4�K06 F�>@-�4a:0I�706´<DI¿2;:O4�687£4�IÅ/ l ��'�� � �E�A5IOI)KéC�IB>(=BA;A
:LI�7068- 6P2;4�K ����
� # � 	*' �ÅQB>�68=?4�6R>34�KL=B: I¿:06)@ -LIB>´=BA;AJ-�. �@K©:0I�7068-�P � >@=�5B6R>@-�694�K0>@I¿.0Q¿K 4�K06825>
	(' � 	�� ' � %��&'´A;2;-�4�-�=B:L79A;2;-�4�I¿.L4�4�K06 -�I¿.0> � 6 D  =B7L70>�68-�-�68-�C�IB>P4�KL2;-Ó4�=?>�QB6R4 D  =B7L70>�68-�-�@

� ,.- ��?� � #  / - ��?��' - � � B�4�=?>�4�2;:0Q C�>�I¿1 4�K06 F�>@-�4b:0I�7L6 <DI¿2;:O4�687�4�I+/ l � � & � �E�DA5I�I)K9C�IB>�=BA;A
:LI�7068- 6P2;4�K ����
� # � 	*' �ÅQB>�68=?4�6R>34�KL=B: I¿:06)@ -LIB>´=BA;AJ-�. �@K©:0I�7068-�P � >@=�5B6R>@-�694�K0>@I¿.0Q¿K 4�K06825>
	(' � 	�� ' � %��&' A;2 -�4�-p=B:L7�A 2;-�4�I¿.04b4�K0I¿-�6 -�I¿.0> � 6 D  =B7�70>�68-�-�68- 6PKL2 �çK�KL=�5B6+����
� # � 	*' �´QB>@68=?4�6R>
4�K�=B:9I¿:06)@

���



, ���������
	 �

� � � 
 � � � 
������ � � � � 
� � 	 ���

��u � � �(w w�� � w��_z@otw � r	np~]y	wr�� �
-L.0>@4�K06R>�4�I�4�K0637068- � >@25<L4�25I¿:Å2;:Å-�6�� 4�2;I¿: ��@ .�@ .��"6J63-�68A56�� 4�687é= � $ � -�6RQ¿1368:H4MI¿:£4�K063KO.L/£=B:L7Å4�K06
6 O0=)� 4a-�6R4�.L< 2;- -�K0I�6b:º2;:�F�Q¿.0>�6 ��@ .�@ � K0>�6R6�13=)�@KL2 :068- =?>�6�.L-�687º=B- -�I¿.L> � 6 13=)�çKL2;:068-a=B:L7é4�K0>�6R6
13=)�çKL2;:068-$=?>�6+4�=?>�QB6R4 13=)�@KL2 :068-�@ ��:L6+1´=)�@KL2;:L6�2;-$2 :é<L>@I¿132;- �R.0I¿.�-a13I�706+=B:L7 �R=?<L4�.L>�68-$=BA;AJ4�K06
:06R4 6ÌIB> K97L=?4�= �$6PKL2 �çK92;-JF�:L=BA A l Q¿2J5B68:¯4�I3I¿.0>P706R4�6�� 4�IB>b<L>�IBQB>@=B1�@

U
B

pro-13

H

pro-15 pro-17

pro-20

pro-19 pro-21 pro-23

Sources

Targets

network
traffic

logs

-25Q¿.0>�6 ��@ .�P � K06�6 O�<	6R>ç2;1$68:O4�=BAW-�6R4�.0< @

� :



��u�� � �Ãn � y � wfw �(y
� K06�CEI¿A;A5I 6P2;:0Q$- �R=B:¯- 6Ì6R6R<�-P=?>�6�<D6R>�CEIB>@1$687�P

� KL6�13=)�çKL2;:06 <L>�I�M+.�� � I¿:L:06�� 4�-a4�I�13=)�çKL2;:06�<L>�I�M+.��¯I¿: <	IB>@4�-�8��]=B:L7 .0.��]=B:L7©2;131$687L2 =?4�68A l
-�68:L7�-p=B: � B � 4�I´4�68=?> 70I�6P:¯4�K06 � I¿:L:L6�� 4�25I¿:��L4�K�.L-�6 O�6��R.04�2;:0Q =3I¿:06 MØK0I¿-�4 Mh4�I�MhI¿:06 MØK0I¿-�4 � L  �� I¿: M
:06�� 4 F Ip- �R=B:�@EB02;132;A;=?>çA l ��1´=)�@KL2;:L6�<L>�I�M+.��3- �R=B:L-�<DIB>�4�-/8 .�� 8�����=B:L7 ��:´IBC<L>�I�M 8 .M=B:L7�<L>�I�M+. �$- �R=B:L-
<L>�I�M 8��$I¿:9<DIB>�4�-/808$=B:L7 � ��@ F � =?/�A56 ��@ .�I @

B�I¿.0> � 6 � =?>�QB6R4 � L   ÇIB>�4�-
<L>�I�M+.�� <L>�I�M+.�� 8���� .0.��
<L>�I�M+.�� <L>�I�M 8 . 8 .�� 8���� ��:
<L>�I�M+. � <L>�I�M 8�� 808�� � �

� =?/�A56 ��@ .�P���:06 Mh4�I�MhI¿:06 - �R=B:
� KL6 13=)�çKL2;:06 <L>�I�M+.���� I¿:�:06�� 4�-a4�I]13=)�çKL2;:06 <L>�I�M+.��¯I¿:é<DIB>�4�- �(� 8�: � 8 .��Ã4�I�<�>�I�M 8 .´I¿:º<DIB>�4�-

808���8���� 8���� �����_=B:L7¯4�I+<L>@I�M 8��3I¿:]<DIB>�4�- ���� � ��� ��: � ����=B:L7]2;131$687�2;=?4�68A l -�68:L7L- =B: �:B � 4�I�4�68=?>
70I 6P:$4�K06 � I¿:�:06�� 4�25I¿:��O4�KO.L-�6 O�6��R.04�2 :0Q =�I¿:06 MØKLI¿-�4 Mh4�I�MØ13=B: l MØK0I¿-�4 � L  � I¿:L:06�� 4 F If- �R=B:�@ B�2 132;A;=?>@A l �
13=)�çKL2;:06$<L>@I�M+.��9- �R=B:L- <	IB>@4�- .0. : � .0.0.�� .0.��9IBCÓ<L>@I�M+.��9=B:L7�<DIB>�4�- .������ .�� ��� .����
� 808�:�IBCJ<�>�I�M 8 .�@
F � =?/�A56 ��@ 8 I @

B�I¿.0> � 6 � =?>�QB6R4 � L   ÇIB>�4�-
<L>�I�M+.�� <L>@I�M+.�� �(� 8�: � 8 .

<L>@I�M 8 . 808�� 8���� 8���� ���
<L>@I�M 8�� ������ ������: � ���

<L>�I�M+.�� <L>@I�M+.�� .0. : � .0.0.�� .0.��
<L>@I�M 8 . .������ .�� ��� .����
� 808�:

� =?/�A56 ��@ 8�P ��:06 Mh4�I�MØ13=B: l - �R=B:
� KL6 13=)�@K�2;:06M<L>@I�M+.���� I¿:L:L6�� 4�-P4�I�13=)�@KL2 :06 <L>@I�M 8 .MI¿:�<	IB>@4�- ��� ��� � .���� � .���@p<�>�I�M+.�� � I¿:L:L6�� 4�-

4�I9<L>�I�M 8 .aI¿:Å<DIB>�4�- ��� ��� � .���: � ����(��=B:L7Å<L>@I�M+. ��� I¿:�:06�� 4�-�4�I9<L>�I�M 8 .(I¿:]<DIB>�4�-%. : �(� 8�: � 8 .�� 8���@
B�I¿.0> � 6 13=)�çKL2;:068-Ì4�K068:�2;131$687�2;=?4�68A l -�68:L7�=B: �:B � 4�I(4�68=?>Ó7LI�6P:�4�K06 � I¿:L:06�� 4�25I¿: �O4�K�.L-J6 O�6��R.L4�2;:0Q
=313=B: l MØK0I¿-�4�- Mh4�I�MhI¿:06 MØKLI¿-�4 � L  � I¿:L:06�� 4 F Ip- �R=B:�@ F � =?/�A56 ��@�� I @

B�I¿.L> � 6 � =?>�QB6R4 � L   ÇIB>�4�-
<L>@I�M+.�� <�>�I�M 8 . ��� ����� .������ .��
<L>@I�M+.�� <�>�I�M 8 . ��� ����� .���: ������
<L>@I�M+. � <�>�I�M 8 . . : �(� 8�: � 8 .�� 8��

� =?/�A56 ��@���P�5]=B: l Mh4�I�MhI¿:06(- �R=B:
� KL6 13=)�çKL2;:068-J<L>@I�M+.�����<�>�I�M+.��a=B:L7�<L>�I�M+. � =BA;A�� I¿:L:06�� 4Ó4�I$13=)�@KL2 :06P<L>@I�M+.�� I¿:�<DIB>�4�- �(��8�: � 8 .��

� ���W4�I�<L>�I�M 8 .aI¿:]<	IB>@4�- ��: � .0.���� .0.���� .������W4�I+<L>�I�M 8�� I¿:�<DIB>�4�- .�� ��� .����
� ���(@ B�I¿.0> � 6a13=)�@KL2 :068-
4�K068:£2 131$687L2;=?4�68A l -�68:L7�=B: �:B � 4�I¯4�68=?> 70I 6P:�4�K06 � I¿:L:L6�� 4�25I¿:���4�K�.L-�6 O�6��R.04�2;:LQ�=�13=B: l MØK0I¿-�4�- M
4�I�MØ13=B: l MØKLI¿-�4�- � L  � I¿:L:06�� 4 F Ip- �R=B:�@ F � =?/�A56 ��@��(I @

��.



B�I¿.0> � 6 � =?>�QB6R4 � L   ÇIB>�4�-
<L>�I�M+.�� <L>�I�M+.�� �(� 8�: � 8 .���� �

<L>�I�M 8 . ��: � .0.���� .0.���� .����
<L>�I�M 8�� .�� ��� .����
� ���

<L>�I�M+.�� <L>�I�M+.�� �(� 8�: � 8 .���� �
<L>�I�M 8 . ��: � .0.���� .0.���� .����
<L>�I�M 8�� .�� ��� .����
� ���

<L>�I�M+. � <L>�I�M+.�� �(� 8�: � 8 .���� �
<L>�I�M 8 . ��: � .0.���� .0.���� .����
<L>�I�M 8�� .�� ��� .����
� ���

� =?/�A56 ��@��
P 5]=B: l Mh4�I�MØ13=B: l - �R=B:
��uÖ� {}w�y��$~ÖrDy
� K06 13=)�@K�2;:06�	 �()#&	��� 6Ó=B-J>@.L:L:�2;:0Q1��& !����$/ !76PK068: 4�K06 - �R=B:L-C6Ì6R>�6 <D6R>�CEIB>@1$687�@ � K06 >�68-�.LA;4�-�CE>�I¿1
4�K06 7L6R4�6�� 4p<L>�IBQB>@=B1 C�IB>b4�K06M- �R=B:L-b=?>�6M-�K0I 6P:9/D68A5I�6 P

� KL6�7L.L1$< F�A56�� IB>@>�68-�<DI¿:L7L2;:LQ�4�I£4�KL6�I¿:06 Mh4�I�MhI¿:06]- �R=B:Ï2;-(<�=B-�-�687§4�I£4�KL6�706R4�6�� 4�IB>�=B:�7§4�K06
IB/�-�6R> 5B687�I¿.L4�<�.04�2;-P>@6�� IB>@70687�@ � K06a<L>�IBQB>@=B1v-�.0��� 68-�-�C .LA;A l 706R4�6�� 4�-�4�K0>@6R6 I¿:06 Mh4�I�MhI¿:L63- �R=B:L-��DCE>�I¿1
<L>�I�M+.�� F .��08�@ .����@ 8 .0.�@ 8���� I(4�I9<L>�I�M+.�� F .��08�@ .����@ 8 .0.�@ 8���� I �fCE>�I¿1�<L>�I�M+.�� F .��08�@ .����@ 8 .0.�@ 8����(I 4�I9<L>�I�M
8 . F .��08�@ .����@ 8 .0.�@ 8���. I �_=B:L7�CE>�I¿1x<L>�I�M+. � F .��08�@ .����@ 8 .0.�@ 8����)Ib4�I(<L>�I�M 8�� F .��08�@ .����@ 8 .0.�@ 8�� �&I F - �R=B:+IBC
4�=?/�A56 ��@ .�I @
� � # � # '(#����&#�	#	�� � � � & � ��	 �()
� � � #� � ��� 
 � $ � ' ��� ' � ��	(' � )��� &�'() & )���
� ��������� )�	������$ )
�#� � � ��
�()�
 )�� 	�#���� � '�� 	 �*)������ �	��$ � �����
�()�
 )�� 	�#���� � '��  ) ' � �*# � �����$ � ���
	
�()�
 )�� #� # � ��� ��$ ��)�#���� '�� )� � � � �
�()�
 )�� �� � ) �%	 ��� ' � ��)�#���� '�� )� � � �

&#&�&#&�&#&#&�&#&�&#&#&�&#&�&#&#&���� '()���� &�&#&#&�&#&�&#&#&�&#&�&#&#&�&#&�&#&#&�&
� )&% ����� � ��� � 
 � ��	 
 � ��� 
 ��
	
 �(#��#� � '�� ��� ��
 � ��	 
 � �	� 
 ��
��
� )&% ����� � ��� � 
 � ��	 
 � ��� 
 ��
�� �(#��#� � '�� ��� ��
 � ��	 
 � �	� 
 �����
� )&% ����� � ��� � 
 � ��	 
 � ��� 
 ��
�� �(#��#� � '�� ��� ��
 � ��	 
 � �	� 
 ���	


&#&�&#&�&#&#&�&#&�&#&#&�&#&�&#&#&���� '()���#� �%&#&#&�&#&�&#&#&�&#&�&#&#&�&#&�&#&#&�&#&

&#&�&#&�&#&#&�&#&�&#&#&�&#&�&#&#&���#� �$'()� ��#&#&#&�&#&�&#&#&�&#&�&#&#&�&#&�&#&#&�&#&

&#&�&#&�&#&#&�&#&�&#&#&�&#&�&#&#&���#� �$'()��(#� ��&#&�&#&�&#&#&�&#&�&#&#&�&#&�&#&#&�&#&�&
� KL6(7�.L1$<]F�A56 � IB>�>�68-�<	I¿:�7L2;:0Q 4�I94�K06$I¿:06 Mh4�I�MØ13=B: l - �R=B:£2;-�<�=B-@-�687Å4�I94�K063706R4�6�� 4�IB>a=B:L7Å4�K06

IB/�-�6R> 5B687¯I¿.04�<�.04P2;-�>@6�� IB>@70687�@ � K06 <L>�IBQB>@=B1�-�. ��� 68-�-�CE.LA A l 706R4�6�� 4�- 4 6ÌI�I¿:06 Mh4�I�MØ13=B: l - �R=B:L-���CE>�I¿1
<L>�I�M+.�� F .��08�@ .����@ 8 .0.�@ 8����&I�4�Ié<L>�I�M+.�� F .��08�@ .����@ 8 .0.�@ 8���� I ��<L>@I�M 8 . F .��08�@ .����@ 8 .0.�@ 8���.�I¯=B:L7 <�>�I�M 8��
F .��08�@ .����@ 8 .0.�@ 8�� �&IM=B:L7�CE>�I¿1 <�>�I�M+.�� F .��08�@ .����@ 8 .0.�@ 8����&IM4�I´<�>�I�M+.�� F .��08�@ .����@ 8 .0.�@ 8����&IM=B:L7�<�>�I�M 8 .
F .��08�@ .����@ 8 .0.�@ 8���. I F - �R=B:�IBC4�=?/�A56 ��@ 8 I @

� 8



B�I¿136�IB4�K06R>P-�4�>@= l - �R=B:L-�=?>�6M=BA;-�I$<�2 � KB6879.0<�2 :�=B7�7L254�25I¿:�4�I$4�K06�I¿:068-E6J6�<D6R>�CEIB>@1$687�@ B�I¿1$6�IBC
4�K068-�6 =?>�6 7L.06�4�I3>@6�5B6R>@-�61� � ��( �_A5I�I)K�.0<�-�@
� � # � # '(#����&#�	#	�� � � � & � ��	 �()
� � � #� � ��� 
 � $ � ' ��� ' � ��	(' � )��� &�'() &�� #� �
� ��������� )�	������$ )
�#� � � ��
�()�
 )�� 	�#���� � '�� 	 �*)������ �	��$ � �����
�()�
 )�� 	�#���� � '��  ) ' � �*# � �����$ � ��		�
�()�
 )�� #� # � ��� ��$ ��)�#���� '�� )� � � ��

�()�
 )�� �� � ) �%	 ��� ' � ��)�#���� '�� )� � � �

&#&�&#&�&#&#&�&#&�&#&#&�&#&�&#&#&���� '()���� &�&#&#&�&#&�&#&#&�&#&�&#&#&�&#&�&#&#&�&

&#&�&#&�&#&#&�&#&�&#&#&�&#&�&#&#&���� '()���#� �%&#&#&�&#&�&#&#&�&#&�&#&#&�&#&�&#&#&�&#&
� )&% ����� � ��� � 
 � ��	 
 � ��� 
 ��
	

�*#��#� � '�� �

���	��
 � ��	�
 � �	� 
 ��
�� ���	��
 � ��	�
 � �	� 
 ����� ���	��
 � ��	�
 � �	� 
 ���	

� )&% ����� � ��� � 
 � ��	 
 � ��� 
 ��
��
�*#��#� � '�� �

���	��
 � ��	�
 � �	� 
 ��
�� ���	��
 � ��	�
 � �	� 
 �����

&#&�&#&�&#&#&�&#&�&#&#&�&#&�&#&#&���#� �$'()� ��#&#&#&�&#&�&#&#&�&#&�&#&#&�&#&�&#&#&�&#&
�(#�� � � '�� ��� � 
 � ��	 
 � ��� 
 ��
��
� )�% ������� �

���	��
 � ��	�
 � �	� 
 ��
�
 ���	��
 � ��	�
 � �	� 
 ��
��
�(#�� � � '�� ��� � 
 � ��	 
 � ��� 
 � � �
� )�% ������� �

���	��
 � ��	�
 � �	� 
 ��
�
 ���	��
 � ��	�
 � �	� 
 ��
��

&#&�&#&�&#&#&�&#&�&#&#&�&#&�&#&#&���#� �$'()��(#� ��&#&�&#&�&#&#&�&#&�&#&#&�&#&�&#&#&�&#&�&
� )&% ����� � ��� � 
 � ��	 
 � ��� 
 ��
	

�*#��#� � '�� �

���	��
 � ��	�
 � �	� 
 ��
�� ���	��
 � ��	�
 � �	� 
 �����
� )&% ����� � ��� � 
 � ��	 
 � ��� 
 ��
��
�*#��#� � '�� �

���	��
 � ��	�
 � �	� 
 ��
�� ���	��
 � ��	�
 � �	� 
 �����

� KL6(7�.L1$<]F�A56 � IB>�>�68-�<	I¿:�7L2;:0Q 4�I94�K06313=B: l Mh4�I�MhI¿:06 - �R=B:£2;-�<�=B-@-�687Å4�I94�K063706R4�6�� 4�IB>a=B:L7Å4�K06
IB/�-�6R> 5B687¯I¿.04�<�.04b2;-P>�6�� IB>@70687 @ � K06M<L>@IBQB>@=B1 -@. ��� 68-�-�C .LA;A l 706R4�6�� 4�- I¿:06a13=B: l Mh4�I�MhI¿:06$- �R=B:L-���CE>�I¿1
<L>�I�M+.�� F .��08�@ .����@ 8 .0.�@ 8���� I ��<L>�I�M+.�� F .��08�@ .����@ 8 .0.�@ 8���� I ��=B:L7§<�>�I�M+. � F .��08�@ .����@ 8 .0.�@ 8�� �)I�4�I£4�=?>@QB6R4
<L>�I�M 8 . F .��08�@ .����@ 8 .0.�@ 8���. I F - �R=B:¯IBCÇ4�=?/�A56 ��@�� I @

� � # � # '(#����&#�	#	�� � � � & � ��	 �()
� � � #� � ��� 
 � $ � ' ��� ' � ��	(' � � #� �%& '()#& )���
� ��������� )�	������$ )
�#� � � ��
�()�
 )�� 	�#���� � '�� 	 �*)������ �	��$ � 
��
�
�()�
 )�� 	�#���� � '��  ) ' � �*# � �����$ � ��	�	
�()�
 )�� #� # � ��� ��$ ��)�#���� '�� )� � � ���
�()�
 )�� �� � ) �%	 ��� ' � ��)�#���� '�� )� � � �

� �



&#&�&#&�&#&#&�&#&�&#&#&�&#&�&#&#&���� '()���� &�&#&#&�&#&�&#&#&�&#&�&#&#&�&#&�&#&#&�&

&#&�&#&�&#&#&�&#&�&#&#&�&#&�&#&#&���� '()���#� �%&#&#&�&#&�&#&#&�&#&�&#&#&�&#&�&#&#&�&#&

&#&�&#&�&#&#&�&#&�&#&#&�&#&�&#&#&���#� �$'()� ��#&#&#&�&#&�&#&#&�&#&�&#&#&�&#&�&#&#&�&#&
�(#�� � � '�� ��� � 
 � ��	 
 � ��� 
 � � �
� )�% ������� �

���	��
 � ��	�
 � �	� 
 ��
�
 ���	��
 � ��	�
 � �	� 
 ��
�� ���	��
 � ��	�
 � �	� 
 ��
��

&#&�&#&�&#&#&�&#&�&#&#&�&#&�&#&#&���#� �$'()��(#� ��&#&�&#&�&#&#&�&#&�&#&#&�&#&�&#&#&�&#&�&
� KL6 7L.�1$<´F	A56:� IB>@>�68-�<DI¿:L7L2;:LQ 4�I(4�K06�13=B: l Mh4�I�MØ13=B: l - �R=B:92;-J<�=B-�-�687 4�I(4�K06�706R4�6�� 4�IB> =B:L7�4�K06

IB/�-�6R> 5B687 I¿.L4�<�.04Ó2;-f>@6�� IB>@70687�@ � K06 <L>�IBQB>ç=B1x-@. ��� 68-�-�C .LA;A l 706R4�6�� 4�-�I¿:L6 13=B: l Mh4�I�MØ13=B: l - �R=B:���CE>�I¿1
<L>�I�M+.�� F .��08�@ .����@ 8 .0.�@ 8���� I �J<L>�I�M+.�� F .��08�@ .����@ 8 .0.�@ 8���� I �J=B:L7£<L>�I�M+. � F .��08�@ .����@ 8 .0.�@ 8����&I(4�I¯4�=?>@QB6R4�-
<L>�I�M+.�� F .��08�@ .����@ 8 .0.�@ 8����(I �$<L>�I�M 8 . F .��08�@ .����@ 8 .0.�@ 8���.�I �$=B:L7�<L>@I�M 8�� F .��08�@ .����@ 8 .0.�@ 8�� �&I F - �R=B:±IBC
4�=?/�A56 ��@��(I @

� KL68-�6P- �R=B:L-f=BA;-�I -�KLI�6 .L<32;:$4�K06pI¿:L6 Mh4�I�MØ13=B: l =B:�7$4�K06P13=B: l Mh4�I�MhI¿:06 A 2;-�4�2;:0Q¿-��¿=B-�2;-Ã6 O�<D6�� 4�687�@
� � # � # '(#����&#�	#	�� � � � & � ��	 �()
� � � #� � ��� 
 � $ � ' ��� ' � ��	(' � � #� �%& '()#& � #� �
� ��������� )�	������$ )
�#� � � ��
�()�
 )�� 	�#���� � '�� 	 �*)������ �	��$ � ��	��
�()�
 )�� 	�#���� � '��  ) ' � �*# � �����$ � �	� �
�()�
 )�� #� # � ��� ��$ ��)�#���� '�� )� � � �	�
�()�
 )�� �� � ) �%	 ��� ' � ��)�#���� '�� )� � � �

&#&�&#&�&#&#&�&#&�&#&#&�&#&�&#&#&���� '()���� &�&#&#&�&#&�&#&#&�&#&�&#&#&�&#&�&#&#&�&

&#&�&#&�&#&#&�&#&�&#&#&�&#&�&#&#&���� '()���#� �%&#&#&�&#&�&#&#&�&#&�&#&#&�&#&�&#&#&�&#&
� )&% ����� � ��� � 
 � ��	 
 � ��� 
 ��
	

�*#��#� � '�� �

���	��
 � ��	�
 � �	� 
 ��
�� ���	��
 � ��	�
 � �	� 
 ����� ���	��
 � ��	�
 � �	� 
 ���	

� )&% ����� � ��� � 
 � ��	 
 � ��� 
 ��
��
�*#��#� � '�� �

���	��
 � ��	�
 � �	� 
 ��
�� ���	��
 � ��	�
 � �	� 
 ����� ���	��
 � ��	�
 � �	� 
 ���	

� )&% ����� � ��� � 
 � ��	 
 � ��� 
 ��
��
�*#��#� � '�� �

���	��
 � ��	�
 � �	� 
 ��
�� ���	��
 � ��	�
 � �	� 
 ����� ���	��
 � ��	�
 � �	� 
 ���	


&#&�&#&�&#&#&�&#&�&#&#&�&#&�&#&#&���#� �$'()� ��#&#&#&�&#&�&#&#&�&#&�&#&#&�&#&�&#&#&�&#&
�(#�� � � '�� ��� � 
 � ��	 
 � ��� 
 ��
��
� )�% ������� �

���	��
 � ��	�
 � �	� 
 ��
�
 ���	��
 � ��	�
 � �	� 
 ��
�� ���	��
 � ��	�
 � �	� 
 ��
��
�(#�� � � '�� ��� � 
 � ��	 
 � ��� 
 � � �
� )�% ������� �

���	��
 � ��	�
 � �	� 
 ��
�
 ���	��
 � ��	�
 � �	� 
 ��
�� ���	��
 � ��	�
 � �	� 
 ��
��
�(#�� � � '�� ��� � 
 � ��	 
 � ��� 
 � � 


���



� )�% ������� �
���	��
 � ��	�
 � �	� 
 ��
�
 ���	��
 � ��	�
 � �	� 
 ��
�� ���	��
 � ��	�
 � �	� 
 ��
��

&#&�&#&�&#&#&�&#&�&#&#&�&#&�&#&#&���#� �$'()��(#� ��&#&�&#&�&#&#&�&#&�&#&#&�&#&�&#&#&�&#&�&
� )&% ����� � ��� � 
 � ��	 
 � ��� 
 ��
	

�*#��#� � '�� �

���	��
 � ��	�
 � �	� 
 ��
�� ���	��
 � ��	�
 � �	� 
 ����� ���	��
 � ��	�
 � �	� 
 ���	

� )&% ����� � ��� � 
 � ��	 
 � ��� 
 ��
��
�*#��#� � '�� �

���	��
 � ��	�
 � �	� 
 ��
�� ���	��
 � ��	�
 � �	� 
 ����� ���	��
 � ��	�
 � �	� 
 ���	

� )&% ����� � ��� � 
 � ��	 
 � ��� 
 ��
��
�*#��#� � '�� �

���	��
 � ��	�
 � �	� 
 ��
�� ���	��
 � ��	�
 � �	� 
 ����� ���	��
 � ��	�
 � �	� 
 ���	


��u�� � r �(w �)y �Ãn � y
DÖ:�=´-�2 132;A;=?>E6Ó= l �D7L.L1$<�-ÓIBCÃ:06R4 6ÌIB> K94�>@= " � 6J6R>�6 � I¿A A56�� 4�687¯CEIB>p4�K06 IB4�K06R>PCEI¿.0> � L  Ï- �R=B:�4 l <D68-��
-�4�68=BA54�K B�� � �Ó-�4�68=BA54�K -"D � � ��13=B-+=B:L7 � .LA;AP- �R=B:�@ � K06 l 6J6R>�6Å<�=B-�-�687 4�K0>@I¿.0Q¿KÏ4�KL6Å7L6R4�6�� 4�IB>
<L>�IBQB>ç=B1%��2;:L7L2 �R=?4�2 :0Qº4�KL6£4 l <D6�IBC(- �R=B:±4�I /D6£706R4�6�� 4�687�@ � K06Å>�68-�.LA;4%6J=B-94�K�=?4¯=BA;A�4�K06é- �R=B:L-
<D6R>�CEIB>@1$687�/ l .L-E6J6R>�6M706R4�6�� 4�687�@ � K06�>�68-�.LA54�-Ó=?>�6 5B6R> l -�2 132;A;=?>J2;:�4�I$4�K06�I¿:068-p2;:+-�6�� 4�2;I¿: ��@��$=B:L7
=?>�6 =�5BI¿2;70687�K06R>�6M2;:+4�K06M2 :H4�6R>�68-�4pIBC�/�>�6�5�2;4 l @
��u�� ��| � ��~ �(yDz�| �
-2J5B6 � L  )<DIB>�4�- �R=B:L-�6Ì6R>@6�<D6R>�C�IB>ç1$687§/ l 4�KL>�6R6¯-�I¿.0> � 6¯13=)�@K�2;:068-��ÓI¿:§4�K0>@6R6¯4�=?>�QB6R4�13=)�@KL2 :068-��
6P254�K+I¿:L6 13=)�@K�2;:06�<�=B-�-@2J5B68A l � I¿A A56�� 4�2;:0Q3=BA;AD4�KL6 :06R4 6JIB> K+4�>@= " ��@ � K068-�6M7L.�1$<�-E6J6R>�6�4�K068:9<�=B-@-�687
4�IÅ4�K06+706R4�6�� 4�IB>3<L>�IBQB>ç=B1%@)$ A;AÌ4�K069- �R=B:L-a<D6R>�CEIB>@1$687é=B:�7 �R=?<�4�.0>�687©2;:£4�KL6+:L6R4 6JIB> Kº7L=?4�= 6J6R>�6
706R4�6�� 4�687�@ � K06(- �R=B:�- 6J6R6R<�- 6J6R>�6$=BA;-�I9-�IB>�4�687ÅI¿.04�2;:O4�I+I¿:06 Mh4�I�MhI¿:06)��I¿:06 Mh4�I�MØ13=B: l ��13=B: l Mh4�I�MhI¿:L6)�
=B:L7�1´=B: l Mh4�I�MØ13=B: l K0I¿-�4P- �R=B:L-�@EB02;132;A;=?>J>�68-�.�A54�- 6J6R>�6MIB/�-�6R> 5B687�6PK068:�4�K06 2;:0<�.04Ó4�I´4�K06 7L6R4�6�� 4�IB>
6Ó=B-PA;2J5B6�:06R4 6ÌIB> K94�>@= " ��@

� �



, ���������
	 �

� ��� � 	 � � � � � � � � � � ��� � ��
 � � �

$ :�2;:O4�>@.L7L6R>P<�A;=B:�:L2;:0Q3=B:]=?4�4�=)� K]I¿:�=�- l -�4�681�4 l <�2 �R=BA;A l - �R=B:L-�=BA;A_<DIB>�4�-bIBC�4�K06a- l -�4�681 4�I �@KL6�� K
IB<D68:´<DIB>�4�-��O=B:L7�-�6R> 5�2 � 68-Ì>@.L:L:L2 :0Q�I¿:´4�K0681�@ ,P6�13= l 4�KL68:´<L>@I�� 6R687 4�Ia.�-�6 K�:0I�6b:�5�.LA;:06R>ç=?/�2;A;254�2;68-
IBCD4�K06P-�6R> 5�2 � 68-�4�I Q¿=B2;:3.�:L=B.04�K0IB>@2 3R687$=)��� 68-�-f4�I 4�K06P- l -�4�681%@ ,b68: � 6)��=M<	IB>@4�- �R=B:´2;-Ã=M<L>�6 M �R.0>@-�IB>�4�I
=B:(=?4�4�=)� KaI¿:a4�K06�- l -�4�681%@ $ <	IB>@4�- �R=B:(706R4�6�� 4�IB>�2;-Ç4�K06R>�6RCEIB>�6Ó=b<�>@2;13=?> l =B:O4�2 MØ2;:O4�>@.L-�2;I¿:M4�I�I¿A @"DÖ: I¿.0>
=)�R=B7068132 �3-�6R4�.0< �Ç13=B: l 1´=)�@KL2;:L68-MKL=�5B6�2;7068:O4�2 �R=BA+� I¿:�F�Q¿.0>@=?4�25I¿:L-���=B:L7£KL68: � 6´- �R=B:L:�2;:0Q91 .�A54�25<�A56
<DIB>�4�-�=)� >�I¿-�- 7L2��D6R>�68:H4�13=)�çKL2;:068- 6P2 A;A�68-@-�68:H4�2 =BA;A l <L>@I�5�2;706(4�K0632;:O4�>@.L706R>:6P254�K]4�K063-@=B1$6 & #�/ ! � � ���7L=?4�=�=B- 6JI¿.LA;7(- �R=B:L:L2 :0Qb=�-�2;:LQ¿A56JKLI¿-�4�@ � K068-�6Ó4 l <D6ÌIBC ������������������� � !�#�� �%� & '�(0�=?>�6p7�2#" �R.LA54�4�IM706R4�6�� 4
.L-�2 :0Q(4�K06 �R.0>�>�68:O4�A l =�5?=B2;A;=?/�A;6 D A B�4�I�I¿A;-�@

,b68: � 6 6J6¯-�6R6�4�KL=?4´254 2;- 5B6R> l 2;1$<DIB>�4�=B:O4$4�Iº7L6R4�6�� 4 7L2;-�4�>@25/�.04�687 <DIB>�4�- �R=B:�-��Ó/ l I¿:06¯-�I¿.0> � 6
K0I¿-�4 I¿:]= 1a.LA54�254�.�706MIBC�4�=?>�QB6R4�K0I¿-�4�-��W=B:L7�=BA -�I´CE>�I¿1�= :�.L1 /	6R> IBCf-�I¿.L> � 6 K0I¿-�4�-b4�I+=�:O.L1 /D6R>bIBC
4�=?>�QB6R4fKLI¿-�4�-�@ -2J5B6p4 l <D68-ÃIBC � L  £- �R=B:�-�=?>�6 � I¿:L-�2 706R>�687�P � L  � I¿:L:L6�� 4 F I- �R=B:���-�4�68=BA54�K B�� � - �R=B:��
-�4�68=BA54�K -"D � - �R=B:�� ��13=B-p- �R=B:���=B:L7 � .LA;AW- �R=B:�@
� I]-�I¿A 5B6 4�KL2 - <L>@IB/�A5681%��6Ì6+=B:L=BA l 3R6+:06R4 6JIB> Kº7�=?4�= ��2;:L-�4�68=B7ºIBC � I¿A;A56�� 4�2 :0Q�7L=?4�=]CE>�I¿1¢K0I¿-�4(A5IBQ¿-�@
� K063F05B6´4 l <D68- IBC � L  - �R=B:L- 4�I�/D6´706R4�6�� 4�687 6Ì6R>@6 =B:L=BA l 3R687 =B:L7£4�K0682;> -�25Q¿:�=?4�.0>�68- 6J6R>�6 -�4�.L7 M
25687�@ $ � L  � I¿:L:06�� 4 F I�- �R=B:L:06R> 6Ó=B-M=BA;-�I+7L6�5B68A5IB<D687�@ � K0>�6R6$13=)�@K�2;:068-�I¿:�4�K06 � $ � 6Ì6R>@6$4�K068:
7068-�2;Q¿:L=?4�687£K0I¿-�4�- C�IB> <D6R>�C�IB>ç132;:0Q�4�K06´- �R=B:�-���=BA;-�I �R=BA;A5687 �#$�"� ' � / - '�<"� �"�( @ � K0>@6R6313=)�@KL2 :068-��
� - �!>0�(� / - '!<�� ����)�
6J6R>�6�4�K06 1´=)�@KL2;:L68-Ó/	682 :0Q$- �R=B:L:0687�@ ��:06M13=)�@K�2;:06 6J=B-P<�=B-�-�2 5B68A l -�:�2#" :0Q(=BA;A
4�K06 7�=?4�=$I¿:94�KL2;-Ó/�>�I¿=B7 �R=B-�4 � $ � -�6RQ¿1368:H4�@

 =)� KB6R4�-C6J6R>�6 �R=?<L4�.0>@687$=B:L7(QB>�I¿.0<D687$2;:O4�I � I¿:L:06�� 4�25I¿:�-�@ -LIB>f68=)�@K´IBC�4�KL6ÓF05B6p- �R=B:$4 l <D68-/D682;:0Q
706R4�6�� 4�687��	4�K06a-�68NO.L68: � 6 IBC<�=)� KB6R4�-�2;:�=�� I¿:�:06�� 4�25I¿:�6Ó=B- =B:L=BA l 3R687���=B:L7¯4�K06 - �R=B:]=?4�4�681$<L4�- 6J6R>�6
2;7068:O4�2GF�687 @ � KL68-�6 6Ì6R>@6$4�K068:£-�6R<�=?>ç=?4�687�I¿.04 =B:L7Å68:O4�6R>�687º2;:H4�I94�KL6 ��� & � �±=B:�7���'�� � � � IB>�>�68A =?4�25I¿:
A;2;-�4�-���6PKL2 �çK 6J6R>�6$4�K068:Å.L-�687]4�I�706R4�6�� 4�4�KL6(- �R=B:£- 6J6R6R<�4 l <	6)�WI¿:L6aIBC P I¿:06 Mh4�I�MhI¿:06)��I¿:L6 Mh4�I�MØ13=B: l �
13=B: l Mh4�I�MhI¿:L6)�	=B:L791´=B: l Mh4�I�MØ13=B: l @
B�A5I 6±- �R=B:L-�=B:L797L2 -�4�>@25/�.L4�687´13=B: l Mh4�I�MhI¿:L6M=B:L7913=B: l Mh4�I�MØ13=B: l K0I¿-�4�-�- �R=B:L-E6bKL2 �@K�QBI3.L:�706R4�6�� 4�687
/ l B�:LIB>�4 6 -�<DIB>�4�- �R=B:9<�>�6R<L>�I � 68-�-�IB>P=B:�7+<	IB>@4�-�68:H4�> l �0�R=B:�/D6�706R4�6�� 4�687�/ l I¿.0>p<DIB>�4�- �R=B:¯706R4�6�� 4�IB>�@

� KL6$<L>�IB4�IB4 l <D6 706R4�6�� 4�IB> �R.0>�>@68:H4�A l 706R4�6�� 4�- I¿:LA l F05B634 l <D68-MIBC � L  - �R=B:L-�@ " A  Á- �R=B:L- =?>�6
:0IB4 � I¿:L-�2;7L6R>�687�@!$ A;-�I D L 5) Á<L>�IB/D68- =?>@6�25Q¿:LIB>�687�@ � KL6 � I¿: � 6R<L4aIBC �R=?<L4�.L>@2;:0Q¯=BA A�4�K06+:06R4 6JIB> K
7L=?4�=36JIB> K�-$CE=B2;>@A l 6J68A;AC6P254�K©/L>@I¿=B7 �R=B-�4$68:(5�25>@I¿:L1$68:O4�- � >�68=?4�687§/ l 4�K06�.�-�6+IBC K�.0/�-�@ B�6P254 �çK0687
68:(5�25>@I¿:L1$68:O4�- K�=�5B63I¿:LA l I¿:06 6J= l IBCJA;2;-�4�68:�2;:0Q34�I�=BA;AÇ4�K06(<DIB>�4�- IBCÌ=+13=)�çKL2;:06 M � I¿:�F�Q¿.L>@2;:0Q�I¿:06
� I¿:O4�>�I¿AD<DIB>�4ÌI¿:�4�K06�- 6P2;4 �@K�4�I$1325>�>�IB>J4�K06 4�>@= " � I¿:�IB4�K06R>�<DIB>�4�-;M�6bKL2 �@K 6JI¿.LA;7 >�68-�.LA54Ó2;:�= A;IB4JIBC
2;: � >@68=B-�68794�>@= " ��@

� 



� K06´CE.04�.L>�6$IBCEDÔ:O4�>@.L-�2;I¿: A 6R4�6�� 4�25I¿: B l -�4�6813- A;2;68-�2;:£7L=?4�= � IB>�>�68A;=?4�25I¿: @ �b6�6 D A B�- 6b2;A;AÇ<L>�I�7L. � 6
>�68-�.�A54�-�/ l 6 O�=B1´2;:L2;:0Q 2;:0<�.04ÃCE>�I¿1x-�6�5B6R>@=BA	7L2��D6R>�68:O4Ì-�I¿.0> � 68-�@ � K06 6Ó= l 4�Ia-�I¿A 5B6b4�KL2 - �@K�=BA;A568:0QB6 A;2568-
2;: 7L=?4�= 1´2;:L2;:0Q�/D682;:LQM<D6R>�C�IB>ç1$687$I¿:�7L2��D6R>�68:H4J7L=?4�=a-�6R4�-�@ � K06:� I¿: � 6R<L4JIBC_= 1´=B:L=?QB681$68:O4E� I¿:�-�I¿A56
70687L2 �R=?4�687�4�I´4�KL6M4�=B- K9IBC4� IB>�>�68A;=?4�2 :0Q´=?/�:0IB>ç13=BAW6�5B68:O4 :0IB4�25F$�R=?4�25I¿:L-��06P254�K9>�68A;6�5�=B: � 6 1$68=B-�.0>�68-b2;-
=B:�681$6R>�Q¿2;:LQ I¿:06)@ ��:L6 �R=B:�<�2 � 4�.0>ç243R6P13=B: l 7L2;-�4�>@25/�.04�687368A5681$68:O4�-Ì<D6R>�CEIB>@132 :0QM-�<D6��R2GF$� ÖIB/�-��O68=)�çK
<�=B-�-@2;:0Q(4�K06M>�68-@.LA54�-ÓI¿:O4�I´=3KL25Q¿KL6R>pA56�5B68AWCEIB> � IB>�>�68A;=?4�2;I¿:�=B:L7�=B:L=BA l -�2 -�@

DÔ4J2 -f6 O�<D6�� 4�687 4�K�=?4J4�KL6bC .04�.0>�6 D A B�-;6P2;A AL1$6R>�QB6�=BA;A�IBC_4�K06�2;:L706R<D68:L7068:O4f:06R4 6ÌIB> K � I¿1$<DI¿:068:O4�-
=B:L7é4�IOI¿A;- 6PKL2 �çK�6 O02;-�4M4�I�7L= l �Ã2;:O4�I¯= � I¿1$<�A56R4�6´=B:�71� I�IB<	6R>ç=?4�2J5B6 - l -�4�681%�70687L2 �R=?4�687£4�I KB6R6R<�2;:0Q
:06R4 6ÌIB> K�-�-�4�=?/�A56)@ � K06R>@6 6b2;A;Ap/D6Å13=B: l 7L2 -�4�>@25/�.L4�687 68A5681$68:O4�-+<D6R>�CEIB>@132;:0Q -�<D6��R2GF$�1ÖIB/�-��P68=)�çK
<�=B-�-@2;:0Q�4�K06(>�68-�.LA54�-bI¿:O4�I�=�K�25Q¿K06R>�A56�5B68AÇC�IB> � IB>@>�68A;=?4�25I¿:�=B:L7Å=B:L=BA l -�2 -�@ $b-�=BAJ6Ó= l -��_4�KL6(.�A54�2;13=?4�6
=B.04�K0IB>ç254 l 6P2;A;A	/D6�I¿.0>pI 6P:2�.L70Q¿1$68:O4�@

���



� ��� �����	��
��� ���

�����������������! �"$#&%('*)+�,��"�-/.�#102 3-54��,�768���,9:#�;*'<��=>��.�?�=@)� +=>AB��CD=FE5GH;JI&#LK5M5=ONP=RQS=>AT�,#�)VU�)� �W��,#YX�GH;JZT�,�[)�G:4
\ -/GH;<#]-��^;*G�?D#]-P-/'_=�`$.:'<acb!�����P=edSf_fRgBh@i/i:j7k:l mnfporq7s�tSovu$wxo2y^z{iHj�k:l mnf|i:j�kHl mnfpo*dSf2}D~R=

� �e�P�!M�M��FEP#]�,�2)�G��e�5�!'*X�X]-/G�=���GS#]�^.:X�;<-/G�4��,#]�! 3#�;*-/G�X]a5X]#]� \ X,����X�.:��K��,a�)�G:4�#�)��P-/G:- \ a����+M�M�M5=
�@%�- \ �����D��-/.�?/'*)�X(��=:%�- \ �,�!=���kHf�z3q7kTz!f2���+q^��lvkPtY��l2f�d��(����i5�]�� ¢¡:�+~:�3hB�(q7lvk£w!l@gT~<z3j^ ¤�(q]��fp�!w��+~Oj� (u+kT¥¦ q]w3dSl�f�z^w!f2s5q]z,=�U����!G$#�;r 3�3§�¨©)�'*'��{G: +=<��b!�����P=���E5�(ª«�5b7§¬�+M/N�§^b,M/��N�§¬�P=
�@%��^)/�����%���)�;<? ¨®=°¯�-�±e'*)�G:4 02 3��-�±e'*)�G:4£689HX�;<-/G:;r +=@ 3- \ C = U�X^;<-/G:;* U¤-��^#�X]�!G$#]�^a KBb+=@M5�

U�-���# X� ,)�G 4��,#]�! 3#�;*-/G )�G:4 )� 3#�;<K�� 4��,���!G:X]� X�aPX]#]� \ = ªe-�K�� \ AB�,� b!�����P=
dSf_fRg�h>i/i£������o gHj7l2��k:l2w�ovw��+}�iTu$y^u$w,sPj¬i�g��+q,f�j!z3kHf2q7²3iH=

� ³´a�-/M�M��µ³´a�-54�-��«0���a�-P4:-��768;*G:X��! ,.�����=>-���?SC�= ª \ )+9¶K5�P=O��N·X]#]�!)�'<#�"¸9B-���#¹X� ,)�GHG��,�!= ºc)xa¶�+M�M�M5=
dSf_fRg�h>i/i£������o*l�k�j,z^w,s5q�z!o��+q2t,iHk:}Yu�gPiH=

� ºF)+�^M�b7�[ºF)+��#�;*G1¯�-P�!X� ^"�0��^-S�!X� �"£68 ,'*)+�^W£=@G��,#�C�=�E5G�-���#�KTb+=RQS��-�9B�!G1X]-/.��^ 3�8G��,#¬±�-���W»;*G$#]��.:X�;<-/G»4��,#]�! 7§
#�;<-/G�X]aPX�#]� \ =�`/)�GP.:)+��a��+M�M�b+=�dPf_fRgBh>i$iH������o<j7k£�+q3fpov��q2t,iH=

�@EP#]�!M�b7��EP#]�,K��[ºc x%�)�G:G����T%���)�;<?Y¼��,���!Xe)�G:4�½¾)�Gc`$)� 3-�AHX]-/G�=�¿� 39�4:. \ 9�K�NP=OÀP=O�P�£¼¤��ª�¼¾Á@Xe9:��-�#]-5 3-/'9H)� ^W��,#� ,)+9H#�.����¢)�G:4Â4H. \ 9B�,�(9:��-�?��^) \ =¾³:�,A:�^.:)+��aÂ�+M�M�b+=edSf_fRgBh@i/iH������ovfpw{g5¥+s5}©gBo��+q_t3iH=

Ã �


