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Where are we?

» Abstraction for fixed point computation
» Lattice theory and Galios connection

» Conditions for effective fixed point computation
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Topic 4.1

Galois connection
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Galois connection

Definition 4.1
For posets (X, <) and (Y,C), a pair of maps (c,~) of maps o : X — Y and
~v:Y — X is a galois connection if

Vxe XVy e Y.a(x)Cy < x <~(y)
which is usually written

(X, <) = (Y,D)

« and ~y are called upper and lower adjoints respectively.
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Unique adjoints

Theorem 4.}
In (X, <) &= (Y,C), « uniquely defines -y and vice-versa.

alx) = {ylx <v(y)} ) = Vi{xla(x) C y}

Proof.
» By definition of meet, M{y|a(x) C y} exists and

a(x) = Myla(x) E y}

> By def. of galois connection

a(x) = M{y|x <(y)}

Symmetrically for (x).
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Properties of galois connection

Let (X, <) £ (Y, C) then
. Vx € X.x < yoa(x)
- Vy € Y.aoy(y)Cy

.« is monotone

. aoyox =«

. yoaoy =1y

1
2
3
4. ~ is monotone
5
6
7. « is onto & 7y is one-to-one < qoy = 1x
8

. 7y is onto & « is one-to-one < yoa = ly

Exercise 4.1
Prove the above properties

Exercise 4.2
Prove properties 1-4 also define galois connection
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Topic 4.2

Abstract interpretation
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Abstract interpretation

» Concrete objects of analysis or domain — C = sets of valuations C Q"

» not all sets are concisely representable in computer
> too (infinitely) many of them

» Abstract domain — only simple to represent sets D C C
» D should allow efficient algorithms for desired operations
» far fewer, but possibly infinitely many
» Sets in C\ D are not precisely representable in D

How to use D to capture semantics of a program?

Note:  C naturally forms a complete lattice

(C,S,0,QY,u,n)
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Abstracting and concretization function

This is not the most general definition!
Any partial order can replace D.

Definition 4.2 N\
An abstraction function o : C — D maps each set ¢ € C to a(c) D c.

Definition 4.3
A concretization function vy : D — C maps each set d € D to d.

The above definitions become more meaningful, if we think of D as the

representation of sets on a computer instead of the sets themselves.

Lemma 4.1
D contains QY
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Example: abstraction — intervals

Example 4.1
Let us assume V = {x}

Consider D = { L, T}U{][a, b]|a, b € Q}.

[D forms a lattice. ]
Ordering among elements of D are defined as follows: zZ

L Cla,b] T T and [a1, b1] C [a2, bp] < a2 < a1 A by < by

Let a(c) 2 [inf(c), sup(c)] and  ~([a, b]) £ [a, b]

> a({0,3,5}) =[0,5]

> a((0,3)) =[0,3]

> a([0,3]U5, 6]) =[0, 6]
> a({l/x|x = 1}) =[0,1]
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Minimal abstraction principle

It is always better to choose smaller abstraction.

Choose a(c) as small as possible, therefore more precise abstraction
Therefore, if d € D then a(d) = d and a must be monotonic
There may be multiple minimal abstractions.

Even worse, there may be no minimal approximation,

e. g., approximating a circle with a polytope
(In this lecture, we assume minimal abstractions exist.)
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Properties of D, «, and

Now on we will ignore that D is set of sets. We assume D is a topped poset

(D,E,T)
> « is monotone (due to minimality principle)
> v is monotone
» ¢ C vyoa(c)
» aoy(d) C d (due to minimality principle)
Therefore,

(C.C) == (D,E)

We always choose D, «, and -y such that the above galois connection holds.
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Best approximation

Definition 4.4
o performs best approximation if V¢ € C,d € D. ¢ C v(d) = a(c) C d.

The above is one of the galois conditions. So, a(c) = M{d € D|c C y(d)}.

Theorem 4.2
An abstract domain is complete lattice iff best approximations exists.
Proof.

If abstract domain is complete lattice then M{d € D|c C «(d)} always exists.
For the other direction, consider S C D.

1. Since (y(S) and best approximations exists, a((v(S)) = M{d|(S) C v(d)}

2. (Ve e S. ce{d|M(S) S v(d)}) = a(M(S)) € Ib(S)

3. Assume d € Ib(S). Due to monotone v, v(d) € Ib((S)). Therefore, v(d) C (Ny(S)

4. Due to monotone a, aoy(d) C a(v(S))

5. Since aoy = 1p, d E a((y(S)). Therefore,a(v(S)) =S O
Note: If we do not have best approximation then we are breaking conditions of galois

connection, namely monotone a.
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Onto abstraction

Due to the principle of minimal abstraction, o must be onto

VpeD.a(p)=p (assuming D C ()
Therefore, one-to-one

However, in practice we may relax the onto condition on «. A set can be
represented multiple ways on a computer.

Therefore, multiple abstract objects may have same concretization.

Exercise 4.3
Make an exercise
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Topic 4.3

Examples of abstraction

OO
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Sign abstraction

Sign abstraction

C=pQ)
D={+,-,0,1,T}

a(p) = + if min(p) >0
a(p) = — if max(p) <0
a(0)=0

a(@) =1L

a(p) = T, otherwise
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Congruence abstraction

Congruence abstraction
C=7
D={0,....,n—1}

a(c) =cmod n

OO Program verification 2016
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Cartesian predicate abstraction

Cartesian predicate abstraction is defined by a set of predicates
P = {pla"'apn}

C=p(Q")

D = LUp(P) // 0 represents T

LESESifSCS

a(c) ={p € Plc= p}

1S)=AS

Example:

V= {va}

P={x<1,-x—-y<-1,y<5}

a({(0,0)}) ={x <1,y <5}

a((x—1+(y -3 =1)={-x-y<-Ly<5}
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Boolean predicate abstraction

Boolean predicate abstraction is also defined by a set of predicates
P= {pla"'vpn}

na
|
‘n

Example:

V={xy}
P={x<1,-x—-y<-1,y<5}
a(—2x—y<-2)=—x—-y<-1V~(x<1)
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Topic 4.4

Abstract fixed point
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Abstract operations

For a concrete operation f : C" — C, we define an abstract operation
f#: D" — D as follows

f#(xl, ooy Xn) = aof (y(x1), - .y v(Xn))

For example,
> xUy = a(y(x)Uy(y))
> XMy = a(z(x)M(y))
> sp*(d, p) = aosp(y(d), p)
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Computing approximate least fixed point

Let f : C — C be a monotonic operator.
Our goal is to compute Ifp,(f), which is in general impossible.

Instead, we compute an approximation of /fp,(f) using .

Theorem 4.3
Let (C,C,0,QY,uU,N) and (D,C, L, T,L,M) are complete lattices,

(€.C) = (D.E),
and f : C — C and f# are continuous operators then

pra(f) c ’Y(pra(a)(f#))

Exercise 4.4
PrOVe the abOVe theorem Hint: First show iterates on both the sides are related
101Q10)
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Example : abstract fixed point computation

Example 4.2
Let us use sign abstraction to analyze the program

D={T,+,—-,0,1}
Consider program:

Xt% = a(T),Xg = a(L),lee =a(l)
Xg) = —I—,Xgo1 = J_,Xél =1

Xp =X Usp?(x' =1, X)L sp? (X' = x+2,X7)

= LUa(sp(x" = 1,7(X})))a(sp(x" = x+2,7(X3)))
= a(sp(x’ = 1,7%(T))) Ua(sp(x’ = x + 2,v(L)))
= a(sp(x’ = 1,7(T))) U (L)
=a(x=1Ua(l)= +Ua(L)=+

Xél0 = "I',Xel1 = +’Xele =1

Exercise 4.5
Calculate le,le

@O0 Program verification 2016 Instructor: Ashutosh Gupta TIFR, India 24


http://creativecommons.org/licenses/by-nc-sa/4.0/
http://www.tcs.tifr.res.in/~agupta/

Example : abstract fixed point computation (contd.)

Consider program:

X2 =X} Usp?(x' =1, X} ) Usp? (x' = x +2,X}.)
= +Ua(sp(x’ = 1,7(X})))Ua(sp(x" = x+2,7(X})))
=+ Ua(sp(x' =1,79(T))) Ua(sp(x’ = x +2,7(+)))
=+ Ua(sp(x' = 1,7(T))) Ua(x > 2)
=+Ua(x=1Ua(x>2)= +U+U+=+

X2 =T, X} =+ X2 =1

0

Fixed point
reached

Exercise 4.6
Calculate Xfe
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Demo - The Interproc Analyzer

http://pop-art.inrialpes.fr/interproc/interprocweb.cgi

Exercise 4.7
Run Interproc on the following code

var i:int;
begin
i=0;
while (i<=10) do
i = i+2;
done;
end
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Example: interval abstraction

Example 4.3
Let us use interval abstraction:

Consider program:
prog Xg) ::—I—,Xgo1 3:J—7Xz(l =1

X} = X2 Usp?(x' = LXp)U sp? (X' = x+2,X0)
= LUa(sp(x’ =1, V(X&)))UQ(SP(X’ = x+2,7(X})))
=a(sp(x' =1,7(T))) U

= a(sp(x’ = 1,7(T))) = a(x =1)=[11]

Xp =T, X} =[L1, X} =1
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Example: interval abstraction(contd.)

Example 4.4

Consider program:
X7 =X} U sp™ (X = l,leo) U sp
(

= [L1] Ua(sp(x’ = 1,7(T)))
2,7([1,10)))

= [1,1]U[3,3] =[1,3]

2 o=T,X2 =[1,3],X2 =

3 . 3 . 3 .
XP =T, X3 =[L5,X} =1

. the process will go on forever

#(x'
L

=x+2, Xe)

a(sp(x’ = x +
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Acceleration

Many interesting abstract domains are of infinite size.
Abstraction may only provide simple calculations, but not convergence.
For convergence we need acceleration using a special operator call widening.

If we do too much widening then we may need narrowing
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Widening

Definition 4.5
A widening V : D x D — D on a poset (D, C) satisfies

> Vx,y e D.xExVy Ay E xVy

» for an increasing chain xp C xy ..., the increasing chain

yO L XO yn L yn—len

is not strictly increasing.

Definition 4.6
widening iterates (1%, k < n) for monotone function f from a € prefp(f)

» 102,
»IMPLAETT FFIT)E T
» I ETY (I ifFF(IT) 217
Theorem 4.4
There exists k € N, f(I¥) C 1% and Ifp,(f) C 1*.
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Example : widening for interval domain

[a, b]V L = [a, b]
1V][a, b] = [a, b]
[a, b]V[a', b] = [((a' < a)? — 0 : &), ((b > b)?c0 : b)]

[2,3]V[-3,2] = [~0o0, 3]
[2,3]V[4,6] = [2, o]
[2,3]V[1,6] = [—o0, 0]

Exercise 4.8
a. Show V for interval domain satisfies the definition of widening
b. Show V is not symmetric and monotone
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Example: widening in action

Consider program:

= —I—,Xgo1 = L,Xgoe =1
=T, X =11, X =1
P = X} V(sp? (X = 1,X[10) U sp? (X' = x+2,X}))

=[1,1]v([1,1] U [3,3]) = [1,1]V[L, 3]= [1, +o0]
= —I—,Xez1 = [1,—|—oo],X£2e =1
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Example: too much widening
XZO1 = J_,Xgoe =1
Now consider: Xt =[1,1, X2 =1
X2 =[1,1]v([1,1] U sp™(x < 100AX = x +2,X}))
= [1,1]v([1,1] L [3,3]) = [1, +o0]

X2 = [1,400], X7 := L

Xé = Xév(sp#(x > 200 A X' = X,Xé))
X2 = Lv(sp™(x > 200 A X' = x,[1, +3]))

X3 = 19[200, +00] = [200, +00]
X2 = [1,+0c], X2 = [200, +oc]

. reaching error location
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Narrowing

Definition 4.7
A narrowing /A : D x D — D on a poset (D, C) satisfies

Unfortunate misnomer!!
Narrowing is not the dual of widening!

» Vx,yeD.yCx=yLxAyLCx

» for an decreasing chain ...x1 C xg, the decreasing chain
yO éXO yn éyn—lAXn
is not strictly decreasing.

Definition 4.8
narrowing iterates (1K, k < n) for monotone function f from a € postfp(f)

>Ioéa

ITPLELT I =1
» IMPLEITAF(IT)fITC F(I7)
Theorem 4.5

Forallxe X.x=f(x)Ca=3k. xCIKk=TK1LC,
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Example: narrowing for interval abstraction

1Aa, bl =L
[a, ]A[d, b = [((a = —00)?d" = a),((b=00)?b': b)] if [d,b]C [a, b]

[1,3]A[1,2] = [1,3]
[2,3]A[4, 6] = (undefined)
[—o0,6]A[L,3] = [1, 6]

Theorem 4.6
Show A for interval abstraction is truly narrowing operator.
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Using narrowing after widening

Let us suppose we have monotonic f : D — D, a € prefp(f), widening Vv,
and narrowing A.

» Apply widening iterates to obtain b such that a C b € postfp(f)
» Then, apply narrowing iterates to obtain ¢ such that c = f(c) C b

Exercise 4.9
Show a C c.
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Example: narrowin% interval domain
Result of widening iterates:

XZ31 = [1,400], X2 := [200, o]

X = X2 A([1,1] U sp? (x < 100/Ax" = x +2,X3))
Now consider: = [1,00]A([L, 1] Usp™ (x < 100AX" = x+2,[1, 00]))
= [1,00]A([1, 1] L [3,101])
= [1,00]A([1, 101])= [1,101]
b= XZ A(sp?(x > 200 A X' = x, X))
= [200, +-00] A(sp™(x > 200 A x" = x, [1, +00]))
= [200, +00] A[200, +00] = [200, +o¢]
' = [1,101], X} = [200, o]

= XZA([1,1] U sp?(x < 100AX" = x +2, X} ))

= X[ A(sp?(x > 200 A X' = x, X))

Fixed point = [200, +-00] A(sp™(x > 200 A X" = x, [1,101]))
reached = [200, +o0]AL = L
[} Program ve;Kigl:gltién_—EOid_, lU]_1| . ){I;strhét‘er;_hshutosh Gupta TIFR, India 37
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Widening and narrowing policy

We need not apply narrowing/widening of at every iteration or for every
variable.

» use narrowing/widening operators only at cut points

» use narrowing/widening operators at every ith iteration
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Exercise : widening chaos

The proposed machinery may have unpredictable behaviors!!

Exercise 4.10
Apply widening iterates of interval domain on the following examples

x := nondat()%3

0 x=1
1 x:=2

X
X
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Abstract domain

An abstract domain consists of

a lattice (D, C, 1, M),

> a abstraction function oo : C — D and a concretization function
~: D — C such that

v

(D,5) <= (C,C),

v

a widening operator V : D x D — D, and
> a narrowing operator A : D x D — D.
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Box domain

If the program has multiple variables then the product of interval domains for
each variable is the box domain. All operators naturally extend.

However, sp# can be optimized. Instead of computing sp? in three steps,
one may compute it directly using interval arithmetic.

Example 4.5
Sp#(X =y+x ([273]X7 [174]}/)) = (([273] + [1’4])X7 [174]}/)
= ([377]X7[174]}/)
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Polyhedral domain

Let us assume V = {x1,..., Xy}

D= {AV < b|JAc Q™" A be Q1)

D has natural complete lattice structure.

However, there is no canonical representation of polyhedra

We will first discuss the representation to use to implement various operators
efficiently.

Exercise 4.11
Define a complete lattice over polyhedra
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Dual representation

Representation by constraints:
(A, b) where A € Q™" and b € Q™*! representing

1((A, b)) = {v|Av < b}

Representation by generators:
(Q, R) where @ = {vi,...,vp} is a set of vertices and R = {ry,...,rm} set
of rays in Q.

p m
7((Q, R)) :{Z Aivi + Zujrjwi € l.r. pj > OA
i=1 j=1

p
Viel.p. A =0AY Xi=1A}
i=1

Why dual representations?
Some operations are efficient if both the representations are available.
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Example : dual representation

2x —3y <0

—3x+2y <0 x4+y>25

2 -3 0
(A,b)({3 2],{0])
-1 -1| |-25

(@, R) = ({(15,10),(10,15)},{(3,2),(2,3)})
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Converting constraints to generators

Chernikova algorithm iteratively computes generators for a polyhedron that is
given as AV < b.

» The algorithm considers inequalities of AV < b sequentially.

» At kth iteration, it computes the generators (Qx, Rk) for the inequalities
seen so far.

> After considering all inequalities it has generators for AV < b.

» Initially, (Qo, Ro) := ({0}, {e1,—e1...,en, —en}), which spans whole
vector space
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kth iteration of Chernikova algorithm
Let us suppose aV < c is being considered at kth step. We construct

(Qku

>
>

>

The

Ry) as follows.
if v € Qu_1 and av < c then v € Qy
if r€ Rk_1 and ra <0 then r € Ry

. c—av] avp—cC
if vi,vo € Qx_1, av1 < ¢, and av, > ¢ then eIt e € Qx

if v € Q1 and r € Rx_1 such that av < ¢ and ar > 0 or av > ¢ and
ar < 0 then v + <%r € Qy

if ri,rm € Rk—1, arp > 0, and ar, < 0 then (arx)r — (an)r € Ry

algorithm generates redundant vertices and rays.

Worst case blow up 2™, if the number of constraints is 2m. Need to remove
redundancies during the construction, e.g., Le. Verge algorithm

By d

uality, this algorithm can be used to convert generators into constraints.

Exercise 4.12

Give

the duality construction

@O0
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Example: chernikova algorithm

2x =3y <0 —3x4+2y <0 x+y>25
(QO, RO) = ({(Oa 0)}7 {(17 0)7 (_1’ O)a (07 1)7 (Oa _1)})
Consider 2x — 3y <0
(Qla Rl) = ({(Oa 0)}7 {(37 2)’ (*3’ *2)’ (1a 0)7 (Oa *1)})
Consider —3x +2y <0

(Q2a R2) = ({(Oa 0)}7 {(37 2)’ (2’ 3)})
Consider x +y > 25

(Q37 R3) = ({(107 15)’ (157 10)}7 {(37 2)7 (2’ 3)})
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Minimal representations

A constraint representation (A, b) is minimal if one can not drop a row from
A and b without changing the corresponding polyhedron ~((A, b))

A generator representation (Q, R) is minimal if one can not drop a vertices or
ray from @ and R without changing the corresponding polyhedron ~((A, b))

We assume that the representations are minimal. However it is not strictly
needed in implementing various operations.
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Lattice operations in polyhedra

» is L =(Q,R): if Qis empty
» (QR)C (A b)=Vv e Q. Av<bAVreR Ar<0

> (A1, by) M(A2, by) £ ([Qj ’ [Zj)

> (Q, R1) U (Q2, R2) = (Q1UQ2, RiURy)
» sp” (V' = AV + b, (Q,R)) = ({Av + blv € Q}, {Ar|r € R})

> sp#(AV < by AV =V, (A, b)) = ([Z] : [Zj)

Both representations are useful for efficient implementations.
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Polyhedral widening

Consider polyhedron L = (AL, b') and M = (A2, b?).
If L is empty then, LVM = M.
Otherwise, LVM = p1UB5, where

» B1 2 {aV < c€ L|aV < c contains M}

» B> £ {aV < c € M| aV < c can replace some inequality in L without
changing L }
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Example: Polyhedral widening

L={(y)0<xAx<yAy<x}
M={(x,y)0<xAx<yAy<x+1}
LVM = {(x, )]0 < x A x < y}

L={(x,y)0<xAx>0A0<yAy>0}
M={(xy)0<y<x<1}
LvM = {(x,y)I0 <y < x}
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Example: polyhedral

x =0,y

y=y+1

X =x42
OO Program verification 2016

domain

X ={0<x<0,0<y<0}
X2 =X v({0<x<0,0<y <0}

fl<x<l2<y<2})
:Xéllv{0§x§2,xg2y,xz2y}
— {0'< x,x <2y,x > 2y}

... fixed point reached
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Octagon domain

Let us assume V = {x1,...,Xn}.

O={txty<cly,xe V,cel}
where I € {Q,Z,R}

D:{Ol/\”-/\ok’Vi.OiGO}
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Domain representation

» Since a tight ODBM represents F € D canonically, we say D is a set of
tight ODBMs (recall lecture 5).

» Tight ODBMs do not represent unsat formulas therefore we need to add
a special element | to represent the least element.
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Lattice operators in Octagonal domain

Let Al and A? be 2n x 2n tight ODBMs.
> js| 7 due to canonical representation trivial
» ALC A2 2 Al < pA2¢
AL A2 £ (min(A?, A2))°
Al U A2 £ (max(Al, A?))®
ALVA? = A®, where Aj; = (A7 > Aj700 @ Af)
sp™ (p, A') = a((3V'F[AT] A p)[V'/V])
p is a polyhedron then the param to « is also polyhedron.

v

v

v

v
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Octagonal abstraction of polyhedron

a((Q, R)) = Ais defined as follows

> Apiyei-1) =(3Ir€ R.r;>07 oo : 2max{vjlv € V})

> Api—yei) =(3Ire R.r; <07 co: —2min{v|lv € V})

> A(Q, 1)(2j-1) = A(2,-)(2j) = ( Jr e R. ri > ry 7 0 max{v,- — VJ|V S V})
> Api—ye) =(3FreR ri+r>07o00: —min{y; + vj|v € V})

> Aeiyej-1) =(3re R.0>ri+1r 7 oo max{v; + vjlv € V})

> A =0
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Topic 4.5

Problems
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Apply Sign abstraction

Exercise 4.13

Apply sign abstraction on the following example?

main ()9
x := 0;
y = -1;

while( x < 20 ) {
if( x <10) {

y 1=y - 1;
Yelseq{
y =y 1
}
X =x + 1;
}
}
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Apply Chernikova algorithm

Exercise 4.14
Apply Chernikova algorithm on the following polyhedron

{x—y<0Ax+y<4Nn0<x}

Show intermediate steps
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