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Application Layer Telemetry: 5G packet core
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continuously monitor 
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network deployment

Software based NFs facilitating data transfer between user device and internet

Operators in the 5G packet core are interested in 
application layer telemetry
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across slices for better QoS
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Curious case of the packet core
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Can the operator break free from vendor support? 

Source NF logging on every incoming message which would expose a 
superset of metrics to the operator
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Find users going idle frequently

Find users with multiple sessions going idle

Application telemetry requires parsing the application payload but eBPF 
verifier places various restrictions on the program
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Off-path riddled with packet copies!

Detect malicious 
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Metric: Frequency of signalling messages for a user

Outcome: Detect likely subscription cancellations

~ 16x 
reduction in  

load

72% improvement in 
performance

Query: Emit user id of a user with more than N session modification messages

DeepSight can filter unnecessary messages and aggregate metrics over N 
messages
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