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Trust

2

Trusted Computing Base (TCB): Set of software and 
hardware units that are assumed to be secure. 

Trusted Execution environment (TEE): A computing 
environment that facilitates creation/running of secure 
code/process (enclave as per Intel SGX) 

Who provides TEE? Who is the boss here?
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OS, what if the OS is malicious or hacked 

Root of trust: Fully trustworthy

So, we need a trusted platform module (TPM): can be 
software, hardware, firmware (code stored in ROM)

What is its job?

• Boot the system and verify BIOS is trustworthy and is not tampered. 
Compare a known hash with the hash generated by the BIOS

• It can be done for other entities like OS loader, ….. to build a chain of 
trust.  The final hash is the hash of entire TCB. 



Intel Software Guard Extensions (SGX)
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The Hw-Sw Picture
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Data Sealing

While accessing the untrusted memory, the data stored is encrypted using a 
key provided by the CPU 

Encrypted data blocks – Sealed data blocks, can be decrypted on the same 
system only (MRENCLAVE policy per enclave)

MRSIGNER policy: Data sealed by one enclave can be unsealed by another 
enclave on the same system 

What if an outside world tries to access enclave data: Page abort ☺
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Local Attestation and Sealing
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MRENCLAVE and the key
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Access Flow
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Intel SGX in Summary
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Intel SGX vs AMD SEV (Secure Encrypted Virtu..)

AMD SEV: Memory size limit: DRAM size
Intel SGX: Memory size limit: 128 to 256 MB

Intel attestation: Remote attestation 
AMD attestation: Secure co-processor

Intel SGX: suited for small secure code
AMD SEV: Large enterprise apps
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Arm Trustzone
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RISC-V based open TEE
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Interaction with Memory

14



How 
Secure is 
SGX?
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Malware Guard Extension: 
abusing Intel SGX to conceal cache 
attacks

Software Grand Exposure: SGX 
Cache Attacks Are Practical

CacheZoom: How SGX amplifies 
the power of cache attacks

Telling Your Secrets Without Page Faults: Stealthy Page 
Table-Based Attacks on Enclaved Execution



Page Table 
Side Channel
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Foreshadow (Spectre like) Attack
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Thanks
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