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Administrivia...

Timing and Venue: Slot 10 (14:00-15:25, Tuesdays and
Fridays) in CC105
Contact hours: after lectures, or appointment by e-mail
Teaching assistants:

Sarthak Sharma (23M0789) and Nivesh Aggarwal (22b0912)
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Teaching assistants:

Sarthak Sharma (23M0789) and Nivesh Aggarwal (22b0912)

Resources
Slides and other resources will be posted on my website

cse.iitb.ac.in/∼ckamath/courses/2024/CS783.html
Announcements/online discussion on Moodle:

moodle.iitb.ac.in/course/view.php?id=4702
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Six ungraded assignments to help with quizzes and exams

Will scrap group project/chalk talk if number of creditors > ��

and grade will be redistributed
Attendance is not mandatory (but encouraged)
Any volunteers for class rep?
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1 Identify the task
2 Come up with precise threat model M (a.k.a security model)

Adversary/Attack: What are the adversary’s capabilities?
Security Goal: What does it mean to be secure?

3 Construct a scheme Π
4 Formally prove that Π in secure in model M

Soft prerequisites: discrete mathematics, probability theory,
some familiarity with formal proofs
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About this Course: What to Expect?

Will not involve coding
But if you are interested in coding, I will point you to relevant
cryptographic libraries and real-world applications

Wait for the next iteration of CS409: Introduction to
Cryptography (previously CS406)

4 / 18
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Setting: Alice and Bob share a key � and want to communicate

Threat model: Perfect secrecy
Adversary: All powerful eavesdropper Eve (but doesn’t know �)
Security goal: Eve learns no information about the message M

What we will learn:
Classical ciphers, and why they are not perfectly secure
One-time pad (OTP), and why it is perfectly secret
Shannon’s impossibility: for perfect secrecy, |�| ≥ |M|
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Task 1: Secret Communication with Shared Keys...
How to overcome Shannon’s impossibility?

Restrict/bound the adversary’s computational capabilities

Threat model: Computational secrecy
Adversary: Computationally-bounded eavesdropper Eve
Security goal: Eve learns “no” information about the message M

What we will learn:
How to model computationally-bounded adversaries?
Hardness assumption: pseudo-random generator, one-way func.
Secret communication with |�| < |M| assuming PRG

8 / 18



Dealing with More Resourceful Adversaries
What if Eve also has control over the messages?
What we will learn: chosen-plaintext attack (CPA) and
CPA-secure scheme from pseudo-random functions

9 / 18



Dealing with More Resourceful Adversaries
What if Eve also has control over the messages?
What we will learn: chosen-plaintext attack (CPA) and
CPA-secure scheme from pseudo-random functions

What if Eve can also tamper with the communication?
What we will learn: message authentication codes

9 / 18



Dealing with More Resourceful Adversaries
What if Eve also has control over the messages?
What we will learn: chosen-plaintext attack (CPA) and
CPA-secure scheme from pseudo-random functions

What if Eve can also tamper with the communication?
What we will learn: message authentication codes

9 / 18



Dealing with More Resourceful Adversaries
What if Eve also has control over the messages?
What we will learn: chosen-plaintext attack (CPA) and
CPA-secure scheme from pseudo-random functions

What if Eve can also tamper with the communication?
What we will learn: message authentication codes

9 / 18



Dealing with More Resourceful Adversaries
What if Eve also has control over the messages?
What we will learn: chosen-plaintext attack (CPA) and
CPA-secure scheme from pseudo-random functions

What if Eve can also tamper with the communication?
What we will learn: message authentication codes

9 / 18



An Overview of the Course

1 Module I: Secure Communication in Shared-Key Setting

2 Module II: Secure Communication in Public-Key Setting

3 Module III: Secure Computation

4 Module IV: Some Advanced Tasks



Advent of Internet and the Scaling Problem

Limitation of shared-key encryption: requires prior meeting
10 / 18

*

Credit for images: (*Wikipedia User: DARPA)



Advent of Internet and the Scaling Problem

Limitation of shared-key encryption: requires prior meeting
10 / 18

*

Credit for images: (*Wikipedia User: DARPA)

***

**

(**icour.fr) (***cs.miami.edu (Rosenberg))



Advent of Internet and the Scaling Problem

Limitation of shared-key encryption: requires prior meeting
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communicating in public (i.e., exchange a key)
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Ubiquity of Computing and Need for Privacy
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Example: f = ∩; xA and xB is set of friends

Threat model:
Adversary: honest-but-curious Alice
Security goal: Alice learns no non-trivial info. about Bob’s input

What we will learn:
How to model the security goal (via simulators)
Zero knowledge (ZK) proof, several ZK protocols
Yao’s garbling, other two-party computation protocols
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Task 5: Obfuscate a Program...
What does the following submission to International
Obfuscated C Code Contest do?

It’s a primitive chess engine! (nanochess.org/chess3.html)
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Task 5: Obfuscate a Program...
Setting: Alice discovers algorithm �, which Bob wants to use

Example: Fast deterministic primality test

Threat model:
Adversary: computationally-bounded reverse engineering Bob
Security goal: Bob learns nothing about internal working of �

What we will learn:
How to model the security goalWhy program obfuscation is a powerful tool!

Can be used to carry out all the tasks we have seen so far
16 / 18



Other Advanced Tasks

If time permits:
Advanced notions of PKE (identity-based encryption, proxy
re-encryption, functional encryption)
Secure messaging
Digital currency without central authorities (cryptocurrency)
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Next Lecture
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