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CS783: Theoretical Foundations of Cryptography

Lecture 2 (02/Aug/24)

Instructor: Chethan Kamath
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Plan for this Lecture
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Plan for this Lecture
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Recall from Last Lecture...

General template:

1 ldentify the task
2 Come up with precise threat model M (a.k.a security model)

m Adversary/Attack: What are the adversary's capabilities?
m Security Goal: What does it mean to be secure?

3 Construct a scheme 1

4 Formally prove that Il in secure in model M

222



Plan for this Lecture...

General template: Secret ommonkdion ith  dced f’\egs
1 Identify the task [@erﬁl& Sy
2 Come up with precise threat model M (a.k.a security model)

m Adversary/Attack: What are the adversary's capabilities?
m Security Goal: What does it mean to be secure?

3 Construct a scheme I &~ Oneime Pﬂd
4 Formally prove that Il in secure in model M
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Plan for this Lecture...

1 Syntax of Shared/Symmetric-Key Encryption (SKE)

One-time pad

2 C(lassical ciphers artice T

From Wikipedia, the free encyclopedia

Not to be confused with

+ First g(oo&
3 Perfect Secrecy and One-Time Pad (OTP)



1 Syntax of Shared/Symmetric-Key Encryption (SKE)
2 C(lassical ciphers

3 Perfect Secrecy and One-Time Pad (OTP)



Some Notation and Conventions

m Sets:

m Denoted using calligraphic font: e.g, M, C
m Sampling uniformly at random from a set is denoted using ‘«"
¢
eqg, k — {0,1}
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m For a randomised algorithm A, y <« A(x) denotes running A on
input x to get a (random) output y
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Some Notation and Conventions

m Sets:
m Denoted using calligraphic font: e.g, M, C
m Sampling uniformly at random from a set is denoted using ‘«"
eq. k — {0,1}"
m Algorithms
m Algorithms will be denoted using straight font: e.g., A, Eve ...
m For a randomised algorithm A, y <« A(x) denotes running A on
input x to get a (random) output y
m Probability notation:
m For a distribution M over a set M and element m € M,
m = M denotes the event: ‘a random sample from M equals m"
m Following denotes probability that A(x) = 1 when x « {0,1}"

Pr [Ax)=1
X<—{0r:1}n[ (X) }
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Syntax of Shared/Symmetric-Key Encryption
Definition 1 (Shared/Symmetric-Key Encryption (SKE))

An SKE [1 for message space M is a triple of efficient algorithms
(Gen, Enc, Dec) with the following syntax:
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Syntax of Shared/Symmetric-Key Encryption

Definition 1 (Shared/Symmetric-Key Encryption (SKE))

An SKE [1 for message space M is a triple of efficient algorithms
(Gen, Enc, Dec) with the following syntax:

- ﬁfrawmﬂspoa&
" Gen ek
, By
(aeser Generd
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Syntax of Shared/Symmetric-Key Encryption

Definition 1 (Shared/Symmetric-Key Encryption (SKE))

An SKE [1 for message space M is a triple of efficient algorithms
(Gen, Enc, Dec) with the following syntax:

from uphedext-spate G

"lkC o, /W\f’o: ';

(aeser Generd
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Syntax of Shared/Symmetric-Key Encryption
Definition 1 (Shared/Symmetric-Key Encryption (SKE))

An SKE [1 for message space M is a triple of efficient algorithms
(Gen, Enc, Dec) with the following syntax:

N o NS qu.  }

men () ——— (L
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Syntax of Shared/Symmetric-Key Encryption

Definition 1 (Shared/Symmetric-Key Encryption (SKE))

An SKE [1 for message space M is a triple of efficient algorithms
(Gen, Enc, Dec) with the following syntax:

o F—{Dec from.
o 1+ |
‘ P C 38y G

(aeser Generd
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Syntax of Shared/Symmetric-Key Encryption

Definition 1 (Shared/Symmetric-Key Encryption (SKE))

An SKE [1 for message space M is a triple of efficient algorithms
(Gen, Enc, Dec) with the following syntax:

(aeser Generd

m Correctness of decryption: for all message m € M,

[Dec(k,c) =m]=1

k<Gen,c—Enc(k,m)
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Syntax of Shared/Symmetric-Key Encryption

Definition 1 (Shared/Symmetric-Key Encryption (SKE))

An SKE [1 for message space M is a triple of efficient algorithms
(Gen, Enc, Dec) with the following syntax:

(aeser Generd
m Correctness of decryption: for all message m € M,
[Dec(k,c) =m|=1

k<Gen,c—Enc(k,m)

@ Why can we assume that Dec is deterministic w.L.o.g.?
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1 Syntax of Shared/Symmetric-Key Encryption (SKE)

2 Classical ciphers

3 Perfect Secrecy and One-Time Pad (OTP)
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Shift Cipher (Caeser Cipher)

Construction 1 (for message space {a, - - - ,z}g)
- B T
153 :
“o. [ofblcfale] e [v]wl4le]

=
g
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Shift Cipher (Caeser Cipher)

Construction 1 (for message space {a, - - - ,z}g)

/" b[c[ale] o Julw[x][Y:z .E
< 15=3 :
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Shift Cipher (Caeser Cipher)

Construction 1 (for message space {a, - - - ,z}g)

/" bfc[afe] e Julw[x]Y[z .E
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< ogtkack v e [ellcldle] e oY) o
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Shift Cipher (Caeser Cipher)

Construction 1 (for message space {a, - - - ,z}g)

/" bfc[afe] e Julw[x]Y[z .E
e 3 o
< ogtkack v e [ellcldle] e oY) o

L+ k=3
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Construction 1 (for message space {a, - - - ,z}g)
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Shift Cipher (Caeser Cipher)

Construction 1 (for message space {a, - - - ,z}g)
S uwxﬂzv.': .
\4 ey O h—&% © 7 attack
ac JRRO 2 15 ] I 1 1 2 =
att - —— oo )
{+3 °, g MO . dwadgn -

dww‘dg\” 2 daidgn 0 5/
: _ 5 | _>

Pseudocode 1 (Message space {0, - ,25}° < {a, -, z}%)

m Key generation, Gen: output k « {0, --- , 25}
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Construction 1 (for message space {a, - - - ,z}g)

L+H:j 100., ?O ........... % 3 dwwdgw
SRR () S (" '>/
. _ > —

Pseudocode 1 (Message space {0, ---, 25} < {a,- -z}

‘)

m Key generation, Gen: output k « {0, --- , 25}
m Encryption, Enc(k, m = my - - - my):
m Output ¢ .= ¢ - - - ¢p, Where ¢; := m; + k mod 26
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Shift Cipher (Caeser Cipher

Construction 1 (for message space {a, - - -, z}’)

L,L;ﬂj 100., ?O ........... % 3 dew\gv‘
SRR () S (" '>/
. _ > —

Pseudocode 1 (Message space {0, -+ ,25}° < {a, -+, z}

‘)

m Key generation, Gen: output k « {0, --- , 25}
m Encryption, Enc(k, m = my - - - my):
m Output ¢ .= ¢ - - - ¢p, Where ¢; := m; + k mod 26
m Decryption, Dec(k,c = c1 - - ¢p):
m Output m := my - - - my, where m; .= ¢; — k mod 26
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Shift Cipher (Caeser Cipher

Construction 1 (for message space {a, - - -, z}’)

ij 100., ?O """"""""""" R K Awdg“
SRR () S (" '>/
. — _ —

Pseudocode 1 (Message space {0, -+ ,25}° < {a, -+, z}

‘)

m Key generation, Gen: output k « {0, --- , 25}
m Encryption, Enc(k, m = my - - - my):
m Output ¢ .= ¢ - - - ¢p, Where ¢; := m; + k mod 26
m Decryption, Dec(k,c = c1 - - ¢p):
m Output m := my - - - my, where m; .= ¢; — k mod 26

@ Why does correctness of decryption hold?
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Shift Cipher (Caeser Cipher)...

Construction 2 (for message space {a, - - -, z}’)

- R T
153 :

e ; thack
T abtack . [elolddfe[ - Tolwpdu[e]. - aAh:BS
Lﬂﬂ% ‘000 005 """""""" “--005,%@00\_. CWWQ\QV‘,
dwdgw O dnwdgn i

Exercise 1

1 What is the key-space? What is the ciphertext-space?
2 What is the probability that k = 107 What is Enc(10, attack)’
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Shift Cipher (Caeser Cipher)...

Construction 2 (for message space {a, - - -, z}’)
 EEEE e
PP : attack
- aftack v, BEEEEL = BRI 0 )
LH?—S 400(, .,OO """"""""" - OOZL/W{O dwwdgh
_ _

Exercise 1

1 What is the key-space? What is the ciphertext-space?

2 What is the probability that k = 107 What is Enc(10, attack)’
Assume that Caeser only sends either attack or defend.

3 What is the probability that the ciphertext is kddkmu, (resp.
kddkmw)?

4 If ciphertext is kddkmu, (s it possible that message is defend?

5/22



First Let's Try to Model our Eavesdropper Eve
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First Let's Try to Model our Eavesdropper Eve

m Can be modelled as an algorithm

@What does Eve have @ccess to?
m Description of the algorithms? Yes, Kerckhoffs" principle: B

‘One ought to design systems under the assumption that the
enemy will immediately gain full familiarity with them.’
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First Let's Try to Model our Eavesdropper Eve

m Can be modelled as an algorithm

@What does Eve have @ccess to?
m Description of the algorithms? Yes, Kerckhoffs principle:

‘One ought to design systems under the assumption that the
enemy will immediately gain full familiarity with them.’
m What about the key? No, then everything is open
m Randomness used to derive the key? No, can then rederive key
m Randomness used to encrypt?

6/22



Shift Cipher (Caeser Cipher)...

Construction 3

m What can Eve learn?
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Shift Cipher (Caeser Cipher)...

Construction 3

@ What can Eve learn?

m Whole message, by exhaustive key search (brute force).
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A Shift Cipher (Caeser Cipher)...

Construction 3

R e R
T e gmiamnt ce o qmcé
attack o o lblddle] e P8l g g E
. (13 'ooe ST ) Ooiﬂlfa*aﬁf\‘@_\?h.
Awwa\gﬁ___. > i e

7‘ dwNO\gV‘

@What can Eve learn?
m Whole message, by exhaustive key search (brute force).
m What have we learnt?
m Large-enough key-space is necessary to thwart brute force

Exercise 2

What happens if the length of the message ¢ = 17
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Substitution Cipher

Construction 4 (Message space {a, - - - ,z}g)

BB o] .
K .
~. [olble]afe] e vwxazg_/w\

O S
() i 6/
m Key is a permutation of {a, -, z}.
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Substitution Cipher

Construction 4 (Message space {a, - - - ,z}g)

blc[ale] . vwxa;'_

‘l'attadﬁ e, L [olblefale] e Tvlwlx]Y[e] -
G e o
W‘\C)ﬁ Oo%OO ()

© bl w : /
v 0 0—‘

m Key is a permutation of {a, -, z}.
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Substitution Cipher

Construction 4 (Message space {a, - - - ,z}g)

L I e
e :
Tatback e o [IIART e Te[wlYd] -
“\C')ﬁ OOOOO .............. Y

mbma i s baxbmt 3_6/

m Key is a permutation of {a, -, z}.
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Substitution Cipher

Construction 4 (Message space {a, - - - ,z}g)

7 [elRleAle v e[l IR
l'akt&dﬁ e, L [efelefae[ e Telwlx]Y[e] -

S O
W‘\C)ﬁ Oo%OO """" Oog/w\,o

boagbmt 2

N
o
&
S
2
-
-

m Key is a permutation of {a, -, z}.

. . ‘ble]O"ﬂﬂ

+attack
Y K0
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Substitution Cipher

Construction 4 (Message space {a, - - - ,z}g)

BB o] .
eeeeemaeg 0 I ;
Coaftack e o [Ebldale] e TlwbdYe] -

SRl oe P = B
b%)L)D(‘ﬂﬂ--- o -~ bxlbm[ =

m Key is a permutation of {a, -, z}.
@What is the key-space? How large is it?

. . ‘ble]O"ﬂﬂ

+attack
K0
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Substitution Cipher

Construction 4 (Message space {a, - - - ,z}g)

G S — g O
W‘\C)ﬁ Oo, vOO """" ogw\,o

N
o
&
S
2
-
-

1\ boagbmt 2

m Key is a permutation of {a, -, z}.
@What is the key-space? How large is it?

Exercise 3

m Write down the pseudocode for substitution

m Why does correctness of decryption hold?

\_\bumbmd

cipher.

attada\
Y K0
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Substitution Cipher...

Construction 5

v [wl%| Yl z
Ck
o [a]b[c]ale v wlx| Y|z
gﬁt&dﬁ oo e O,
WC)( Oo, & S
boagbmt - baxbmt i b

@What can Eve learn?

. ‘blﬂ)(‘ﬂﬂ

attack

) k()
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Substitution Cipher...

Construction 5

v wix| Y|z
i

alblc[a]e v [wx] Y[z
att&d‘\ B C%seoo e O,
KO Oo, & S
boagbmt - baxbmt i b

@What can Eve learn?

m Can easily distinguish certain messages

. ‘blﬂ)(‘ﬂﬂ

attack

) k()
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Substitution Cipher...

Construction 5

b[c|d]e v [wlx[Yfz AU
’ blc[d]e Y atm%
aftack - IR )
. ST sy O. () ;
;ﬂ(,)ﬁ oc%oo ----- o Wl © ‘~_\bmbw‘_ .
baxbml B L 5 baxbmt 3 %

@What can Eve learn?

m Can easily distinguish certain messages
m Can recover key with a bit more effort (frequency analysis)
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Substitution Cipher...

Construction 5

blc]de v wlx[Yz A
' p[c[d]e y . aftack
aftack “ AR : Y ke
o I L ) @4 /\C)
W‘\C)ﬁ OovaO ----- o it © ‘-_\b%mbmﬂ_
bxabmt B . ) boaxbmt )

@What can Eve learn?

m Can easily distinguish certain messages
m Can recover key with a bit more effort (frequency analysis)

m What have we learnt?
m Large key-space maybe necessary, but is not sufficient
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Substitution Cipher...

Construction 5

blc]de v wlx[Yz A
’ bl [ale y aftack
aftack “ AR : Y ke
o I L ) @4 /\C)
. W‘\C)ﬁ OovaO ----- o it © ‘-_\b%m‘omﬂ_
. bxxbal B . ) baxbmt 7 6

m What can Eve learn?

m Can easily distinguish certain messages
m Can recover key with a bit more effort (frequency analysis)

m What have we learnt?

m Large key-space maybe necessary, but is not sufficient
m Must hide simple statistical properties of the plaintext

m Should not map a plaintext character to same ciphertext character
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A Substitution Cipher...

Construction 5

blc]de v wlx[Yz A
’ bl [ale y aftack
aftack “ AR : Y ke
o I L ) @4 /\C)
. W‘\C)ﬁ OovaO ----- o it © ‘-_\b%mbmﬂ_
. bxxbal B . ) baxbmt 7 6

@What can Eve learn?

m Can easily distinguish certain messages
m Can recover key with a bit more effort (frequency analysis)

m What have we learnt?

m Large key-space maybe necessary, but is not sufficient
m Must hide simple statistical properties of the plaintext

m Should not map a plaintext character to same ciphertext character
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m Let's map a plaintext character to different ciphertext characters
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Polyalphabetic Ciphers

m Let's map a plaintext character to different ciphertext characters

Construction 6 (Polyalphabetic shift cipher (Vignere cipher))

" [e[b[c]afe[ -

(G .

k=3 ;
7 IRRET Db -

;;j """""""" "'..<%3
Ve

K /
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Polyalphabetic Ciphers

m Let's map a plaintext character to different ciphertext characters

Construction 6 (Polyalphabetic shift cipher (Vignere cipher))

<7 [lo[cfale] - Teful[¥] .

y: st oG
T GEIREL Tbbl
;;j """""" ""..Kié

o
~ = 2
0 ¢ 0 /f
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Polyalphabetic Ciphers

m Let's map a plaintext character to different ciphertext characters

Construction 6 (Polyalphabetic shift cipher (Vignere cipher))

LG .

B~

Ctback . GEERET = TLERR
(+3, 'Og, T URTE Y

o O %__.-"&Eioihf ii/
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Polyalphabetic Ciphers

m Let's map a plaintext character to different ciphertext characters

Construction 6 (Polyalphabetic shift cipher (Vignere cipher))

- [ofR[Cdfe] e Tvlw[[¥e] .

i R gt
(v ‘0000.06 --------- sen oo Oo.\ ) q/%
dn g § ‘ @ —dLL% = ,./
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Polyalphabetic Ciphers

m Let's map a plaintext character to different ciphertext characters

Construction 6 (Polyalphabetic shift cipher (Vignere cipher))

Exercise 4

1 Write down the pseudocode for polyalphabetic shift C[pher.j
2 Work out the details of polyalphabetic substitution cipher.
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Polyalphabetic Ciphers...

Construction 7 (Polyalphabetic shift cipher (Vignere cipher))
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Polyalphabetic Ciphers...

Construction 7 (Polyalphabetic shift cipher (Vignere cipher))

@ What can Eve learn?
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Polyalphabetic Ciphers...

Construction 7 (Polyalphabetic shift cipher (Vignere cipher))

RTECE ,""icatmd%"*.

- s oo (k3 .

(+ 13, :Oooooo """""" 00, o Aot
.-d 4 % ) dnu g § 5 5 6/

@What can Eve learn?

m Can still distinguish certain messages. Any guesses?
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Polyalphabetic Ciphers...

Construction 7 (Polyalphabetic shift cipher (Vignere cipher))

RTECE ,""icatmd%"*.

- s oo (k3 .

(+ 13, :Oooooo """""" TSy 700‘_ Aot
.-d 4 % ) dnu g § 5 5 6/

@What can Eve learn?

m Can still distinguish certain messages. Any guesses?
m Can still recover key (more complicated frequency analysis)
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A Polyalphabetic Ciphers...

Construction 7 (Polyalphabetic shift cipher (Vignere cipher))

== " wﬁﬁﬁ] § ,"fcatm d’w

2 ;o (= k=3, )

(+ 13, :Oooooo """""" TSy 700-_ Aot
.-d 4 % ) dnu g § 5 5 6/

@What can Eve learn?

m Can still distinguish certain messages. Any guesses?

m Can still recover key (more complicated frequency analysis)
m What have we learnt?

m Must hide all statistical patterns of the plaintext
m Equivalently: Eve must learn no information about the plaintext

11122



1 Syntax of Shared/Symmetric-Key Encryption (SKE)
2 C(lassical ciphers

'3 Perfect Secrecy and One-Time Pad (OTP)



How to Model ‘No Information Learnt’?

m We will look at two ways:

“Inforogtion theoretic” “Lnik akion gome\'
Left world 1 Bk woorld
k«—PGren[M = 1 (& = e =Pl = | (en [i—>h (on fs—>k
o || oG
§ ;

Moo c % Ma, My ) ¢
& ; K
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Modelling ‘No Information Learnt’: Shannon's Take

m Intuition: ‘observing a ciphertext must have no effect on Eve’s
knowledge about the message being sent

13/22



Modelling ‘No Information Learnt’: Shannon’s Take

Definition 2 (Shannon’49)

Let [T = (Gen, Enc, Dec) be an SKE with message space M.
[ is perfectly-secure if for any message distribution M over M,
message m* € M and ciphertext ¢* € C (in support):

Pr [M =m"|C = c"|=PrM = m"|
k—Gen

m Intuition: ‘observing a ciphertext must have no effect on Eve’s
knowledge about the message being sent
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Definition 2 (Shannon’49)

Let [T = (Gen, Enc, Dec) be an SKE with message space M.
[ is perfectly-secure if for any message distribution M over M,
message m* € M and ciphertext ¢* € C (in support):

ﬁt@w(t@ﬁ ddvibd 0n indyed b&j M, len & Enc

Pr [M =m"|C = c"|=PrM = m"|
k—Gen

m Intuition: ‘observing a ciphertext must have no effect on Eve’s
knowledge about the message being sent

13/22



Modelling ‘No Information Learnt’: Shannon’s Take

Definition 2 (Shannon’49)

Let [T = (Gen, Enc, Dec) be an SKE with message space M.
[ is perfectly-secure if for any message distribution M over M,
message m* € M and ciphertext ¢* € C (in support):

RC\PW(WK Qidwibk on indyed ba M, Gen & Enc
Pr [M=m"|C =c"|=Pr{M = m"|

k<—Gen /

m Intuition: ‘observing a ciphertext must have no effect on Eve’s
knowledge about the message being sent
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Modelling ‘No Information Learnt’: Shannon’s Take

Definition 2 (Shannon’49)

Let [T = (Gen, Enc, Dec) be an SKE with message space M.
[ is perfectly-secure if for any message distribution M over M,
message m* € M and ciphertext ¢* € C (in support):
ﬁ(@mt@k &idwbt on indyed ‘Jﬂ M, Gen & Enc
Pr [M=m"|C = c"|=PrM = m"|

k<—Gen /

m Intuition: ‘observing a ciphertext must have no effect on Eve’s
knowledge about the message being sent

m Definition essentially says M and C are independent random
variables

m Definition does not refer to Eve at all!

13/22



Modelling ‘No Information Learnt”: Shannon's Take...

Definition 3 (Shannon'49)

Let [T = (Gen, Enc, Dec) be an SKE with message space M.
[ is perfectly-secure if for any message distribution M over M,
message m* € M and ciphertext ¢* € C (in support):

Pr [M =m"|C = c"|=PrM = m"|
k—Gen

m Let's see why shift cipher is not perfectly secure.
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Modelling ‘No Information Learnt”: Shannon's Take...

Definition 3 (Shannon'49)

Let [T = (Gen, Enc, Dec) be an SKE with message space M.
[ is perfectly-secure if for any message distribution M over M,
message m* € M and ciphertext ¢* € C (in support):

Pr [M =m"|C = c"|=PrM = m"|
k—Gen

m Let's see why shift cipher is not perfectly secure.

B C ™ 311 I 1 Y P

k=3 S ; &ttad‘\
Caftack o o CRKEL = DRRITL. o 0 s
[ Oo O - OO/W@ dund gn
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Definition 3 (Shannon'49)

Let Ht (Gen, Enc, De% beezin EKE with message space M.

is perfect[g secure if fofapy message distribution M over M,
message m* € M and aphertext c* € C (in support):

Pr [M = m*|C = c*| # Pi{M = m"|
k<Gen

m Let's see why shift cipher is not perfectly secure.

" B[] )

L s , D attack
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ﬁﬂ& Oo OO """"""""" . OO/W{O dmw\gv\

14122



Modelling ‘No Information Learnt”: Shannon's Take...

Definition 3 (Shannon'49) fr [attad{] = _‘. = 7 [defygmﬂ

Let Ht (Gen, Enc, De g\fbe an EKE with message space M.
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?
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Let Ht (Gen, Enc, De g\fbe an EKE with message space M.
is perfect[g secure L oy message distribution M over M,
message m* € M and aphertext c* € C (in support):
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Modelling ‘No Information Learnt’: Imitation Game

m Turing's Imitation Game (Turing Test)

Left world Bight world

A9
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m Turing, on artificial intelligence: "Are there imaginable digital
computers which would do well in the imitation game?’
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Modelling ‘No Information Learnt’: Imitation Game

m Turing's Imitation Game (Turing Test)

Left world © Agntworld  Left world R world Left world & gt world
e E. . E. s : .
- | Al - | Al =/ | Al
R VR

® 7 e

m Turing, on artificial intelligence: "Are there imaginable digital
computers which would do well in the imitation game?’

m To paraphrase: sign of artificial (human) intelligence if no
human can tell the two worlds apart.

~
~
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Left world Bugot Loor 4

.What are our two worlds?
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R
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Modelling ‘No Information Learnt’: Imitation Game...

Left world ¢ Rugt world
@ What are our two worlds? [Gon ok | [onok
m ‘Left” world: always encrypt mg ma @—[cnc|
"Right” world: always encrypt my :

mmu 5 mm<<2c
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Modelling ‘No Information Learnt’: Imitation Game...

Left world ¢ Rugt world
m What are our two worlds? [y [Gen Jo—k
m ‘Left” world: always encrypt mg @—tc] | @[t
"Right” world: always encrypt my : '

BT
Definition 4

An SKE [1 = (Gen, Enc, Dec) is perfectly-secure if for any
eavesdropper Eve and messages (mg, my) € M:

Pr  [Eve(c) outputs ‘left’] = Pr  [Eve(c) = outputs 'left]
k«<Gen k<Gen
c«—Enc(k,mg) c<—Enc(k,m;)
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BT
Definition 4

An SKE [1 = (Gen, Enc, Dec) is perfectly-secure if for any
eavesdropper Eve and messages (mg, my) € M:

Pr  [Eve(c) outputs ‘left’] = Pr  [Eve(c) = outputs 'left]
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Modelling ‘No Information Learnt’: Imitation Game...

Left world : Rugt world
@What are our two worlds? (o sk | [onok
m ‘Left” world: always encrypt mqg @] | @—{cnc
"Right” world: always encrypt my : '

BT
Definition 4

An SKE [1 = (Gen, Enc, Dec) is perfectly-secure if for any
eavesdropper Eve and messages (mg, my) € M:

Pr  [Eve(c) outputs ‘left’] = Pr  [Eve(c) = outputs 'left]
k«<Gen k<Gen
c«—Enc(k,mg) c<—Enc(k,m;)
Exercise 5

Show that shift and substitution ciphers are not perfectly secure
w.r.to above definition.
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How to Model ‘No Information Learnt?...

m We saw two definitions.

‘Informgtion theoretic imikation gpme
Left world & Ruhtuerld
woL (M =m[C = 7] = PiiM = m7] Con sk : Gon >k
”"H "‘ﬁ
: : —
ol )
’ = I =
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How to Model ‘No Information Learnt?...

m We saw two definitions. There are two more.

‘Informgtion theorebic imikakion gpme’
Left world & Ruhtuerld
B = (€ = &)= il = ] Gen s>k . [
®—{en] @—[enc]

C

¢ .
m,‘mC < N m.,‘m\C
N : @@ﬂ

Gen =¥ b

Ma, 00
5 : < K0}
Do [Enclk,mo) = ¢ = Pr_[Enclk, mi) = c'] DN B@ﬂ
T k\é/

C

m ‘Semantic-security’: ciphertext contains no info. about plaintext
m Ciphertext indistinguishability: variant of imitation game
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How to Model ‘No Information Learnt?...

m We saw two definitions. There are two more.

‘Informgtion theorebic imikakion gpme’
Left word — © Right Lor 14
kfcren[M = m|C = ¢ = PiM = ] k : Gon fi—k
®—{enc] @)—[Erc
. f —k
Mo < . o 0%
= I =

Gen (8 bé o
Mo,
)
Pr [Enc(k mo) = ] = Pr [Enc(k, my) = c| 5 o« p@q
k«Gen keGen
<«
b

m ‘Semantic-security’: ciphertext contains no info. about plaintext
m Ciphertext indistinguishability: variant of imitation game
Exercise 6

Show equivalence of all these definitions. v



One-Time Pad (Vernam' Cipher)

6. S. VERNAM.
SECRET SIGHALING SYSTEW,
AFPLICATION FLED SEPT. 12, 1515,
1,810,719, Tatented July 22, 1919,

2 SHEETS-SNEET 1
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One-Time Pad (Vernam’ Cipher)...

Construction 8 (Message space {0,1}‘T"
ool k=00 O %O @Dk ) ' ‘
] ]ﬁ%‘ﬂ‘o S T S oo

¢ (=110110
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—
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One-Time Pad (Vernam’ Cipher)...

Construction 8 (Message space {O, 1}7°

&OHO\

|« =aon ,} O._- @)

o) st 10110

- nono _
L=1oho '
Pseudocode 2 (Message space {0,1})

m Key generation Gen: output k « {0,1}°
m Encryption Enc(k, m): output ¢ .= k@& m
m Decryption Dec(k, c): output m = k & ¢
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One-Time Pad (Vernam’ Cipher)...

Construction 8 (Message space {O, 1}7°

: aouox -
- |« OHOH ; O; i)
- HOI\O | - 110110 .
(= HO\
Pseudocode 2 (Message space {0, 1}6)
m Key generation Gen: output k « {0,1}°
m Encryption Enc(k, m): output ¢ .= k@& m
m Decryption Dec(k, c): output m = k & ¢
Exercise 7
1 Design OTP for message space {a, - - - ,z}g

2 How is this different from polyalphabetic shift cipher?
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One-Time Pad is Perfectly Secure

Theorem 5 (Shannon'49)

One-time pad is perfectly secure.

Proof.
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Theorem 5 (Shannon'49)

One-time pad is perfectly secure.

Proof.
Goal s to show: Veve, ¥eng m,e R

13

re‘i’)@

& Wy Pr[Evg(ma@v);ielrkq = ‘/21 > fr[{ve(m,@r);ielrtq

2 t
(é—{m%
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One-time pad is perfectly secure.

Proof.
Goal ko how: Veve, Frmym e
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OTP IRL

‘Bed telephone’

Moscow—Washington hotline

Radio Netherlands

ArChiVes From Wikipedia, the free encyclopedia

Article

Redirected fro

Operatlon Vula: A secret Dutch network against apartheid

Published 9th September 1999
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OTP IRL

‘Bed telephone’

Moscow—Washington hotline

Radio Netherlands

ArChiVes From Wikipedia, the free encyclopedia

Article

Redirected fro

Operatlon Vula A secret Dutch network against apartheid

Published 9th Sept

@Whg not use OTP for all purposes?

m Keys are as large as messages |[K| = |M|
m Why not re-use keys? Then it becomes insecure! Why?

Declassified files reveal how pre-WW2 Brits
smashed Russian crypto

Moscow's agents used one-time pads, er, two times — oif!

Venona project

Article

From Wikipedia, the free encyclopedia
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m We saw why classical ciphers are broken by modern standards.
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To Recap

m We saw why classical ciphers are broken by modern standards.
m Learnt some important design principles
m Kerckhoffs' principles, sufficient key-space...
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m Saw various formulations of perfect secrecy
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To Recap

m We saw why classical ciphers are broken by modern standards.

m Learnt some important design principles
m Kerckhoffs' principles, sufficient key-space...

m Used lessons from breaking classical ciphers to formulate
perfect secrecy
m Saw various formulations of perfect secrecy

m Saw first formal proof (OTP is perfectly secure)
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Next Lecture

m Shannon'’s impossibility: [IC| > | M| for any perfectly-secure
SKE

m What do you do in face of Shannon's impossibility?
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m Kerckhoffs' principle

m ‘The system should be, if not theoretically unbreakable,
unbreakable in practice.
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m Kerckhoffs' principle

m ‘The system should be, if not theoretically unbreakable,
unbreakable in practice.

m Restrict to computationally-bounded Eve S > M
- m How to model computationally-bounded adversaries?
~m Pseudo-random generators (PRG)
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Next Lecture

m Shannon'’s impossibility: [IC| > | M| for any perfectly-secure
SKE

m What do you do in face of Shannon's impossibility?

m You compromise.

m Kerckhoffs' principle

m ‘The system should be, if not theoretically unbreakable,
unbreakable in practice.

m Restrict to computationally-bounded Eve S > M
- m How to model computationally-bounded adversaries?
~m Pseudo-random generators (PRG)

More Questions?
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