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Recall from Last Lecture

Sub-task: how to encrypt multiple messages using a short key

Sub-task reduces to constructing PRF
PRG — PRF: GGM tree-based construction
m Proof via hybrid argument EEEETTE Cm
e iy
Chosen-plaintext attack CMW%(/>@

m PRF — SKE secret against chosen-plaintext attackers
Everything built on top of PRG ShE <— PRF <— pRG,

m Only one construction yet: unpredictable sequences — PRG
A\AU eggs in one basket
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Plan for This Lecture

m This lecture: hardness vs. pseudo-randomness
m Hardness in the form of one-wayness:

m One-way function (OWF)
m One-way permutation (OWP)
DWF

oLP
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Plan for This Lecture

m This lecture: hardness vs. pseudo-randomness
m Hardness in the form of one-wayness:
m One-way function (OWF) SHE <— PAF < PRG
m One-way permutation (OWP)
m Several candidates for OWF and OWP OL’T)F R
oL

m One-wayness and hard-core predicates ,r\k

m Hard-core predicate for OWP — PRG
m Hard-core predicate for any OWP/length-preserving OWF

m Corollary: OWP — PRG
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m Intuitively: “easy to compute” function f that is “hard to invert”

J
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Let's Define One-Way Functions

m Intuitively:

Credit for images: Wikipedia (Cburnett and Tim Stellmach)

5[3[4[6]7[8[9]1]2
67/2|1/9]5]3]48
19/8[3/4/2|5/67
8/59(7/6/1]4]2]3
4/2/6/8/5/3|7/9]1
7/1(3]9/2/4]8[5]6
916/1(5/37]2(8]4
2/8|7]4[1]9l6/3]5
3lals|2/8]6]1]7]9
“Sojution

J

“easy to compute” function f that is "hard to invert”

5 7
6 195
8 6
4 8 3
7 2
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m Problem:
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Let's Define One-Way Functions

m Intuitively: “easy to compute” function f that is “hard to invert”

5/3[4]6[7[8[9[1]2 5[3 7
672195348 ; 6 195
1]9[8|3[4[2|5/6]7 98 6
85976 1]4/2/3 8 6 3]
4/2]6(8/5[3]7]9]1 4 8 3 1
7/1[3]9/2]4[8[56 7 2 6
9]6[1]5/3]7(2[8]4 6 2787 |
287419535 419 5
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m What does “hard to invert” entail? Attempt ».:

 PPT iavetker Inv, 31

1)
O [‘m ) 7@ @/_5
15 N \ Ib\@ @
'
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Let's Define One-Way Functions...

m Intuitively: “easy torcompute’ function that is *hard to invert’

' Defintion 1 (One-way function (OWF))
A function family f .= {f, : {0,1}" — {0, 1}m(”)}n€N

- m there exists an efficient algorithm F such that Vx : F(x) = f(x)

is one-way if

m for all PPT inverters Inv, the following is negligible:

= r nv(7,(x (£, (x
pin) = Pr [Inv(fo(x) € £, ()
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Let's Define One-Way Functions...

m Intuitively: “easy torcompute’ function that is *hard to invert’

' Defintion 1 (One-way function (OWF))
A function family f .= {f, : {0,1}" — {0, 1}m(")}neN

- m there exists an efficient algorithm F such that Vx : F(x) = f(x)

is one-way if

m for all PPT inverters Inv, the following is negligible:

p(n) = Pr [Inv(fy(x))

£ (fa
P ALY
m Length-preserving OWF: m(n) = n @O

m One-way permutation: f is length-preserving and bijective

m Convenient to consider “collection” of OWF:

{fi:D— R/}Ig{o,l}*
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OWEF or Not?

@ Some generic constructions:

fl( ) == f(x)0, where f is a OWF
fa(x1x2) := x1f(x2), where f is a OWF
3(X]_X2) = x1f(x1x2), where f is a OWF
fa(x) == G(x), where G is a PRG

AW N =

4/16



OWEF or Not?

@ Some generlc constructions:

w5 1 fx) = f(x)0X where f is a OWF
o2 f2( ) = x1f(x2), where f is a OWF
2 3 f3xa xz) = x1f(x1x2), where f is a OWF
¥4 fi(x):= G(x), where G is a PRG

@ A concrete construction:

4 fs(x1x2) := x1 - xo, where x; and x» are parsed as integers

4/16



OWEF or Not?

@ Some generlc constructions:
w5 1 fx) = f(x)0X where f is a OWF
) fz(xlxz) = x1f(x2), where f is a OWF
2 3 f3(xax) ;= xgf(x1x2), where f is a OWF
¥4 fi(x):= G(x), where G is a PRG

@A concrete construction:
I@ 4 fs(x1x2) := x1 - xo, where x; and x» are parsed as integers
m “Weakly” one-way since primes are dense enough

4/16



OWEF or Not?

@ Some generlc constructions:

w5 1 fx) = f(x)0X where f is a OWF
) f2(X1X2 = x1f(x2), where f is a OWF
2 3 f3(xax) ;= xgf(x1x2), where f is a OWF
¥4 fi(x):= G(x), where G is a PRG

@A concrete construction:
I@ 4 fs(x1x2) := x1 - xo, where x; and x» are parsed as integers
m “Weakly” one-way since primes are dense enough

Exercise 1

1 Show using security reduction that f, f, and fy are OWFs

2 Come up fs such that f3 i) remains one-way and ii) becomes
invertible
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larae constant in Zﬁ‘
@ 9

1 Multiplication modulo prime p: f, 5(x) := ax mod p
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OWEF Collection or Not?
) large 9 constant 0 25

K3 1 Multiplication modulo prime p: fp 4(x) := ax mod p

2 Squaring modulo prime p: f,(x) := x% mod p
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¥7 3 Exponentiation modulo prime p: f, ¢(x) := g* mod p
~DL¥ m Inversion is the discrete logarithm problem: believed hard
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OWEF Collection or Not?
large 9 constant 0 25

K3 1 Multiplication modulo prime p: fp 4(x) := ax mod p

K12 Squaring modulo prime p: fy(x) := x> mod p Q9““-@10"

¥7 3 Exponentiation modulo prime p: f, ¢(x) := g* mod p
m Inversion is the discrete logarithm problem: believed hard

«5'4 Squaring modulo composite N = pg: fy(x) := x> mod N
m Inversion as hard as factoring N! > (0(92 Pf\fYES

K35 Matrix multiplication modulo prime p: f4(x) = xTAmod p 7
m Inversion easy by Gaussian elimination™™> 1% ™M matnx over P

m But, inversion seems hard if we add small noise to the output P
LiE £ oming Up i Lectore lo]
Exercise 2

Show that taking square root modulo N is equivalent to factoring
N. (Hint: use the identity x*> — y?> = (x + y)(x — y) mod N)
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Let's Try to "Extract” a Hard-Core Bit

m Our goal: length-preserving OWF/OWP f — PRG G
m Our template: G(x) := f(x)b for some bit b = b must be
unpredictable given f(x)
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m Which b7~ B -

m What about least significant bit (LSB) b := x,?
m LSB is unpredictable (e.g) for squaring function modulo N
m Problem: x, maybe be leaked in some other fs
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L x { WC(‘) %.:j{—(x) Hx)
e (L o

IWhLCh b : -
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m LSB is unpredictable (e.g) for squaring function modulo N
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Let's Try to "Extract” a Hard-Core Bit

m Our goal: length-preserving OWF/OWP f — PRG G
m Our template‘ G( ) = f( )b for some bit b = b must be

(\H

IWhLCh b : -
m What about least stgmﬁcant blt (LSB) b := x,?
m LSB is unpredictable (e.g) for squaring function modulo N
m Problem: x, maybe be leaked in some other fs
m Maybe there is some bit x; that is not leaked?
m MSB is unpredictable (e.g) for exponentiation function modulo p
m_Problem: There exist OWFs such that each bit is predictable
with a non-negligible probability

Exercise 3
Come up with such a OWF. What about such a OWP?

W) Hx) a.—:?(*)
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Therefore, Hard-core Predicates

m Takeaway: cannot just output some bit of the mput
m What about a predicate of the anut7 '
m Intuitively, we need a predicate that LS

m Easy to compute given x
m Hard to predict given f(x)

\(\(. ‘a
Defintion 2
A predicate hc : {0,1}" — {0, 1} is hard-core for a function family
fn:{0,1}" — {0, 1}™, if for every PPT predictor P, the following is
negligible

o(n) = xel{:)or,l}"[P(f(X)) = hc(x)] —1/2
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Therefore, Hard-core Predicates...

Defintion 2

A predicate hc : {0,1}" — {0, 1} is hard-core for a function family
fn:{0,1}" — {0,1}", if for every PPT predictor P, the following is
negligible

5(n) == XHE)OFVI}"[P(f(X)) — he(x)] — 1/2

m For “lossy” functions (e.g., fo(x) = 0”), unpredictability stems
from information loss

m For “non-lossy” functions (e.g, OWP), unpredictability is
computational and stems from one-wayness

8/16



Hard-Core Predicate — Pseudo-Random Generator

Theorem 1

Let f be a OWP and hc be a hard-core predicate for f. Then the
PRG G(x) := f(x)hc(x) is a PRG.
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Theorem 1
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Corollary 2
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Next Let's Consider “Good” Predictors

Theorem 3 (Coldreich-Levin Theorem)
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To Recap
SKE «— PRF «— pRG

OWF AR
m We saw pseudo-randomness via one-wayness
m OWP — hard-core bit - PRG
m Several examples of OWP:

1 Exponentiation modulo prime p (discrete-log assumption)
2 Squaring modulo composite N = pgq (factoring assumption)

owP\

m Discrete-log problem/factoring — PRG
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m Requirement can be further relaxed: any OWF — PRG
m Worst-case hardness — complexity-theoretic PRG

m Hardness < Unpredictability <= Pseudorandomness
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