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CS783: Theoretical Foundations of Cryptography

Lecture 7 (20/Aug/24)

[nstructor: Chethan Kamath
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Skt m Task 1: secret communication in presence of eavesdroppers

m Later considered the stronger chosen-plaintext attackers
PRF m In both cases, Task 1 reduced to constructing a PRF
PRG m Constructing PRF reduces to constructing PRG

$
( m Last lecture:
ovf€

4]
onp. ™ Defined OWF and OWP
-~ 3- Defined hard-core predicates nc

(b
1 Constructed hard-core predicates for any OWP

2 Hard-core predicate for OWF/OWP — PRG

m 142 = OWP — PRG
m Can be relaxed to OWF — PRG, and thus OWF«+PRG
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m So far: adversaries who are passive
~m Eavesdroppers of various forms, chosen-plaintext attacker.--------.

e

m Task 2: secret communication against active adversary
m Sub-task: How to detect tampering?

m Message authentication codes (MAC)
m PRF — MAC

m How to model secrecy against tampering adversary?

m Chosen-ciphertext attack (CCA)
m CPA-secret SKE + MAC — CCA-secure SKE
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What Exactly Is the Security Goal?

m The setting: Caeser and his general share a key k € {0,1}"
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m What can Tam do?
1 Modify what Caeser’s sends to the General (integrity)

m All schemes we've seen so far (OTP, computational OTP,
CPA-secret construction) are malleable!

m Why not use error-detecting codes? Doesn't stand up to
adversarial errors (only stochastic errors).

2 Try to impersonate Caeser by injecting messages (authenticity)

m We cannot prevent this: the hope is to detect when it happens
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What Exactly Is the Security Goal?..

o : .Oo, /ﬂK{oC){“I:CES L
b By et o @/
iy ERC

Mo (agser Geherd

m How do we ensure integrity and authenticity?

m Append “additional information” t with the ciphertext
m Message-authentication code (MAC)

m Think of it as “cryptographic” version of error detection!
m For now, let's forget about secrecy and focus on detecting
tampering
m Why? Modularity.

m Later: MAC + any CPA-secret SKE — “secret communication”
against Tam
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1 Message-Authentication Code (MAC)
2 Constructing MACs

3 Chosen-Ciphertext Attack



Syntax of Message-Authentication Code (MAC)

Defintion 1 (Message-Authentication Code (MAC))

An MAC M is a triple of efficient algorithms (Gen, Tag, Ver) with
the following syntax:

X

B
(aeser Genera
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[
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Defintion 1 (Message-Authentication Code (MAC))

An MAC M is a triple of efficient algorithms (Gen, Tag, Ver) with
the following syntax:
Sty \)oram&ef

,_ﬁfran heyspace K.,

S — Gen Hl‘\
O

OQ"l"f,-a

3

= -
S o2
¢ 0 .

G
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Defintion 1 (Message-Authentication Code (MAC))
An MAC M is a triple of efficient algorithms (Gen, Tag, Ver) with

the following syntax:
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Syntax of Message-Authentication Code (MAC)

Defintion 1 (Message-Authentication Code (MAC))

An MAC M is a triple of efficient algorithms (Gen, Tag, Ver) with
the following syntax:
Sty \)oram&ef

' e from kﬂgspacg Ko
0 Gen Hk‘; S m :
lA TQ@ $—>t ;Oo O Ve( ﬁO :;
“V.>_>_rn .‘.“‘ ? —’——_\5-__———___—~> i
From - % ﬁ @u/
me SSOQCSFGC@ M (aeser Gener

m Correctness of verification: for every n € N, message m € M,

Pr [Ver(k,t) =1]=1
k«Gen(1"),t«—Tag(k,m)
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How to Define Security?...

Defintion 2 (EU-CMA)  Typically ”69“9‘8&& omial

A MAC M = (Gen, Tag, Ver) is (€, q)-EU-CMA secure if no PPT
tampering adversary Tam that makes at most q queries can break
M as below with probability e.
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m Ver(k, t, m): Compute m’ := Dec(k, t) and accept if m = m’
2 Append-0 MAC: Given MAC M = (Gen, Tag, Ver), define M’ as
5 m Tag'(k, m) := t0, where t < Tag(k, m)
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Let's Start with a One-Time MAC (g = 1)

: OO&%

(acser Generd
m Caeser & General “share a line" L; MAC of m is its evaluation
m Why is this a one-time MAC? Given (mx,‘t) line is still hidden
(l Abstraction: pairwise-independent (Pl) hash function

m Intuitively: behaves like a random function as long as it is
evaluated on at most two points

Defintion 3

A function H : IC x M — T s a pairwise-independent (Pl) hash
function if for all m#+ m' € M and all t,t' € T,

Pr[Hilm) = t, H(m) = ] = 1/|T|*
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Construction 1 (One-Time MAC from Pl hash function)

m Gen(1"): sample key k < IC
m Tag(k, m): output t := H(k, m)
m Ver(k, t, m): accept iff H(k, m) =t
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Construction 1 (One-Time MAC from Pl hash function)
m Gen(1"): sample key k < IC
m Tag(k, m): output t := H(k, m)
m Ver(k, t, m): accept iff H(k, m) =t

Theorem 1 (Construction 1 is information-theoretically secure)
If H is a Pl hash function then Construction 1 is
(1, 1/|T|)-EU-CMA-secure against any Tam.
Proof.
For 0 ouput by Tam
= |
Pe [ Hm®) ) = Z A = 79
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How to Construct Pairwise-Independent Hash?

m Recall the informal construction:

m Key defines a “line” L
m Hash value on m is its evaluation on L
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How to Construct Pairwise-Independent Hash?

L
e 7‘?“
m Recall the informal construction: 7 N
A e R N
m Key defines a “line” L L b |
m Hash value on m is its evaluation on L N ya

T—em
m Implement this over (Zp, +), the additive group modulo prime p
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Exercise 2 (Key-size lower bound for information-theoretic MAC)

Show that any M that is (€, q)-EU-CMA-secure against all Tams
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But What if You're Given an Oracle in the Sky?

m Setting:
m Caeser and his general have shared a key k € {0,1}"
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1 Message-Authentication Code (MAC)
2 Constructing MACs

3 Chosen-Ciphertext Attack



Why are Malleable Ciphertexts Problematic?

m Recall: all SKE constructions so far are malleable

kM (=G(FE®m ¢ (Felr)@m,r)
@ (Oﬂ\gﬂb}mﬂa\ owp POF-Ske

13/18



Why are Malleable Ciphertexts Problematic?

m Recall: all SKE constructions so far are malleable

C= DM (=G(EXDm = (Felr)om, r)
QTE (Oﬂ\f@zﬁmﬂa\ Op POE-Ske

m There were historical cases where this was exploited

m Padding oracle attack
m Bleichenbacher’s attack on PKCS#1 v1.5

13/18



Why are Malleable Ciphertexts Problematic?

m Recall: all SKE constructions so far are malleable

m There were historical cases where this was exploited

m Padding oracle attack
m Bleichenbacher’s attack on PKCS#1 v1.5

m These attacks roughly follow following high-level template:
m Maul ciphertext
m Use a ‘decryption oracle’ to learn info. about mauled plaintext
m Infer information about the original plaintext
m (Repeat if necessary)
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m Recall CPA: adversaries who can influence Caeser’s messages
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Exercise 3 (CCA model)

Show that Construction 1 from Lecture 5 is not CCA-secure.
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CCA-Secure SKE via Encrypt-then-MAC
Construction 4 (Based on CPA-secret SKE [1:= (Gen, Enc, Dec)
and EU-CMA secure MAC M := (Gen™, Tag, Ver))

m Gen'(1"): output keys k < Gen(1") and k* < Gen*(1")
m Enc((k, k*), m): output ¢ < Enc(k, m) and t < Tag(k*, c)
m Dec((k, k*), (c, t)): output m := Dec(k, c) if Ver(k*, c,t) =1
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m Task 2: secret communication against active adversary
m Sub-task: How to detect tampering? o

® Message authentication codes (MAC)
m Pairwise-independent hash — one-time MAC -
m PRF — (many-time) MAC

m How to model secrecy against tampering adversary?

m Chosen-ciphertext attack (CCA)
m CPA-secret SKE + MAC — CCA-secure SKE ¢
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