CS783: Theoretical Foundations of Cryptography

Lecture 23 (05/Nov/24)

Instructor: Chethan Kamath



m Program obfuscation: “scramble/encrypt” a program such that

1 functionality preserved
2 hard to "reverse engineer”

&

char isPrime(int p){
int i=0;
while(i<p){i++;}
return "false";

}
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Recall from Last Lecture

m Program obfuscation: “scramble/encrypt” a program such that

1 functionality preserved e
2 hard to “reverse engineer” @ "‘a;:s':’;'"e“"‘ B
( whlle(1<p)(1++;) )

char isPrime(int p){ \ return "false";
int i=o;
while(i<p){i++;}
return "false”;

e~

" char isPrime(int p){ \

int i=0; 010
uhue(1<p)(1n } faisa

return "false”

—_ =

}

___..ﬁ,._.-—f

m How to formalise “hard to reverse engineer"?
m Virtual black-box obfuscation (VBBO): anything learnable
“white-box" given P is learnable ‘black-box" given only oracle

access to P
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Recall from Last Lecture

m Program obfuscation: “scramble/encrypt” a program such that

1 functionality preserved P———
2 hard to “reverse engineer” /- chax Astrineint )

( while(i<p){i++;}

\ return "false”; /

e~ J

char isPrime(int p){
int i=0;
while(i<p){i++;}
return “false';

" G isPrime(int p){ \\

int i=0; 9‘6
le(ip)(10e5) false

return "false”

}

,___...-.,._.-'

m How to formalise “hard to reverse engineer"?
m Virtual black-box obfuscation (VBBO): anything learnable
“white-box" given P is learnable ‘black-box" given only oracle

access to P

=+ Bypassed black-box separations exploiting primitive's program:

s OWF 289, owp
m SKE YBBO, pkE
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Recall from Last Lecture

m Program obfuscation: “scramble/encrypt” a program such that
1 functionality preserved .

2 hard to “reverse engineer” /- chax Astrineint ) R
( while(i<p){i++;}
\ return "false”; /
e~ J

char isPrime(int p){
int i=0;
while(i<p){i++;}
return “false';

" G isPrime(int p){ ‘\

int i=0; 9‘6
while(1<p) (1++:) false

return "false”

}

,_.__..“__.-'

m How to formalise “hard to reverse engineer"?
m Virtual black-box obfuscation (VBBO): anything learnable
“white-box" given P is learnable ‘black-box" given only oracle

access to P

=+ Bypassed black-box separations exploiting primitive's program:

m OWF 222, owp
m SKE Y252, pKE
— Impossibility of VBBO for general programs
m Key idea: programs that spit out secret when run “on itself”
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m What do we do in the face of this impossibility?
m Relax requirement to indistinguishability obfuscation (10)
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m What do we do in the face of this impossibility?
m Relax requirement to indistinguishability obfuscation (10)

= How to use 10: PRG % PKE
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Plan for Today's Lecture

m What do we do in the face of this impossibility?
m Relax requirement to indistinguishability obfuscation (10)

JENUSS e —————

Y i 1sane(1nt p){ \ char isPr;me( nt p){ N

int i=0; Nt ase . \
| while(i<p){i++ i eufi g;{}f,z,) )
\ return "false" return "false’; %
b —_—
L e

m How to use 10: PRG LN PKE

m How to use 10: punctured programming
m Puncturable PRF (PPRF)

m PPRF = PKE
m PPRF — digital signature
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Plan for Today's Lecture...

General template: Peogram obfu gation
1 ldentify the task
2 Come up with precise threat model M (a.k.a security model)

m Adversary/Attack: What are the adversary's capabilities?
m Security Goal: What does it mean to be secure?

3 Construct a scheme 1

4 Formally prove that I in secure in model M
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General template: Program ob{u sation
1 ldentify the task
2 Come up with precise threat model M (a.k.a security modeD

m Adversary/Attack: What are the adversary's capabilities?
m Security Goal: What does it mean to be secure? —s |p %(u)rl’hj

wWinie-lpoy. O\sghv\gu'\dflev

3 Construct a scheme [1
64 Formally prove that Il in secure in model M

Nexe lodarre
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Plan for Today's Lecture...

1 Indistinguishability Obfuscation (l1O)

2 How to Use 10: PRG 19, PKE

3 How to Use |0: Punctured Programming
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1 Indistinguishability Obfuscation (IO)

2 How to Use 10: PRG ‘9 PKE

3 How to Use |O: Punctured Programming
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m Security via “simulation”: anything learnable “white-box" given
.'Ls learnable “black-box" given only oracle access to P

P char isPrime(int p){
P int i=0;
o3 [~ ‘FQ > while(i<p){i++;}
= Tl return "false";
false ake
N ]
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Recall VBBO

[ Securttg via “simulation”: anything learnable “white-box" given
[P/Ls learnable “black-box" given only oracle access to P

DS

J~ - a “ehar Prlme(int o \ e~ P cha JSPI].me( nt p){
P { int %=0; \ S int i=
R whil p){l 2 5] b3} whlle(l p){i++;}
— &(2/ return "fals / - m return "false";
- false e/‘ 7 £
N e

Defintion 1 (VBB obfuscator)

A PPT algorithm Obf that takes as input any program P and a

security parameter n, and outputs obfuscated program’:F;) such that:
1 Functionality preserved: for all inputs x,iﬂx) = P(x)

2 Small slowdown: run-time of P)is poly. in n and run-time of P
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Recall VBBO

[ Securttg via “simulation”: anything learnable “white-box" given
[P/Ls learnable “black-box" given only oracle access to P

DS

. /P/i A “ehar pnme(mt P D o P cha, 15"11"\6( nt p){
int \=0; \ 3
| whileWi<p) {i++;} =~ }9) h 1 ( p)( +5}
B 2 / = return "false";

—

] Tolee \e)turn false"; 4 - Take ,
I O 7y

Defintion 1 (VBB obfuscator)
A PPT algorithm Obf that takes as input any program P and a
security parameter n, and outputs obfuscated program’:F;) such that:
1 Functionality preserved: for all inputs x,iﬂx) = P(x)
2 Small slowdown: run-time of P)is poly. in n and run-time of P

3 VBBO security: for every PPT W, there exists PPT B that can
simulate W's output on inputlﬁusing only oracle access to P.
That is, the following is negligible:

Pr[w(.) 1) —pe (eP(r1P=]
.<—Ob
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‘How to define 10?
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\0(1 '.P) (1):chl)f>
‘How to define 10? Obfuscations of two functionally-equivalent,

(ki me o~ Same-sized programs are computationally indistinguishable
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Let's Define Indistinguishability Obfuscation (1O)
Ve B G)=Rl1)

@ How to define 107 Obfuscations of two functionally-equivalent’

(b e o~ Same-sized programs are computatlonallg 'Lndlstinguishable

IS e

0 char 15ane(1nt P){ \ char 15Pr1me(1 nt p){ \

int i=0; A\ \
{ while(i<p){i++;} / wnlxe(1<z*p;(1 =24 )
return "false"; e
\\} ..»-/

Defintion 2 (Indistinguishability obfuscator (10))

A PPT algorithm Obf that takes as input any program P and

security parameter n, and outputs obfuscated programCP)such that:
1 Functionality preserved

2 Slowdown is polynomial
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Let's Define Indistinguishability Obfuscation (1O)

N b ()=0)
@ How to define 107 Obfuscations of two functionally-equivalent’
(b e o~ Same-sized programs are computationally indistinguishable

Defintion 2 (Indistinguishability obfuscator (10))
A PPT algorithm Obf that takes as input any program P and
security parameter n, and outputs obfuscated programCP)such that:
1 Functionality preserved
2 Slowdown is polynomial

3 10 security: for every functionally-equivalent, same-sized Py
and P, and PPT distinguisher D, the following is negligible:

pr (v @)= - P (v @)=

—\

@{\/% Ob§ 0(\/ Pr) l_z}% ObE On/ Pq_) 4113



Let's Define Indistinquishability Obfuscation (10O)...

@Assuming P = NP, can you construct an 10?
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@Assumlng P = NP, can you construct an 10?

m Output the lexicographically-first functionally-equivalent
program
/N Thus hard to show that I0—OWF (unlike VBBO)

m Will imply P # NP
Exercise 1 (VBBO vs. 10)

1 Show that VBBO — 10
2 Figure out why Theorem 1 from Lecture 22 fails for 10
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Let's Define Indistinquishability Obfuscation (10O)...

@Assumlng P = NP, can you construct an 10?

m Output the lexicographically-first functionally-equivalent
program
/\Thus hard to show that [0—OWF (unlike VBBO)

m Will imply P # NP
Exercise 1 (VBBO vs. 10)

1 Show that VBBO — 10
2 Figure out why Theorem 1 from Lecture 22 fails for 10

Exercise 2 (IO is the “best-possible obfuscation”)

If VBBO is possible for a program class C, then an 10 Obf for C is
also a VBBO

4/13



1 Indistinguishability Obfuscation (1O)

2 How to Use 10: PRG % PKE

3 How to Use |O: Punctured Programming
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@ How to construct PKE using PRG G : {0,1}" — {0,1}?™
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How to Use 10: PRG G % PKE

@ How to construct PKE using PRG G : {0,1}" — {0, 1}*™
m Secret key is sk < {0,1}" and pk := G(sk)
m Ciphertext is obfuscation of function C below

c(x){
/*Hardwired: pk, m */
if(G(x)=pk) output m
else output "L"

}
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How to Use 10: PRG G % PKE

@ How to construct PKE using PRG G : {0,1}" — {0, 1}*™
m Secret key is sk < {0,1}" and pk := G(sk)
m Ciphertext is obfuscation of function C below
C(x){
/*Hardwired: pk, m */
if(G(x)=pk) output m
else output "L"

}

Construction 1 (G : {0,1}" — {0, 1}*"—I = (Gen, Enc, Dec))

m Gen(17):

m Sample sk < {0,1}"

m Output pk := G(sk) as public key and sk as secret key
m Enc(pk, m): outpuﬂ—C/\f— Obf (C)
(] Dec(sk,@): output@(sk)
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How to Use 10: PRG G % PKE

@ How to construct PKE using PRG G : {0,1}" — {0, 1}*™
m Secret key is sk < {0,1}" and pk := G(sk)
m Ciphertext is obfuscation of function C below
C(x){
/*Hardwired: pk, m */
if(G(x)=pk) output{m b\\’;@c(élé“
else output "L"

}

Construction 1 (G : {0,1}" — {0, 1}*"—I = (Gen, Enc, Dec))

m Gen(17):

m Sample sk < {0,1}"

m Output pk := G(sk) as public key and sk as secret key
m Enc(pk, m): outputfl;C’)H Obf (C)

i

m Dec(sk,C): output|C(sk)

Exercise 3
Prove that Construction 1 is secure if Obf is VBBO
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If Obf is an 10 and G is a PRG then Il is a PKE
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How to Use 10: PRG G % PKE..

Theorem 1
If Obf is an 10 and G is a PRG then Il is a PKE

Proof Sketch (Hybrid argument).
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How to Use 10: PRG G % PKE..

Theorem 1
If Obf is an 10 and G is a PRG then Il is a PKE

Proof Sketch (Hybrid argument).

Leb world Ho Goal Aight vorld K
P . e = ~="
€ g A\ < ot A

/*Hardwired: pk, mg*/ /*Hardwired: pk, m*/

: S (
Plf\ :Q@F\)’\ 1F(6(x)=pk) output m ) 72 P\‘\:Q@K}(\ i£(6()=pk) output )

else output "L else output "I

—_——— —— o= — —
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How to Use 10: PRG G % PKE..

Theorem 1

If Obf is an 10 and G is a PRG then Il is a PKE

Proof Sketch (Hybrid argument).
Lebe world Ho

—_———— T TN

- .
cx( N
/*Hardwired: pk, mg*/

______,r«-—‘\

— .
< cxq D .
/*Hardwired: pk, m{*/

Pl’\ SACHI if(6(x)=pk) output mk ) =~ P\/\:Q@@(\ 1£(G(x)=pk) output
: \ 2 ¢ \

else output "L

—— T T\
: € cong \
. 2n /*Hardwired: pk, m{*/ \:
: Pl‘\e«io,\k A if(G(x)=pk) output ms /;
: \

else output "L

- —— — ——

Lebt h\jbr'\d wofld Ko

else output "l ’:

= —— — ——
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How to Use 10: PRG G % PKE..

Theorem 1
If Obf is an 10 and G is a PRG then Il is a PKE

Proof Sketch (Hybrid argument).

Left wolld Ho Goal fight world K
em——— T | P i
: € coat A @ ot \
: /*Hardwired: pk, mg*/ \: S /*Hardwired: pk, m*/ \
: Pl’\ =Gk} 11(600=pk) output my [t ~ P\«:Q@K}(\ 17(6(x)=pk) output |
: 1\ else output "L / . . \ else output "L" / :
| — AT | — -
------------------- é------------------ teeecsccscsccscccccccscccscccscccsccccccsccsccsse

/*Hardwired: pk, mg*/

)
‘\e«io \k \ if(G(x)=pk) output mf /;

else output "L

- —— — ——

~ Umms oy bg pseodorcmc\o mness ok &



How to Use 10: PRG G % PKE..

Theorem 1
If Obf is an 10 and G is a PRG then Il is a PKE

Proof Sketch (Hybrid argument).

Lel wotld Ho Goal Aight vorld K
coumena (| P D
TSy, A i\ TN A

/*Hardwired: pk, mg*/ 5 S /*Hardwired: pk, mf*/

PI/\ :Q@f\)’\\ if(G(x)=pk) output m¥ ) = P\‘\:Q@f\){\ if(6(x)=pk) output i} )

else output "L else output "L"

) 4 W /
Nreereresses = N - —
o o
conmemaEN ¢ P N
Y \ . : € g N

on /*Hardwired: pk, mg*/ \ 0 n /*Hardwired: pk, mi*/ h
Pl‘\««‘to.\k A if(G(x)=pk) output mf /: : Pkeiotxgl\ if(G(x)=pk) oUFput it /:
\ 6 ¢ :

else output "L else output "L

) 4 A 4
N — N = =
,,,,,,, Left hyorid world W5 g hyoridk werld B
~ Umms oy bg pseodorcmc\o mness ok &



How to Use 10: PRG G % PKE..

Theorem 1
If Obf is an 10 and G is a PRG then Il is a PKE

Proof Sketch (Hybrid argument).
Lelt world Hp Goal fight world H,

P e N . ————— TN
. . -1 \ E E 4 C(x;(H d d k, m*/ \\:
. /*Hardwired: pk, mg*/ A *Hardwired: pk, nf*
: Pl'\ <GleR) | #f(e00=pk) output ): =~ p\'\:o@h),\ 11(6(x)=ph) output a1
. else output "L . . else output "L" :
: W AR A -
N - — 5 N =
A Z 20
T TN i
: {/ ) N {/ o N
. 2 /*Hardwired: pk, mg*/ ot n /*Hardwired: pk, m*/
. Pl‘\’v“iolo!n,\ if(G(x)=pk) output my ): ~. Pkeio.%\gl,\ if(G(x)=pk) output mt );
. \ else output "L . . \ else output "L" .
: ) /oo ) /.
N — 5 N - -
Leke hyorid world B | faEhgrid oA
R UM HomHd by pseadaranddmness of &
~ Uaimz: When pagimage(G), Homk! by (O searty
Loy prob. 1=Yan ]



How to Use 10: PRG G % PKE..

Theorem 1
If Obf is an 10 and G is a PRG then Il is a PKE

Proof Sketch (Hybrid argument).
Lelt world Hp Goal fight world H,

S . . T e

P ~ | __ N

. £ g A . <t A\ .

0 /*Hardwired: pk, mg*/ \: ~ S /*Hardwired: pk, m{*/ \

: Plf\ =GR, 2rsoo=phy output my [ A P\’\:Q@f\){\ 14(600=pk) output |

. ‘ else output "L . . \ else output "L" :

0 \ ) y . . ) 7 .

N = — 5 N - - .

.................. é--.-.--.---------- 3000000000000000000008500000000000C00E
R e

e —— — - —— >

: {/ o D\ {/ 0 %

: 2n /*Hardwired: pk, mg*/ \: ~ n /*Hardwired: pk, mi*/ \

: Plﬂe«io.&k \ 11(600=pk) output m |t ~ Pkeiotxg { if(G(x)=pk) output m )

. ‘ else output "L . . ‘ else output "L" .

: A 3 /o ) 3 &

N — 5 N = =

A Uaimi: Homld & W~b! by preadoranddmness ok &
~ Uaimz: When W¢x«cgge(o), Womk! by [0 seurky.

(W] prob I=Ygn O



(x){
/*Hardwired: pk, m*/
if(G(x)=pk) output m
else output "L"

}

cx){
/*Hardwired: pk, my*/

else output "L"

}

.
N if(G(x)=pk) output my
.

m What is going on?
m 10 can be used to hide secrets (in this case, messages)
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How to Use 10: PRG G % PKE..

: { /*Hardwired: pk, m5*/ :
P\‘\:Q@K),x if(6(x)=pk) output m§ ):

else output "L" J

N n /*Hardwired: pk, mi*/ :
. Pl’\eioﬂ%,\ if(6(x)=pk) output my ):
. /.

else output "L"

<)

1’\%&@&“}\ output "L1" \ .
}

m What is going on?
m |0 can be used to hide secrets (in this case, messages)
m Hiding exploits pseudorandomness of PRC:
m When y is outside the image of G, message is never used
m Switch from pk := G(x) to pk := y is indistinguishable
6/13



1 Indistinguishability Obfuscation (1O)

2 How to Use 10: PRG ‘9 PKE

'3 How to Use 10: Punctured Programming
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m Public key is an obfuscation of SKE's encrypt algorithm Enc

with secret key k hardcoded
P

SO
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Recall Our Attempt at SKE YBB9, pkE

m Public key is an obfuscation of SKE's encrypt algorithm Enc
with secret key k hardcoded

Ph
amie 4—\\
m;rj\gm%.).)j\

Construction 2 (I = (Gen, Enc, Dec)—T1" = (Gen’, Enc’, Dec’))
m Gen'(17):
m Sample k — Gen(1")
[ Output(\Erlci:(k,-);-))as public key pk and k as secret key
m Enc'(pk, m; r): output c := pk(m;r)
m Dec/(k, ¢): output m := Dec(k, c)

7113



Recall Our Attempt at SKE VBBO, pKE .

m Using SKE based on PRF F: {0,1}" x {0,1}*" — {0,1}*™

Construction 3 (PRF F —T1" = (Gen’, Enc’, Dec’))

m Gen'(17):
m Sample k — {0,1}"
[ Output(\Enc(k, ))as public key pk and k as secret key, where

'

Enc(k, m;r) .= (F(k, r) ® m; r)

m Enc/(pk, m; r): output (c, r) := pk(m;r)
m Dec/(k, (c, r)): output m = F(k, r)® c
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Recall Our Attempt at SKE VBBO, pKE .

m Using SKE based on PRF F: {0,1}" x {0,1}*" — {0,1}*™

Construction 3 (PRF F —T1" = (Gen’, Enc’, Dec’))

m Gen'(17):
m Sample k — {0,1}"
[ Output(gnc(k, " -L\as public key pk and k as secret key, where

Enc(k, m;r) .= (F(k, r) ® m; r)

m Enc/(pk, m; r): output (c, r) := pk(m;r)
m Dec/(k, (c, r)): output m = F(k, r)® c

@Whg is Construction 3 insecure?
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m Gen'(17):
m Sample k — {0,1}"
[ Output(\Enc(k, " -))as public key pk and k as secret key, where
Enc(k, m;r) .= (F(k, r) ® m; r)
m Enc/(pk, m; r): output (c, r) := pk(m;r)
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Recall Our Attempt at SKE VBBO, pKE .

m Using SKE based on PRF F: {0,1}" x {0,1}*" — {0,1}*™

Construction 3 (PRF F —T1" = (Gen’, Enc’, Dec’))

m Gen'(17):
m Sample k — {0,1}"
[ Output(gnc(k, " -L\as public key pk and k as secret key, where
Enc(k, m;r) .= (F(k, r) ® m; r)

m Enc/(pk, m; r): output (c, r) := pk(m;r)
m Dec/(k, (c, r)): output m = F(k, r)® c

@Whg is Construction 3 insecure?
m Given challenger ciphertext (c*, r*), is it possible recover m*?
1 Run pk(0?"; r*) to obtain F(k, r*) & 02" = F(k, r")
2 Recover m* :=F(k, r*) @ c*
/\ Issue: adversary can @itrob random coins used to encrypt

7113



'How to "hide” random coins used to encrypt
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'How to “hide” random coins used to encrypt using a PRG G?
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Let's Fix Construction 2

@ How to “hide” random coins used to encrypt using a PRG G?
m Use G(r*) for r* « {0,1}" instead of r* « {0,1}?" as coin

Construction 4 (PRF F —T1" = (Gen’, Enc’, Dec’))

m Gen'(17):
m Sample k < {0,1}"
m Output Enc(k, - 2) as public key pk and k as secret key, where

Enc(k, m; r) :== (F(k, G(r)) & m; G(r))

m Enc/(pk, m; r): output (c, y) := pk(m; G(r))
m Dec’(k, (c,y)): output m = F(k,y)® c
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Construction 4 (PRF F —T1" = (Gen’, Enc’, Dec’))

m Gen'(17):
m Sample k < {0,1}"
m Output Enc(k, - 2) as public key pk and k as secret key, where

Enc(k, m; r) :== (F(k, G(r)) & m; G(r))
m Enc/(pk, m; r): output (c, y) := pk(m; G(r))
m Dec’(k, (c,y)): output m = F(k,y)® c

@ Why does the attack not work now?
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Let's Fix Construction 2

@ How to “hide” random coins used to encrypt using a PRG G?
m Use G(r*) for r* « {0,1}" instead of r* « {0,1}?" as coin

Construction 4 (PRF F —T1" = (Gen’, Enc’, Dec’))

m Gen'(17):
m Sample k < {0,1}"
m Output Enc(k, - 2) as public key pk and k as secret key, where

Enc(k, m; r) :== (F(k, G(r)) & m; G(r))

m Enc/(pk, m; r): output (c, y) := pk(m; G(r))
m Dec’(k, (c,y)): output m = F(k,y)® c

@ Why does the attack not work now? Need to invert PRG

m To formally prove IND-CPA security, we need additional
properties from PRF F...
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PRF F Needs to be “Puncturable”

Definition 2 (Puncturable PRF (PPRF))
A PRF F: {0,1}" x {0,1}*" — {0, 1}?" that additionally supports

m a puncturing algorithm ky+ < Puncture(k, x*)
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PRF F Needs to be “Puncturable”

Definition 2 (Puncturable PRF (PPRF))
A PRF F: {0,1}" x {0,1}*" — {0, 1}?" that additionally supports

m a puncturing algorithm ky+ < Puncture(k, x*)
such that

1 Function preserved at non-punctured points:

Vx # x*  Fr . (x) = Fi(x)
2 Value of Fg . at x* is uniformly random even given the
punctured key ky-

9/13



PRF F Needs to be “Puncturable”

Definition 2 (Puncturable PRF (PPRF))

A PRF F: {0,1}" x {0,1}*" — {0, 1}?" that additionally supports
m a puncturing algorithm ky+ < Puncture(k, x*)

such that

1 Function preserved at non-punctured points:

Vx # x*  Fr . (x) = Fi(x)
2 Value of Fg . at x* is uniformly random even given the
punctured key ky-

m PPRF can be obtained by modifying tree-based PRF from
Lecture 5

m PRG—PPRF
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IfF is a puncturable PRF and Obf is an 10 then I is a PKE
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Construction 4 is IND-CPA PKE

Theorem 3
If F is a puncturable PRF and Obf is an 10 then I is a PKE

Proof Sketch (Hybrid argument).
Let world Ho

/Enc(k ,m;x){ ) N
. /*Hardwired: k */ \ .
: Pl‘\i\ Set t:=G(I) ) 0
\ Output (c:=F(k ,t)®m,t)

P
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Construction 4 is IND-CPA PKE

Theorem 3
If F is a puncturable PRF and Obf is an 10 then I is a PKE

Proof Sketch (Hybrid argument).

Lefp world 8o “gjbr\dHl _______________
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“Enc(k ,m1){ \\ : 0 “Enc(k ,m;1){ A

: * ired: N . : *Hardwired: k  *
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9 \ Output (c:=F(k ,t)®m,t) /): I . \ Output (c:=F(k ,t)@m,t) J .
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/Enc(kg,m;r)( \ .

: /*Hardwired: k  */ \
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0 Output (c:=F(ky ,t)@m,t :
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Construction 4 is IND-CPA PKE

Theorem 3
If F is a puncturable PRF and Obf is an 10 then I is a PKE

Proof Sketch (Hybrid argument).

Let world Ho Hybrid K,
—————— —— z : e
“Enc(k ,m1){ \\ . . // Enc(k ,m;T){ \
. /*Hardwired: k  */ : . /*Hardwired: k  */ :
Pl’\i\ Setai::éfi) \’ : PRG 0 Pl‘\zl Set t:=G(r) \) .
9 \ Output (c:=F(k ,t)®m,t) J : I . \ Output (c:=F(k ,t)@m,t) J .
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Construction 4 is IND-CPA PKE

Theorem 3
If F is a puncturable PRF and Obf is an 10 then I is a PKE

Proof Sketch (Hybrid argument).

Lep world B Agorid Ay

______ e 0 : e — 0

: “Enc(k ,2,—1){(1 ) \\ : {/EncikH ,rg;f)(d . \\:

. /*Hardwired: */ . . _ *Hardwired: * .

E Pl’\:\ Set t:=G(1) \’ g P?C‘ : Pll\*l Set t:=G(1) ) g
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(Short) Digital Signatures via Punctured Programming

m Additionally use OWF f
m Signature on m is evaluation of PPRF F on m

m Public key consists of obfuscation of the following program that
verifies signature
g > A
Verify(m,o){ /
/*Hardwired: k*/
OWF “If 'f(0)=F(F(k,m)) output 1
Else output 1
}
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(Short) Digital Signatures via Punctured Programming

m Additionally use OWF f
m Signature on m is evaluation of PPRF F on m

m Public key consists of obfuscation of the following program that

verifies si
gnatures —
Verify(m,o){ /
/*Hardwired: k*/
OWF “If 'f(0)=F(F(k,m)) output 1
Else output 1
}

Theorem 4
If F is a puncturable PRF, f @ OWP and Obf is an 10 then I is a
PKE

Exercise 4

Prove Theorem 4

/13



m Relaxed requirements for obfuscators from VBBO to |0
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m How to use 107

= PRG % PKE
‘& Key idea: how to use 10 to hide secrets

9
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To Recap Today's Lecture

m Relaxed requirements for obfuscators from VBBO to 10

e~ e

gy
0 “char isPrime(int p){ N /  char isPrime(int p){ D

int i=o; int iz0; \
{ while(i<p){i++;} e~ { while(i<2*p){i+=2;}
\ return "false"; Q (_’/} \ : return "false”; //
Y
N - y AN L=

-~

4

m How to use 107?

= PRG % PKE
‘@ Key idea: how to use 10 to hide secrets

9

m New tool: punctured programming
m Puncturable PRF (PPRF)

m PPRF = PKE
m PPRF — digital signature

12113



m How to construct indistinguishability obfuscator (10)

m Bootstrapping theorem for 10
m State of affairs for 10 for NC!
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Next Lecture

m How to construct indistinguishability obfuscator (1O)

m Bootstrapping theorem for 10
m State of affairs for 10 for NC!

m Course feedback lbl@
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