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m Program obfuscation: “scramble/encrypt” a program such that
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2 hard to “reverse engineer”
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Recall from Last Two Lectures

m Program obfuscation: “scramble/encrypt” a program such that
1 functionality preserved
2 hard to “reverse engineer”

m How to formalise “hard to reverse engineer™?

m Lecture 22: Virtual black-box obfuscation (VBBO)
m Lecture 23: Indistinguishability obfuscation (10)
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2 hard to “reverse engineer”

m How to formalise “hard to reverse engineer™?

m Lecture 22: Virtual black-box obfuscation (VBBO)
m Lecture 23: Indistinguishability obfuscation (10)
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+ Bypassed black-box separations exploiting primitive's program

a OWF22%0WP and PRGSPKE
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— VBBO for general programs is impossible
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Plan for Today's Lecture

— VBBO for general programs is impossible

* LN Ao(l\ﬁob) ﬁf b=0
PV\&N @,1) :i So(&/ﬂf@‘) L{' b=1

m What about |O for general programs?

m Boosting theorem for |O: fully homomorphic encryption (FHE)
+ 10 for “shallow” circuits — 10 for all circuits
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Plan for Today's Lecture

— VBBO for general programs is impossible

* LN Ao(l\ﬁob) ﬁf b=0
PV\&N @,1) :it So(&/ﬂf@‘) L{' b=1

m What about |O for general programs?

m Boosting theorem for |O: fully homomorphic encryption (FHE)
+ 10 for “shallow” circuits — 10 for all circuits
m State of affairs for 10 for “shallow” circuits

2111



1 Boosting 10 Using FHE

2 Constructing 10 for NC!: What Do We Know?
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Recall... (Fully) Homomorphic Encryption (Lecture 19)

m Public-key encryption + public evaluation algorithm
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m Public-key encryption + public evaluation algorithm

Defintion 1 (Homomorphic encryption (HE) for function class F)
A PKE £ = (Gen, Enc, Dec) + Eval algorithm with following syntax
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m Correctness of evaluation
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Recall... (Fully) Homomorphic Encryption (Lecture 19)

m Public-key encryption + public evaluation algorithm

Defintion 1 (Homomorphic encryption (HE) for function class F)
A PKE £ = (Gen, Enc, Dec) + Eval algorithm with following syntax

Ce—ENC (P8 M) = DEC (5%, ()
®, O B ch e GENCT)

(KPR PV] 5
@ /evm(m«,c.,cl ; \f@ Y
ALICE

Compactness of evaluation: |c| obtained from Eval independent of |f|
Correctness of evaluation

Fully HE: F=functions computable by poly.-sized circuits
GSW construction: FHE that is secure assuming LWE
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m Obfuscations of two functionally-equivalent, same-sized circuits
are computationally indistinguishable
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Recall... 10 for Circuits (Lecture 23)

m Obfuscations of two functionally-equivalent, same-sized circuits
are computattonallg indistinguishable
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Defintion 2 (Indistinguishability obfuscator (IO) for circuit class C)

A PPT algorithm Obf that takes as input any circuit C € C and

security parameter n, and outputs obfuscated circuit C such that:
1 Functionality preserved

2 Slowdown is polynomial
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Recall... 10 for Circuits (Lecture 23)

m Obfuscations of two functionally-equivalent, same-sized circuits
are computattonallg indistinguishable
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Defintion 2 (Indistinguishability obfuscator (IO) for circuit class C)
A PPT algorithm Obf that takes as input any circuit C € C and
security parameter n, and outputs obfuscated circuit C such that:
1 Functionality preserved
2 Slowdown is polynomial

3 10 security: for every functionally-equivalent, same-sized
C1,Cy € C and PPT D, the following is negligible:

Pr (v (@)=1] — Pr (v @)=U

@< ot () @< oot (",
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Boosting 10 for NC! using FHE

m Goal: Obf for NC! + FHE M — Obf’ for all circuits

\nggh—level idea: use FHE to encrypt circuit and then use Obf
to “decrypt-then-evaluate”
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m Goal: Obf for NC! + FHE M — Obf’ for all circuits

Q/Htgh—level idea: use FHE to encrypt circuit and then use Obf
to “decrypt-then-evaluate”

m Use Obf to hide FHE's secret key
N Attempt 1
\Ovbf (C)) consists of the following:

1 FHE _ciphertext c of C under pk
\Obf( 1)} where Py is following decrypt-then-evaluate function

P (0] = hacdwired
C=Dec (sk,¢ )
Dutpu% Co)

J

m To evaluate (c \Obf \7 on x, output\Obf ),(C X)
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Boosting 10 for NC! using FHE

m Goal: Obf for NC! + FHE M — Obf’ for all circuits

\ézHigh—level idea: use FHE to encrypt circuit and then use Obf
to “decrypt-then-evaluate”
m Use Obf to hide FHE's secret key
m Attempt 1:
n ©Bli’(§\)) consists of the following:

1 FﬂE_chhertext ¢ of C under pk
2 (Obf(Pl)) where Py is following decrypt-then-evaluate function

P (0] /m(cnma
C=Dec (sk,¢ )
Output Cw)
J
m To evaluate (c@gf_(Til‘)) on x, output @Bﬂ@l)(c,x)

/\ Problem: Obf does not support evaliiationof C, net necessacily N
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Boosting 10 using FHE...

n Attempt 2: lets exploit homomorphic evaluation &)3
\Obf (9) consists of the following:

1 FHE —_ciphertext ¢ of C under pk
\Obf(Pz)) where P, is the following decrypt-and-output function

b ()] e hacdusired
y = Dec (sk, e )
Dut:put Y

J
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Boosting 10 using FHE...

n Attempt 2: lets exploit homomorphic evaluation &)3
\Obf (9) consists of the following:

1 FHE —_ciphertext ¢ of C under pk
\Obf(Pz)) where P, is the following decrypt-and-output function

p(e)f e hacdusired
y = Dec (s, e )
Dut:put Y

J

m o evaluate (c,@gf(TDDJ) on x, homomorphically evaluate . ...

3 unwversal cifcuik

e = Eval(pk, ¢, U(-, x)) D\ ok ¢ npub e _'i

and then output (O:blib;)(e)

A\ Problem: @nsecure as P, decrypts all ciphertexts
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3 Solution: only decrypt certain “constrained” ciphertexts
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Boosting 10 using FHE...

NS

1/,
9 Solution: only decrypt certain “constrained” ciphertexts
m Obf'(C) consists of the following:
1 Two FHE ciphertexts (c, ¢’) of C, under pk and pk’
2 (OT)f()PE)), where Pj is verify-then-decrypt-and-output function

P} (L,c’,e/e'/ﬂ/ 1)i
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N
Q Solution: only decrypt certain “constrained” ciphertexts
m Obf'(C) consists of the following:
1 Two FHE ciphertexts (c, ¢’) of C, under pk and pk’
2 (OT)fTPE), where Pj is verify-then-decrypt-and-output function
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3 Output Obf(P3)(c, ', e, €, 7, x)
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N
9 Solution: only decrypt certain “constrained” ciphertexts
m Obf'(C) consists of the following:
1 Two FHE ciphertexts (c, ¢’) of C, under pk and pk’
2 (OT)fTPE)), where Pj is verify-then-decrypt-and-output function

Bval (pK, & U Com)) o -
Eul (b, Ve~ (70 T T
0, (0,0 e, )
ey compotation of g€ vsing T
IF valid,ofp Dec(sk,e)
Chardwited

m To evaluate Obf'(C) := (c, ¢/, Obf(P3)) on input x
1 Evaluate e := Eval(pk, ¢, U(-, x)) and €’ := Eval(pk’, ¢/, U(-, x))
2 Let 7 be wire values during computation of e and €’
3 Output Obf(P3)(c, ', e, €, 7, x)

Exercise 1

Show that Véfifiing n can be carried out in NC*
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If Obf is 10 for NC' and M is an FHE then Obf’ is 10 for all circuits
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Theorem 1
If Obf is 10 for NC* and 1 is an FHE then Obf’ is 1O for all circuits

Proof Sketch (Hybrid argument).
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m Goal: HE I for NC* — FHE TV for all circuits
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Digression: Bootstrapping FHE

m Goal: HE M for NCt — FHE T for all circuits

m Assumption: M's Dec can be done in NC!
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Digression: Bootstrapping FHE

m Goal: HE M for NCt — FHE T for all circuits

m Assumption: M's Dec can be done in NC!

Construction 1

m Gen'(17):
m Generate (pk, sk) < Gen(1") and compute csx := Enc(pk, sk)
m Output pk’ := (pk, cs) as public key; sk’ := sk as secret key

m Enc’ and Dec’ are same as Enc and Dec, respectively
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Construction 1
m Gen'(17):

m Generate (pk, sk) < Gen(1") and compute csx := Enc(pk, sk)
m Output pk’ := (pk, cs) as public key; sk’ := sk as secret key

m Enc’ and Dec’ are same as Enc and Dec, respectively

m Eval'(pk,f, c) := Eval(pk,f', ¢, csk), where
§1¢c,sk) < EnC(pk, Dec (sk,0)
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Digression: Bootstrapping FHE

m Goal: HE M for NCt — FHE T for all circuits

m Assumption: M's Dec can be done in NC!

Construction 1
m Gen'(17):

m Generate (pk, sk) < Gen(1") and compute csx := Enc(pk, sk)

m Output pk’ := (pk, cs) as public key; sk’ := sk as secret key

m Enc’ and Dec’ are same as Enc and Dec, respectively

m Eval'(pk,f, c) := Eval(pk,f', ¢, csk), where
§1¢c,sk) < EnC(pk, Dec (sk,0)

Exercise 2

Show that TV is FHE for all circuits if I is “circular secure” FHE
for NC!
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1 Boosting 10 Using FHE

2 Constructing 10 for NC!: What Do We Know?
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Multilinear Maps — 10 for NC*

m Bilinear map:
e:GxG—-Gr

such that for every g1,8> € G and a, b € Zp,

elgf, gf) = elg1. &)™
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Multilinear Maps — 10 for NC*
m Bilinear map:
e:GxG—-Gr
such that for every g1,8> € G and a, b € Zp,

elgf, gf) = elg1. &)™

m DDH easy in G (Homework 3, Problem 4)
m Hardness assumption: bilinear version of DDH
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Multilinear Maps — 10 for NC*

m Bilinear map:
e:GxG—-Gr

such that for every g1,8> € G and a, b € Zp,

elgf, gf) = elg1. &)™

m DDH easy in G (Homework 3, Problem 4)
m Hardness assumption: bilinear version of DDH
m Can be constructed using “pairings” on elliptic curves

"

m Multilinear map: extension to multiple “levels
m Multilinear maps with roughly logarithmic levels — 10 for NC*

AProblem: we don't know how to construct even trilinear maps
m All proposals of multilinear maps were later broken
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LWE + “Local” PRG + Bilinear Maps — 10 for NC*

—+ Recent result relaxes the assumptions to

1 Learning with errors (LWE)

2 Bilinear maps

3 “Local” PRG: each output bit of the PRG only depends only on
a "few” input bits
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LWE + “Local” PRG + Bilinear Maps — 10 for NC*

—+ Recent result relaxes the assumptions to

1 Learning with errors (LWE)

2 Bilinear maps

3 “Local” PRG: each output bit of the PRG only depends only on
a "few” input bits

— Construction is complex

m Open:
m LWE —I10 for NC
m Simpler constructions from stronger assumptions

9/M



To Recap Module IV

— We started with black-box separations: OWF-»0WP
m Program obfuscation and its applications

— Potentially bypass black-box separations via non-black-box
constructions
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To Recap Module IV

— We started with black-box separations: OWF-»0WP
m Program obfuscation and its applications

— Potentially bypass black-box separations via non-black-box
constructions
&Obfuscation has its limitations: e.g, OWF+10- CRHF

N\
{/ C(X;EHardwired: pk, m */ \\ lD {Or NC FHG ‘O {’O{ P/Pda
if(G(x)=pk) output m
o Fae for NC—— Fretor Py

\§/ Key tools/ideas: how to hide secrets using 10, punctured
programming, bootstrapping/boosting

m Takeaways: separations are useful (they pin point our limits)
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To Recap Module IV..

MOMLE | MODULE 2 MODILE 3 MODE 4
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Spring'25: Introduction to Probabilistic Proof Systems

m Module llI: Interactive proofs (IP), zero-knowledge proofs (ZKP)
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