CS409m: Introduction to Cryptography

Lecture 03 (06/Aug/25)

Instructor: Chethan Kamath




m Hands-on Exercise 1 will be out this Friday (08/Aug)
m Please register on https://cs409m.ctfd.io/ by Thursday (07/Aug)
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m Classical vs modern cryptography
m Guiding principles for modern cryptography:
Identify the task and specify syntax
Come up with precise threat model M (a.k.a security model)
m Attack model: What are the adversary’s capabilities?
m Break model: What does it mean to be secure?
Construct a scheme T1
Formally prove that I in secure in threat model M
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Recall from Lecture 01...
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m Classical vs modern cryptography
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m Guiding principles for modern cryptography:

Identify the task and specify syntax
Come up with precise threat model M (a.k.a security model)

m Attack model: What are the adversary’s capabilities?
m Break model: What does it mean to be secure?

Construct a scheme T1
Formally prove that I in secure in threat model M

m Classical ciphers: shift, substitution, polyalphabetic shift
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Recall from Lecture 01...
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m Classical vs modern cryptography
m Guiding principles for modern cryptography:

Identify the task and specify syntax
Come up with precise threat model M (a.k.a security model)

m Attack model: What are the adversary’s capabilities?
m Break model: What does it mean to be secure?

Construct a scheme T1
Formally prove that I in secure in threat model M

m Classical ciphers: shift, substitution, polyalphabetic shift
m Saw informally why these are‘insecure by modern standards
m Ciphertext leaks some information about the message
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secrd omponkaon obh duced feys
m Guiding principles for modern cryptograpy
Identify the task and specify syntax D@ﬂ
Come up with precise threat model M (a.k.a security model)

m Attack model: What are the adversary’s capabilities? <~ %CNQSW@{W(
m Break model: What does it mean to be secure?

{t
Construct a scheme I'Ié\ohe%lm(’, Eﬂd o Pe(w& Aty
Formally prove that 1 in secure in threat model M
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Plan for This Lecture...

AA
A
Syntax of Shared/Symmetric-Key Encryption (SKE)

One-time pad

Perfect Secrecy and One-Time Pad (OTP) T

yclopedia

+F \fSt \7(00% Not to be confused with

Limitations of Perfect Secrecy: Shannon’s Impossibility
~Frk fopgw\\%&



Syntax of Shared/Symmetric-Key Encryption (SKE)



m Sets:

m Denoted using calligraphic font: e.g., M, C
m Sampling uniformly at random from a set denoted by ‘+'

m Eg., k+ {0,1}* and m «— M
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m Sets:

m Denoted using calligraphic font: e.g., M, C
m Sampling uniformly at random from a set denoted by ‘+'

m Eg, k<« {0,1}* and m + M

m Probability notation:
m For a distribution/random variable M over a set M and element
m € M, m = M denotes the event. ‘a random sample from M
equals m"
m Following denotes probability that A(x) =1 when x « {0,1}":

P A =]
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m Algorithms
m Algorithms will be denoted using straight font: e.g., A, Eve...
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m Algorithms

m Algorithms will be denoted using straight font: e.g., A, Eve...

m For a deterministic algorithm A, y := A(x) denotes running A on
input x to get output y

m For a randomised algorithm A, y < A(x) denotes running A on
input x to get a (random) output y

xX —>

A
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Some Notation and Conventions...

m Algorithms

m Algorithms will be denoted using straight font: e.g., A, Eve...

m For a deterministic algorithm A, y := A(x) denotes running A on
input x to get output y

m For a randomised algorithm A, y < A(x) denotes running A on
input x to get a (random) output y

x%l\%% x%(\%%

m Efficient algorithms
m Deterministic algorithm: running time of the algorithm is polynomial
in the size of its input, e.g., n* or O(n)
m Randomised algorithm: running time is polynomial in the size of its
input for all random coins
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Syntax of Shared /Symmetric-Key Encryption

Definition 1 (Shared/Symmetric-Key Encryption (SKE))

An SKE 1 for message space M is a triple of efficient algorithms
(Gen, Enc, Dec) with the following syntax:

3 dy

(aese Generdl
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Syntax of Shared /Symmetric-Key Encryption

Definition 1 (Shared/Symmetric-Key Encryption (SKE))

An SKE 1 for message space M is a triple of efficient algorithms

(Gen, Enc, Dec) with the followmg syntax
ﬁ com keyspae K

P“

5y

(aese Generdl
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Syntax of Shared /Symmetric-Key Encryption

Definition 1 (Shared/Symmetric-Key Encryption (SKE))

An SKE 1 for message space M is a triple of efficient algorithms
(Gen, Enc, Dec) with the following syntax:

o 0 ¢ A :
o
o . (aesw ()Eﬁ!f‘ll
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Syntax of Shared /Symmetric-Key Encryption

Definition 1 (Shared/Symmetric-Key Encryption (SKE))

An SKE 1 for message space M is a triple of efficient algorithms
(Gen, Enc, Dec) with the following syntax:
from uyher[(x{: syme

."14 Enc %c “Oo

it I

(aese Generdl
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Syntax of Shared /Symmetric-Key Encryption

Definition 1 (Shared/Symmetric-Key Encryption (SKE))

An SKE 1 for message space M is a triple of efficient algorithms
(Gen, Enc, Dec) with the following syntax:
from uyher[(x{: syme

"llA Enc %C 00

e

(aese Generdl
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Syntax of Shared /Symmetric-Key Encryption

Definition 1 (Shared/Symmetric-Key Encryption (SKE))

An SKE 1 for message space M is a triple of efficient algorithms
(Gen, Enc, Dec) with the following syntax:
from uyher[?x{: syme

. 'fk DQ S—ekh:
"llA Enc %C 00 -

B

(aese Generdl
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Syntax of Shared /Symmetric-Key Encryption

Definition 1 (Shared/Symmetric-Key Encryption (SKE))

An SKE 1 for message space M is a triple of efficient algorithms
(Gen, Enc, Dec) with the following syntax:
from uyher[(x{: sw

: 'i'k Dec Sﬁm
"llA Enc %C 00 - ;

B

(aese Generdl

m Correctness of decryption: for all message m € M,

Pr [Dec(k,c) =m] =1

k<Gen,c<—Enc(k,m)
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Syntax of Shared /Symmetric-Key Encryption

Definition 1 (Shared/Symmetric-Key Encryption (SKE))

An SKE 1 for message space M is a triple of efficient algorithms
(Gen, Enc, Dec) with the following syntax:
from uyher[(x{: sw

: 'i'k Dec Sﬁm
"llA Enc %C 00 - ;'

B

(aese Generdl

m Correctness of decryption: for all message m € M,
Pr [Dec(k,c) =m] =1

k<Gen,c<—Enc(k,m)

@ Why can we assume that Dec is deterministic w.l.0.g.?
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Example: Shift Cipher (Caesar Cipher)

Construction 1 (

for message space {a,--- ,

N 1731 I 1 T E
N et S i 11 BN 1 1 P .
g”ttg‘ .O O ............ _"__,-(') oo‘ h*z’,j ;
{+4-3 @ oM . awwdgw‘_

dwwdgv\ 2 D dwo\gw C i/
. o N ‘ 4,>
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Example: Shift Cipher (Caesar Cipher)

Construction 1 (for message space {a,- - -,

B E 1 1 T

P 5 Y SRR 12 1] NS 1 2 P A

—%=3 :
. \gﬂﬁj '009 ooo """""" O%Wfo"._.d.wwdg@
. WL - 2 T
WV‘)Q P C)VW‘«W\%W " 0

Pseudocode 1 (Message space {0, --- ,25} < {a,--- ,z}")

m Key generation, Gen: output k < {0,---,25}
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Example: Shift Cipher (Caesar Cipher)

Construction 1 (

for message space {a,--- ,

B 1513 ) 2 i 1 A I

OSSO N
- oabback ‘-;__lja‘lbﬂdlel T 11 A E 5 ks .
. \Cﬂﬁj 'Oooooo """""" O‘%W}O Awwa\gw
A BT e (30

Pseudocode 1 (Message space {0, --- ,25} < {a,--- ,z}")

m Key generation, Gen: output k < {0,---,25}
m Encryption, Enc(k,m = my|| - - - ||my):
m Output ¢ := ¢1]| - - - ||ce, where ¢; := m; + k mod 26
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Example: Shift Cipher (Caesar Cipher)

Construction 1 (

for message space {a,--- ,

B 1513 ) 2 i 1 A I
[§=3

- gttack ‘-;__lja‘lbﬂdlel N 73 2 I S “Wﬂ:ﬂ
. \Cﬂﬁj 'Oooooo """""" O‘%W}O Awwa\gw
dwwg\ﬂ A 5 %

Pseudocode 1 (Message space {0, --- ,25} < {a,--- ,z}")

m Key generation, Gen: output k < {0,---,25}

m Encryption, Enc(k,m = my|| - - - ||my):

m Output ¢ := ¢1]| - - - ||ce, where ¢; := m; + k mod 26
m Decryption, Dec(k,c = c1| - ||ce):

m Output m:= myq||---||mg, where m; := ¢; — k mod 26
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Example: Shift Cipher (Caesar Cipher)

Construction 1 (

for message space {a,--- ,

© [ofofcfafe] .-
5

[vJul8[2]

R P T ateadk

ateack o BHOEEL - BERBM. . L5
Msj L7 S OOKW\;’ s dwadga
3‘\-%5f”€h“_' 5B dwwdi i b

Pseudocode 1 (Message space {0, --- ,25} < {a,--- ,z}")

m Key generation, Gen: output k < {0,---,25}
m Encryption, Enc(k,m = my|| - - - ||my):

m Output ¢ := ¢1]| - - - ||ce, where ¢; := m; + k mod 26
m Decryption, Dec(k,c = c1| - ||ce):

m Output m:= my||---||m;, where m; := ¢; — k mod 26
@ Why does correctness of decryption hold?
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Plan for This Lecture

One-time pad

Perfect Secrecy and One-Time Pad (OTP) artice

From Wikipedia, the free encyclopedia

+ F lrSt \’)(OO% Not to be confused with (




General template: sewet ommonkdion with  duwed (‘\egs
Identify the task and specify syntax
Come up with precise threat model M (a.k.a security model) E&ﬁﬂ

m Attack model: What are the adversary's capabilities? - couyhoniee
m Break model: What does it mean to be secure?
Pecfede ety

Construct a scheme I e~Oretime P"d ~

Formally prove that I in secure in threat model M
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K

Attack Model: Eavesdropping

How powerful is Eve?
m Computationally
unbounded
What attack can Eve do?
=7
m Only eavesdrop and
obtain ciphertext
(ciphertext-only attack)

Is Eve randomised?(5) (&)%)

m?
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 AtckModdand Break Moded
N A

Attack Model: Eavesdropping
How powerful is Eve?

m Computationally
unbounded
What attack can Eve do?
=7
m Only eavesdrop and
obtain ciphertext
(ciphertext-only attack)

Is Eve randomised?() (&)

m?

Break Model:
m Attempt 1: Eve must find key
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Attack Model and Break Model

& A\

Attack Model: Eavesdropping

¢

Break Model:
m Attempt 1: Eve must find key
m Enc(k, m) := m securel

How powerful is Eve?

m Computationally
unbounded

What attack can Eve do?
=7
m Only eavesdrop and
obtain ciphertext
(ciphertext-only attack)
Is Eve randomised?
m?

m Attempt 2: Eve must recover m
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Attack Model and Break Model

¢

&

Attack Model: Eavesdropping

How powerful is Eve?

m Computationally
unbounded

What attack can Eve do?
=7
m Only eavesdrop and
obtain ciphertext
(ciphertext-only attack)
Is Eve randomised?
m?

A\

Break Model:
m Attempt 1: Eve must find key
m Enc(k, m) := m securel
m Attempt 2: Eve must recover m

m What if ciphertext leaks first few
bits of the message?
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Attack Model and Break Model

= A

Attack Model: Eavesdropping

Break Model:
m Attempt 1: Eve must find key
m Enc(k, m) := m securel

How powerful is Eve?

m Computationally
unbounded
What attack Eve do? m Attempt 2: Eve must recover m
at attack can Lve do- m What if ciphertext leaks first few

=7
m Only eavesdrop and bits of the message?

obtain ciphertext Sh ; k
(ciphertext-only attack) ™ =hannons take
ls Eve randomised? m Ciphertext must reveal no

; information about the message
m
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m We will look at two ways:

“lnformgtion theorelic’ CTwo word¢
Left world 1 Pugnbwoorld
PI’[M = m*lC = C*] = Pr[M = m*] " k " "

el [ @

Mo ( i g o ( ;
T
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m Intuition: ‘observing a ciphertext must have no effect on Eve’s
knowledge about the message being sent’
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Modelling ‘No Information Learnt™: Shannon's Take

Definition 2 (Shannon’49)

Let M = (Gen, Enc, Dec) be an SKE with message space M.
M is perfectly-secret if for every message distribution M over M,
message m* € M and ciphertext ¢* € C (in support):

PriM = m*|C = ¢*] = Pr[M = m"|

m Intuition: ‘observing a ciphertext must have no effect on Eve’s
knowledge about the message being sent’
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Modelling ‘No Information Learnt™: Shannon's Take

Definition 2 (Shannon’49)

Let M = (Gen, Enc, Dec) be an SKE with message space M.
M is perfectly-secret if for every message distribution M over M,

message m* € M and ciphertext ¢* € C (in support):
ﬁ@ﬁnz(k@)& A 10n mdued bﬁ M, Gen & Enc
PrM = m*|C = ¢*] = Pr[M = m*|

m Intuition: ‘observing a ciphertext must have no effect on Eve’s
knowledge about the message being sent’
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Modelling ‘No Information Learnt™: Shannon's Take

Definition 2 (Shannon’49)

Let M = (Gen, Enc, Dec) be an SKE with message space M.
M is perfectly-secret if for every message distribution M over M,

message m* € M and ciphertext ¢* € C (in support):
ﬁQP\nz(&@k A 1on ndued ba M, Gen & Enc
PrM = m*|C = ¢*] = Pr[M = m"|

m Intuition: ‘observing a ciphertext must have no effect on Eve’s
knowledge about the message being sent’
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Modelling ‘No Information Learnt™: Shannon's Take

Definition 2 (Shannon’49)

Let M = (Gen, Enc, Dec) be an SKE with message space M.
M is perfectly-secret if for every message distribution M over M,

message m* € M and ciphertext ¢* € C (in support):
ﬁQP\nz(k@k A 1on ndued bﬁ M, Gen & Enc
PrM = m*|C = ¢*] = Pr[M = m"|

m Intuition: ‘observing a ciphertext must have no effect on Eve’s
knowledge about the message being sent’

m Definition does not refer to Eve at all!
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Modelling ‘No Information Learnt’: Shannon's Take...

Definition 2 (Shannon’49)

Let M = (Gen, Enc, Dec) be an SKE with message space M.
M is perfectly-secret if for every message distribution M over M,
message m* € M and ciphertext ¢* € C (in support):

PriM = m*|C = ¢*] = Pr[M = m"|

m Let’s see why shift cipher is not perfectly secret.

o B REEE .
T s Ciaesmir e el "Vﬁatm%
aftack o o FHBEL = BB )
(+%s3 OCo O e ’ Oojt"o\_‘dwwdgh,f

- dw L \‘7/ - <
wo\g ‘e dwndgn '
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Modelling ‘No Information Learnt’:

Definition

Let I1,= (Gen, Enc, De

2 (Shannon’49)

befm SKE with message space M.

Mis perfectly secret |f/\or/ev,erysmessage distribution M over M,
message m* € M and ciphertext ¢c* € C (in support):

Pr[M = m*|C = ¢*] # Pr[M = m"|

m Let’s see why shift cipher is not perfectly secret.

" attack

[+ 00.,

L dwadgn

WL

,' forEn G D etk
G = RLRL s %ZC%
qo .............. Oog/%’o"._\dwwd\gw,
% dundga i

Shannon's Take...
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Modelling ‘No Information Learnt’: Shannon's Take...

Definition 2 (Shannon’49)

Let [1,= (Gen, Enc, De be an SKE with message space M.
nat— teve e isks
Mis perfectly secret |f/\or/ev,ery message distribution M over M,

message m* € M and ciphertext ¢c* € C (in support):

defend Pr[M = m*|C = ¢*] # Pr[M = m"]

m Let’s see why shift cipher is not perfectly secret.

- B = T

L Tk D atkadk

Cattads . GECHEL = RGBS Yoy
' ﬁwj '00., qoo """"""" OOJL&’ awwdgw
dw”ﬁv\ N dwwd\gv‘ i
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Modelling ‘No Information Learnt’: Shannon's Take...

Definition 2 (Shannon’49)

Let I1,= (Gen, Enc, Det bef?éKE with message space M.
Mis perfectly secret |f/\or/ev,ery message distribution M over M,
message m* € M and ciphertext ¢c* € C (in support):

7 dwndgn

defend Pr[M = m*|C = ¢*] # Pr[M = m"]

m Let’s see why shift cipher is not perfectly secret.

- B = T

L Tk D atkadk

Cattads . GECHEL = RGBS Yoy
' ﬁwj '00., qoo """"""" OOJL&’ awwdgw
dw”ﬁv\ N dwwd\gv‘ i
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Modelling ‘No Information Learnt’: Shannon's Take...

Definition 2 (Shannon’49)

Let [1,= (Gen, Enc, De be an SKE with message space M.
nat— teve e isks
Mis perfectly secret |f/\or/ev,ery message distribution M over M,

message m* € M and ciphertext ¢c* € C (in support):

(> dundgn
defend Pr[M = m*|C = ¢*] # Pr[M = m"]
0] Ty,

m Let’s see why shift cipher is not perfectly secret.

- B = T

L Tk D atkadk

Cattads . GECHEL = RGBS Yoy
' ﬁwj '00., qoo """"""" OOJL&’ awwdgw
dw”ﬁv\ N dwwd\gv‘ i
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Modelling ‘No Information Learnt’: Shannon's Take...

Exercise 1

m Formally define substitution cipher using a pseudocode (clearly state
key-space etc)

m Show that it is not perfectly secret according to Definition 2

Exercise 2

m Formally define polyalphabetic shift cipher using a pseudocode

m Show that it is not perfectly secret according to Definition 2
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m Turing's Imitation Game (Turing Test)
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m Turing's Imitation Game (Turing Test)

Left world Bight wor|4

D ’
~
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m Turing's Imitation Game (Turing Test)

Left world Bight wor|4

) : '
~ :

VR

G o
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m Turing's Imitation Game (Turing Test)

Left world Bight wor|4

Y
AR C)

m Turing, on artificial intelligence: "Are there imaginable digital
computers which would do well in the imitation game?"
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Modelling ‘No Information Learnt’: Two-Worlds Definition

m Turing's Imitation Game (Turing Test)

Left world © Augptworld  Left world Rk world Left world i Rt world
Al A || e oyl e
2 [ A S/ 2 || A

m Turing, on artificial intelligence: "Are there imaginable digital
computers which would do well in the imitation game?"

m To paraphrase: sign of artificial (human) intelligence if no human
can tell the two worlds apart ~
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Left world  © fighic world
.What are our two worlds? ;

=
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Left world Rugat world

oy
m ‘Left” world: always encrypt myg .H
C

“Right” world: always encrypt m; L
m,,m.( C . M, 100 C )C
T

@ What are our two worlds? ton ok
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Modelling ‘No Information Learnt’: Two-Worlds Definition...

Left world Bught Loorld
@What are our two worlds? [en ok [ o
m ‘Left” world: always encrypt myg @ —[Enc @] Erc
“Right” world: always encrypt m;

Definition 3 (Two-Worlds Definition)

An SKE I = (Gen, Enc, Dec) is perfectly-secret if for every eavesdropper
Eve and every message-pair (mg, m;) € M:

Pr  [Eve(c) outputs ‘left’] =

k<Gen
c<+Enc(k,mg)

Pr  [Eve(c)

k+Gen
c<Enc(k,m1)

outputs ‘left’]
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Modelling ‘No Information Learnt’: Two-Worlds Definition...

Left world 0 g orld
@What are our two worlds? [en ok =
m ‘Left” world: always encrypt mg @ —| Enc ' @ nc
“Right” world: always encrypt m; !

Definition 3 (Two-Worlds Definition)

An SKE I = (Gen, Enc, Dec) is perfectly-secret if for every eavesdropper
Eve and every message-pair (mg, m;) € M:

Pr  [Eve(c) outputs ‘left’] = Pr  [Eve(c) = outputs ‘left’]
k<Gen - k+Gen -
c<+Enc(k,mg) ) c<Enc(k,m1) o
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Modelling ‘No Information Learnt’: Two-Worlds Definition...

Lett world 1 Rk world
@) What are our two worlds? [Ger ook [ [anpor
m ‘Left” world: always encrypt myg )y —Enc @i
“Right” world: always encrypt m; ' !

Definition 3 (Two-Worlds Definition)

An SKE I = (Gen, Enc, Dec) is perfectly-secret if for every eavesdropper
Eve and every message-pair (mg, m;) € M:

Pr  [Eve(c) outputs ‘left’] = Pr  [Eve(c) = outputs ‘left’]
k<Gen - k+Gen -
c<+Enc(k,mg) ) c<Enc(k,m1) o

Exercise 3

Show that shift and substitution ciphers are not perfectly secret w.r.to
Definition 3
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m We saw two definitions.

informgtion theoreli” CTon Gorid”
Left world ¢ At warM
Pr[M = m*|C = ¢*] = Pr[M = m’] Gan sk : -
® @
: :
M C . C
T C
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m We saw two definitions. There are two more.

“Informgtion theoreki” Loy ord”
Left world 1 bt unrld
Pr[M = m*|C = ¢"] = Pr]M = m’] Gen [—>h N (on fs—>k
. . Enc
(.
M C " C
’ o I ’ Q

o o
kféen[E"C(k' mg) = ¢ kar [Enc(k, m) = ¢7]

m ‘Semantic-security’: ciphertext contains no info. about plaintext
m Ciphertext indistinguishability: variant of imitation game
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How to Model ‘No Information Learnt’?...

m We saw two definitions. There are two more.
CTon orlde”

“Informgion theoretic”
Left world ¢ Rught Lorld
PrM = m*|C = ¢*] = Pr]M = m’] o ot =
m.~> ”‘:‘}
e
"y C o C
’ 7 v n@n

kféen[Enc(k, mg) = ¢’ = kféen[Enc(k, m) = c’|

m ‘Semantic-security’: ciphertext contains no info. about plaintext
m Ciphertext indistinguishability: variant of imitation game

Exercise 4
Show equivalence of all these definitions.
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6. 8. VERNAM.
SECRET SIGHALING SYSTEW,
APPLICTION FILED SEPT, 13, 1910,

1,810,719, Patented Tuly 22, 1919,
2 SHEETSSHEET 1.

I
al

" armorvey
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One-Time Pad (Vernam's Cipher)...

Construction 2 (Message space {O, 1}1’)=6

e (0; O\
Sontoy \« OHOH
(CIRAT /S . \o\ \0

TV e
i ¢ (= llOHO
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One-Time Pad (Vernam's Cipher)...

Construction 2 (Message space {01 1}f)=@;

I . zoa O\ .
S lortov J \« OHOH

e e 0 O LllOHO D/

Pseudocode 2 (Message space {0,1})

m Key generation Gen: output k < {0,1}"
m Encryption Enc(k, m): output c :=k® m
m Decryption Dec(k, ¢): output m:=k @ c
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One-Time Pad (Vernam's Cipher)...

Construction 2 (Message space {O 1}¢ )

- !01 0\ :
“Tlonon g \« 0”0\\ ,
(CIRAT /S . \o\ \0

TV e
i ¢ (= llOHO

Pseudocode 2 (Message space {0, 1}6)

m Key generation Gen: output k < {0,1}"
m Encryption Enc(k, m): output c :=k® m
m Decryption Dec(k, ¢): output m:=k @ c

Exercise 5

Design OTP for message space {a, - - ,z}’
How is this different from polyalphabetic shift cipher?
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One-Time Pad is Perfectly Secret

Theorem 1 (Shannon'49)

One-time pad is a perfectly secret SKE according to Definition 3.
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One-Time Pad is Perfectly Secret

Theorem 1 (Shannon'49)

One-time pad is a perfectly secret SKE according to Definition 3.

Goal s ko showy: Veve, Fony m,e
Pr ‘{QVﬂ(ma@Y) ieu) = Pbr ‘ Ew(m,@v)z"\el,t"]

reQaly r< oy
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One-Time Pad is Perfectly Secret

Theorem 1 (Shannon'49)

One-time pad is a perfectly secret SKE according to Definition 3.

Goal s ko showy: Veve, Fony m,e

Pi(‘f {EVQ(MQQY):NWHH) = [7{1; [gw(m,@y):"\eu"]

= \/( 2 P([{M(«’Y\a@ﬂzhleﬂq =} l{( } Pr[{vg(mlégv):"\el,tq
2{ eio‘l"r‘ ¢ éi:"ﬂfl
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One-Time Pad is Perfectly Secret

Theorem 1 (Shannon'49)

One-time pad is a perfectly secret SKE according to Definition 3.

Proof.

Goal s ko showy: Veve, Fony m,e

Pi(‘f {EVQ(MQQY):NWHH) = [7{1; [gw(m,@y):"\eu"]

& N 2 Pl ua(m@ntek) g 2 Prieue(en @0 ek
r eSailt e
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One-Time Pad is Perfectly Secret...

Exercise 6 ( Hint: use Bayes' theorem.)

Show that one-time pad is a perfectly secret SKE according to
Definition 2.
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OTP IRL

‘Ped telephong

c Moscow—Washington hotline
Radio Netherlands =
Article
ArChlveS From Wikipedia, the free encyclopedia

(Redirected from

THE NETHERLANDS / HISTOR AFRICA

Operation Vula: A secret Dutch network against apartheid

Published 9th September 1999
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OTP IRL

‘Ped telephong

c Moscow—Washington hotline
Radio Netherlands =
Article
ArChlveS From Wikipedia, the free encyclopedia

THE NETHERLANDS {Reciiectecii

Operatlon Vula A secret Dutch network agalnst apartheid
@Why not use OTP for all purposes?

m Keys are as large as messages |K| = | M|
m Why not re-use keys? Then it becomes insecure! See Hands-on
Exercise 1

Declassified files reveal how pre-WW2 Brits
smashed Russian crypto

Moscow's agents used one-time pads, er, two times — oif!

Venona project

Article

From Wikipedia, the free encyclopedia




Limitations of Perfect Secrecy: Shannon’s Impossibility
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Shannon’s Impossibility

Theorem 2 (Shannon'49)

Let M = (Gen, Enc, Dec) be any perfectly-secret encryption scheme with
message space M and key-space K. Then || > |M|.

19/21



Shannon’s Impossibility

Theorem 2 (Shannon'49)

Let M = (Gen, Enc, Dec) be any perfectly-secret encryption scheme with
message space M and key-space K. Then || > |M|.

Proof Sketch. Idea: proof by contradiction.

19/21



Shannon’s Impossibility

Theorem 2 (Shannon'49)

Let M = (Gen, Enc, Dec) be any perfectly-secret encryption scheme with
message space M and key-space K. Then || > |M|.

Proof Sketch. Idea: proof by contradiction.

Assume foc wonbyadickion thak [K[<[M|

19/21



Shannon’s Impossibility

Theorem 2 (Shannon'49)

Let M = (Gen, Enc, Dec) be any perfectly-secret encryption scheme with
message space M and key-space K. Then || > |M|.

Proof Sketch. Idea: proof by contradiction.

Assume foc wonbyadickion thak [K[<[M|
Gogl: show that T1 nok per\ﬁech seLorz

19/21



Shannon’s Impossibility

Theorem 2 (Shannon'49)

Let M = (Gen, Enc, Dec) be any perfectly-secret encryption scheme with
message space M and key-space K. Then || > |M|.

Proof Sketch. Idea: proof by contradiction.

Assume for wonbradickion thet [K[<|M]
Gogl: show that T1 nok pe(\ﬁech seLorz

Fix ony Messa()e eX and ¢ écxﬁ\erke%-s\’ﬂ(@

O

19/21



Shannon’s Impossibility

Theorem 2 (Shannon'49)

Let M = (Gen, Enc, Dec) be any perfectly-secret encryption scheme with
message space M and key-space K. Then || > |M|.

Proof Sketch. Idea: proof by contradiction.

Assume for wonbradickion thet [K[<|M]
Gogl: show that T1 nok pe(\ﬁech seLorz

Fix ony Messa()e eX and ¢ écxﬁ\erke%-s\’ﬂ(@

19/21



Shannon’s Impossibility

Theorem 2 (Shannon'49)

Let M = (Gen, Enc, Dec) be any perfectly-secret encryption scheme with
message space M and key-space K. Then || > |M|.

Proof Sketch. Idea: proof by contradiction.

Assume for wonbradickion thet [K[<|M]
Gogl: show that T1 nok pe(\ﬁech seLorz

Fix ony Messa()e eX and ¢ écxﬁ\erke%-s\’ﬂ(@

(ons)dec ek MeC M defined os
{meH: Thek ok Dec(k, )=}

19/21



Shannon’s Impossibility

Theorem 2 (Shannon'49)

Let M = (Gen, Enc, Dec) be any perfectly-secret encryption scheme with
message space M and key-space K. Then || > |M|.

Proof Sketch. Idea: proof by contradiction.

Assume for wonbradickion thet [K[<|M]
Gogl: show that T1 nok pe(\ﬁech seLorz

Fix ony Messa()e eX and ¢ écxﬁ\erke%-s\’ﬂ(@

(ons)dec ek MeC M defined os K
{meH: Thek ok Dec(k, )=}

19/21



Shannon’s Impossibility

Theorem 2 (Shannon'49)

Let M = (Gen, Enc, Dec) be any perfectly-secret encryption scheme with
message space M and key-space K. Then || > |M|.

Proof Sketch. Idea: proof by contradiction.

Assume for wonbradickion thet [K[<|M]
Gogl: show that T1 nok Pe(\ﬁedrB seLore

Fix oy message eR and ¢ m*écxfkerke%{-SVG(é

(ons)dec ek MeC M defined os
@ hy {meH s FheX ot Dec (k, )m}
Since [HAIKI< T

Ime M\ H 3 ¢ never Aewyh to m'
%U/z)

19/21



Shannon’s Impossibility

Theorem 2 (Shannon'49)

Let M = (Gen, Enc, Dec) be any perfectly-secret encryption scheme with
message space M and key-space K. Then || > |M|.

Proof Sketch. Idea: proof by contradiction.

@/Q) 5 ‘ \F (& . o
Lansiber (on) ) and Eve .():= ‘{v\qhk olherwide

19/21



Shannon’s Impossibility

Theorem 2 (Shannon'49)

Let M = (Gen, Enc, Dec) be any perfectly-secret encryption scheme with
message space M and key-space K. Then || > |M|.

Proof Sketch. Idea: proof by contradiction.

@/Q) 5 ‘ \F (& . o
Lansiber (on) ) and Eve .():= ‘{v\qhk olherwide

Ne have =
) Ifo( :K?e( n [EM (1)"(‘61“'}70

19/21



Shannon’s Impossibility

Theorem 2 (Shannon'49)

Let M = (Gen, Enc, Dec) be any perfectly-secret encryption scheme with
message space M and key-space K. Then || > |M|.

Proof Sketch. Idea: proof by contradiction.

@/Q) 5 ‘ \? (& . o
Lansiber (on) ) and Eve .():= ‘{v\qhk olherwide

Ne have =
) I[O( :K?e( n [EM (1)"(‘61(t|}>o

i) pr o “When [he (()’L'd@:()

CEne(m)

19/21



Shannon’s Impossibility

Theorem 2 (Shannon'49)

Let M = (Gen, Enc, Dec) be any perfectly-secret encryption scheme with
message space M and key-space K. Then || > |M|.

Proof Sketch. Idea: proof by contradiction.
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Lansiber (on) ) and Eve .():= ‘{v\qhk olherwide

Ne have =
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What Do We Do in Face of Shannon’s Impossibility?

Definition 3 (Two-Worlds Definition)

An SKE I = (Gen, Enc, Dec) is perfectly-secret if for every eavesdropper
Eve and every message-pair (mg, m;) € M:

Pr  [Eve(c) outputs ‘left’] = Pr  [Eve(c) = outputs ‘left’]
k<Gen k+Gen
c<—Enc(k,mqg) c<Enc(k,m1)
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P

Definition 3 (Two-Worlds Definition)

An SKE I = (Gen, Enc, Dec) is perfectly-secret if for every eavesdropper

Eve and every message-pair (mg, m;) € M:
.

Pr  [Eve(c) outputs ‘left’] = Pr  [Eve(c) = outputs ‘left’]
k<Gen k+Gen
c<—Enc(k,mqg) c<—Enc(k,m1)

m Compromise two aspects of Definition 3: @ﬂ — s N
Restrict to computationally-bounded Eve -
Allow “slack™ Eve may distinguish, but with “very small” prob.

m Turns out both compromises are necessary!
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m How to model computationally-bounded adversaries? 2
L
m Probabilitic polynomial-time (PPT) algorithms ors > DQ“

How to capture “very small” probability?
m Negligible functions

Pseudo-random generators (PRG)
Computational OTP
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m How to model computationally-bounded adversaries? 2
L
m Probabilitic polynomial-time (PPT) algorithms ors > DQ“

How to capture “very small” probability?
m Negligible functions

Pseudo-random generators (PRG)
Computational OTP

More Questions?
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