CS409m: Introduction to Cryptography

Lecture 03 (06/Aug/25)

Instructor: Chethan Kamath



m Hands-on Exercise 1 will be out this Friday (08/Aug)
m Please register on https://cs409m.ctfd.io/ by Thursday (07/Aug)
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m Classical vs modern cryptography
m Guiding principles for modern cryptography:

H Identify the task and specify syntax
Come up with precise threat model M (a.k.a security model)

m Attack model: What are the adversary’s capabilities?
m Break model: What does it mean to be secure?

Construct a scheme I
Formally prove that I in secure in threat model M

m Classical ciphers: shift, substitution, polyalphabetic shift

m Saw informally why these are insecure by modern standards
m Ciphertext leaks some information about the message
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m Guiding principles for modern cryptogra\pw
Identify the task and specify syntax
Come up with precise threat model M (a.k.a security model)

m Attack model: What are the adversary’s capabilities? < Vaxstw\@{?@(
m Break model: What does it mean to be secure?
Pecfed <ectony

Construct a scheme M &~Oretime ﬁ(]d 17
Formally prove that I in secure in threat model M
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Plan for This Lecture...

AR
A
Syntax of Shared/Symmetric-Key Encryption (SKE)

One-time pad

Article

Perfect Secrecy and One-Time Pad (OTP) |,
+F\f3k ?(00% Not to be confused with

Limitations of Perfect Secrecy: Shannon’s Impossibility
~Frek ey



Syntax of Shared /Symmetric-Key Encryption (SKE)



m Sets:

m Denoted using calligraphic font: e.g., M, C
m Sampling uniformly at random from a set denoted by '+’

m Eg, k« {0,1}* and m « M

m Probability notation:
m For a distribution/random variable M over a set M and element
m € M, m =M denotes the event: ‘a random sample from M
equals m"
m Following denotes probability that A(x) = 1 when x < {0,1}":

x<_{or,1}"[A(X) =1
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Syntax of Shared /Symmetric-Key Encryption

Definition 1 (Shared/Symmetric-Key Encryption (SKE))

An SKE I for message space M is a triple of efficient algorithms
(Gen, Enc, Dec) with the following syntax:

-/
o\

(aer
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Syntax of Shared /Symmetric-Key Encryption

Definition 1 (Shared/Symmetric-Key Encryption (SKE))

An SKE I for message space M is a triple of efficient algorithms
(Gen, Enc, Dec) with the following syntax:

froro cphertext-spae G
“s{Dec
k= Enc f=>C oo ¢ tO. -
R UK S N ) T AR
(aesor Generd

m Correctness of decryption: for all message m € M,
Pr [Dec(k,c) =m] =1

k<—Gen,c<—Enc(k,m)

@ Why can we assume that Dec is deterministic w.l.0.g.?
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Example: Shift Cipher (Caesar Cipher)

|

Construction 1 (for message space {a,- -,

- e R
----- ks :

(+k3 O O %

dw n \"/ = :

Pseudocode 1 (Message space {0,---, 25} <> {a,--- ,z}")

m Key generation, Gen: output k < {0, - ,25}

m Encryption, Enc(k,m = my|| - - - ||my):
m Output ¢ := c1|| - - - ||ce, where ¢; := m; + k mod 26
m Decryption, Dec(k,c = ci| -+ ||c):
m Output m := my|| - - - ||mg, where m; := ¢; — k mod 26

@ Why does correctness of decryption hold?
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Plan for This Lecture

One-time pad

Perfect Secrecy and One-Time Pad (OTP) |
+Fl(§t P(OO* Not to be confused with




General template: sewret ommonidtion th  Jrared fiegs

Identify the task and specify syntax D
Come up with precise threat model M (a.k.a security model) D@ﬂ

m Attack model: What are the adversary's capabilities? ({a\stﬁ(@w@(
m Break model: What does it mean to be secure?
Pecfeds sty

Construct a scheme I &One-tine P(Id |

Formally prove that I in secure in threat model M
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Attack Model and Break Model

= A

Attack Model: Eavesdropping

Break Model:
m Attempt 1: Eve must find key

m Enc(k, m) := m secure!

How powerful is Eve?

m Computationally
unbounded
What attack Eve do? m Attempt 2: Eve must recover m
at attack can tve do: m What if ciphertext leaks first few

7
= Only eavesdrop and bits of the message?

obtain ciphertext Sh ) K
(ciphertext-only attack) ™ =nannons take

Is Eve randomised? m Ciphertext must reveal no

5 information about the message
m !
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m We will look at two ways:

“Informgtion theoretic’ “Two ord
Lot world 1 Righ woorld
PrM = m*|C = c*] = Pr{M = m’] [ Gen J-—k | [t

mmﬁi % Moo (g, )€
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Modelling ‘No Information Learnt’: Shannon’s Take

Definition 2 (Shannon'49)

Let N = (Gen, Enc, Dec) be an SKE with message space M.
I is perfectly-secret if for every message distribution M over M,

message m* € M and ciphertext ¢* € C (in support):
> Cpneckerc didubton indueed by M, en & nc
PrIM = m*|C = "] = Pr[M = m"|

m Intuition: ‘observing a ciphertext must have no effect on Eve's
knowledge about the message being sent’

m Definition does not refer to Eve at all!
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Modelling ‘No Information Learnt’: Shannon's Take...

Definition 2 (Shannon'49)

Let I'It (Gen, Enc, Det beefr;eSKE W|th message space M.
Mis perfectly secret |f/\orf/ev,ery message distribution M over M,

message m € M and ciphertext ¢* € C (in support):

L,/7dwwd§“
de%@ﬂd PrilM = m*|C = ¢*] # Pr[M = m*]
ol lLI/Z

o

m Let's see why shift cipher is not perfectly secret.

 lBlefae] NI

PISTEES ks == | tack -
Cattack . EECHE = MRRE o )
: g+ kj ) o, T Tl dnndgn
. W N
Ng ,_D dwwdgn
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Modelling ‘No Information Learnt’: Shannon’s Take...

Exercise 1

m Formally define substitution cipher using a pseudocode (clearly state
key-space etc)

m Show that it is not perfectly secret according to Definition 2

Exercise 2

m Formally define polyalphabetic shift cipher using a pseudocode

m Show that it is not perfectly secret according to Definition 2
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m Turing's Imitation Game (Turing Test)

Left woorld Bight world

O
& &

m Turing, on artificial intelligence: "Are there imaginable digital
computers which would do well in the imitation game?"
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m Turing's Imitation Game (Turing Test)

Left world Rt world Left world Rugt Loor 14 Left world Rightc world
R é é g U
& » & ® &

m Turing, on artificial intelligence: "Are there imaginable digital
computers which would do well in the imitation game?"

m To paraphrase: sign of artificial (human) intelligence if no human
can tell the two worlds apart ~
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Modelling ‘No Information Learnt”: Two-Worlds Definition...
Fwihkwsrld

[en

) —)| Enc

@What are our two worlds?

m ‘Left” world: always encrypt mg
“Right” world: always encrypt my

Definition 3 (Two-Worlds Definition)

An SKE I = (Gen, Enc, Dec) is perfectly-secret if for every eavesdropper
Eve and every message-pair (mg, m;) € M:

Pr  [Eve(c) outputs ‘left’] = Pr  [Eve(c) = outputs ‘left’]
k<Gen - k<Gen —_—
c+Enc(k,mg) 0 c<Enc(k,m) 0

Exercise 3

Show that shift and substitution ciphers are not perfectly secret w.r.to
Definition 3
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How to Model ‘No Information Learnt'?...

m We saw two definitions. There are two more.

“Informgtion theoretic” CTw o

Left world fugpk woorld

Pr[M = m*|C = ¢*] = Pr[M = m"] k k
m«@? | m.@?

4
Mo, < - m,,m( BB
sk bd ol

Mo,

P k | "] P k, ‘]
Al G|e"Em:( . Mp) = ¢ ol 6:"Encq m) = ¢

C

49

jz et
' )

R\

m ‘Semantic-security’: ciphertext contains no info. about plaintext
m Ciphertext indistinguishability: variant of imitation game

Exercise 4

Show equivalence of all these definitions.
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6. S, VERNAM.
SECRET SIGNALING SYSTEW,
APPLICATION FILED SEPT, 13, 1915,

1,810,719, Tat

tented July 22, 1919,

2 SHEETS-$HEET 1.

5 &

ATTORNEY
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One-Time Pad (Vernam's Cipher)...

Construction 2 (Message space {0,1}")™
e T ool
Slognov e k=00 g S k)
{%‘;0 ,"o°°.$’o e & 100
(K _
* ') =0l /

Pseudocode 2 (Message space {0,1})

= Key generation Gen: output k « {0,1}*
m Encryption Enc(k, m): output c := k& m
m Decryption Dec(k, ¢): output m:=k @ ¢

Exercise 5

Design OTP for message space {a, - - - ,z}e

How is this different from polyalphabetic shift cipher?
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One-Time Pad is Perfectly Secret

Theorem 1 (Shannon’'49)

One-time pad is a perfectly secret SKE according to Definition 3.

Proof.

Goal s ko show: Y eve ,Hrag m,e 4
[Eve(on@n) < leu] = Pr ![gve(m.eer):"ueu"]

re{o,ﬂ;
& \%\2 P([€V€(ma®7) left ] \h 2 P([Eve(m ©Or)="lelt }
re{:ﬂ,’ tefaly

fouf & l{r Eve(™s ©r) = lelt }l I{_r fue(, O = |2H}(
Lom!|-lLom,|

=~ Now (nsider the sek oﬁc_ion}a:——— fes B '-"lek"} .
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One-Time Pad is Perfectly Secret...

Exercise 6 ( Hint: use Bayes' theorem.)

Show that one-time pad is a perfectly secret SKE according to
Definition 2.
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OTP IRL

‘Bed kele

Radio Netherlands Moscow—Washington hotline

Article

Archives

From Wikipedia, the free encyclopedia

(Redirected from M
THE NETHERLANDS / HISTO AFRICA Red giont

Operation Vula: A secret Dutch network against apartheid
@Why not use OTP for all purposes?

m Keys are as large as messages |K| = | M|
m Why not re-use keys? Then it becomes insecure! See Hands-on
Exercise 1

Declassified files reveal how pre-WW2 Brits
smashed Russian crypto

Moscow's agents used one-time pads, er, two times — oi!

Venona project

Article

From Wikipedia, the free encyclopedia
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Limitations of Perfect Secrecy: Shannon’s Impossibility
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Shannon’s Impossibility

Theorem 2 (Shannon'49)

Let M = (Gen, Enc, Dec) be any perfectly-secret encryption scheme with
message space M and key-space K. Then || > | M|.

Proof Sketch.  Idea: proof by contradiction.

Assume for womriadiction thek K| <| M|
Goql: show et T nok Pe(\ﬁedr\j ey

Fix ony mqsgage meX and ¢ m‘éc\F}\e(\ex{-sface

(ono)dec st MoC H defined oS
@ why {me M : Thek sk Dec(k, Yernb
Sinte IMAQ\KK\U\\;

Ime M\ He : ¢ Never c\ecvjpl'ﬁ to m
g (V)
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Shannon’s Impossibility

Theorem 2 (Shannon'49)

Let M = (Gen, Enc, Dec) be any perfectly-secret encryption scheme with
message space M and key-space K. Then || > | M|.

Proof Sketch.  Idea: proof by contradiction.

@)t c "
Consiber (o r) and Eve ()= {”qhk othareice e

We have |
‘. ()= et V70
W) doc o .k?:qen [Eveﬂ (()="lef
Ce—Enc(m)
A :ll ) =0
n) foc ™ o [Eve[u () 1eft’)

C—nc(m')
= s not per fm\j e #




What Do We Do in Face of Shannon'’s Impossibility?

= You compromise.

m Kerckhoffs' principle: “The system should be, if not theoretically

unbreakable, unbreakable in practice.”
/‘F

Definition 3 (Two-Worlds Definition)

An SKE I = (Gen, Enc, Dec) is perfectly-secret if for every eavesdropper

Eve and every message-pair (mg, m;) € M:
=
Pr  [Eve(c) outputs ‘left’] =2 Pr  [Eve(c) = outputs ‘left’]

k<Gen k<Gen
c<Enc(k,my) c«Enc(k,my)

m Compromise two aspects of Definitioﬁ ' .
Restrict to computationally-bounded Eve -

Allow “slack™ Eve may distinguish, but with “very small” prob.
m Turns out both compromises are necessary!
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m How to model computationally-bounded adversaries? ) 2
m Probabilitic polynomial-time (PPT) algorithms D ﬂ >

How to capture “very small” probability?

m Negligible functions

PO\H \Js.r\eg\
o)
m Pseudo-random generators (PRG)
m Computational OTP J 5
K@ |m
0
e

More Questions?
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[KL14, Chapters 1 and 2] for details about this lecture

Shannon’s paper on perfect secrecy and proof of perfect secrecy
one-time pad: [Sha49]

Turing's paper on artificial intelligence: [Tur50]

David Kahn's The Codebreakers for historical aspects of
cryptography



E:| Jonathan Katz and Yehuda Lindell.
Introduction to Modern Cryptography (3rd ed.).
Chapman and Hall/CRC, 2014.

@ C. E. Shannon.
Communication theory of secrecy systems.

The Bell System Technical Journal, 28(4):656-715, 1949.

B A. M. Turing.
Computing Machinery and Intelligence.
Mind, L1X(236):433-460, 10 1950
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