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What is a Verifiable Delay Function?

A delay function: a function D : X — ) that is

¥’ Can be evaluated at any = € X in sequential time T €. % T
L} Hard to evaluate at random x +— X in parallel time << T
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What is a Verifiable Delay Function?

A delay function: a function D : X — ) that is
¥’ Can be evaluated at any = € X in sequential time T
Ll Hard to evaluate at random z < X in parallel time < T

) that is verifiable: z N y can be verified in t < T time given a proof:41r_

e Requirement (informal):
A\ 1. Sequentiality: no parallel adversary running in time < T can
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evaluate D at random z + X
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What is a Verifiable Delay Function?

A delay function: a function D : X — ) that is

¥’ Can be evaluated at any = € X in sequential time T
Ll Hard to evaluate at random z < X in parallel time < T

Z\;that is verifiable: z +=» y can be verified in t < T time given a proof?ﬁ;
S

° Requirement (informal):

1. Sequentiality: no parallel adversary running in time < 7" can
evaluate D at random z < X
(omputahonal PPT
Rerfegt uniqueness (a/k/a soundness): no adversary, given = € X,
Mean produce (y*,7*) such that .
a. y" #y but
b. 7" is an accepting proof for x 2y y*
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What are VDFs Useful for?

Consensus in blockchains: e.g., Chia
Fair coin tossing

Randomness beacons
Computational time-stamping

Short-lived signature [ABC22]: signatures that are forgeable after a

certain time period Could have
ben onyte!
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® Automatic deniability! No action required from the signer

Courtesy: Charlotte Hoffman
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How to Construct a VDF?

X— He) — H)—s - — H®)

® Standard template:

ﬂ 1. Build a delay function D (e.g., repeated hashing or squaring)

fn2 Build a SNARG that proves = =5 y

t Al

1 2 2!
. . AX—s oty ts - —>o (MOAN
e Some instantiations: ( o )

Work Delay function SNARG
[Bon+18; FPS22] Generic General-purpose
[Piel9; Wes19] GUO-based | Custom, ROM-based
[LM23; CLM23] | Lattice-based | Custom, ROM-based

/N Either delay function or SNARG relies on “structured” problems

@Can we build VDF using “unstructured” problems like CRHF/OWF?
/\ No, can break any VDF in ROM! @
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Plan for Today's Talk

/\ Breaking ROM-Based VDF A\
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(Parallel) Random-Oracle Model (ROM)

Fonction F=(F; {oif' —1oi]), < { F}

P

(g
Evaly <
r
G ; g >rounds

e All algorithms have query access to a random oracle (RO) F

® An algorithm runs in rounds: in each round it can query F in parallel
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(Parallel) Random-Oracle Model (ROM)

Fonction F=(F; {oif' —1oi]), < { F}

P

o«
N\”ﬁu -
il <
s =. 3 > rounds

e All algorithms have query access to a random oracle (RO) F

® An algorithm runs in rounds: in each round it can query F in parallel

A Complexity measures for an algorithm:

® Round complexity: total number of rounds in which it queries F’
® Query complexity: total number of queries it makes to F
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ROM-Based VDF

is a triple of oracle algorithms (Sctup Eval’, Verify') with following

syntax:

!

%51 Eyal

Elalvaor

® Requirements (informal):

1. Correctness

2. Sequentiality: no < T-round oracle
adversary, given = < X', can produce v,

even with preprocessing

3. Uniqueness: no adversary, given = < X,
can produce (y*,7*) such that

a. y" #y but

b. Verifyfp(:t, T™,y") =1

Y R —) \'U"'\%g —b
T \lerifier
PP
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Breaking ROM-Based VDF&

®

F

Work Restrictions on VDF | /\What is Broken?
Perfect uniqueness & e R
[MSW20] U o Sequentiality Ly
ot+ ight sequentiality niqueness
[D6t+20] | Tigh iali Uni A
[GRY25] T T e
uniqueness 4,
[t 71 Sequentiality or
Our work o uniqueness 4.
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Breaking Sequentiality of Perfectly-Unique VDF

® Based on ideas from Rudich's separation:

e OWF/RO # OWP

® More generally: “imperfect” primitive #- “perfect” primitive

A/,

Main idea: given pp and z, it is possible to learn all F-queries made in
Vcrifyfp(z,my) in =~ t rounds

&Key tool: hybrid of oracles F and |§ at Q C {0,1}" is defined as

_ |S(q) ifqeQ
H(g) = {F(q) otherwise

Simplifying assumptions henceforth: perfect correctness, deterministic Eval
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Breaking Sequentiality of Perfectly-Unique VDF.

|

i

: |
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Q’S : l s!

Busw
1: Initialise partial function f; to equal F' at Q;ﬁ -queries by Sct\)‘)

: for i € [1,2t] do

Sample a simulated oracle S; that “extends” f;

Compute (y;, ;) := Evalf;,(r) and let Q; be "new" S;-queries

Update partial function by querying F' at Q; in parallel:

fiq) if ¢ € Dom(f:)
F(q) ifqe Q;

A

fua(a) = {

&

end for
: Output y;- for i* « [1,2t]

~

6/11



Breaking Sequentiality of Perfectly-Unique VDF..

yi~ = y holds with probability at least 1/2

Proof.

A Busw “learns” in round i if Q; contains at least one query from Qy/
1. Subclaim 1: There are at most t rounds in which Bysw learns

® Since |Qy| <t and F is queried on Q; subsequently
2. Subclaim 2: If Bysw does not learn in round * then ;- =y

® |f y;- # y, then uniqueness violated relative to the hybrid oracle
|

- I
ot .
= —_ ¢ Si=(q) if g€ Qi~
| . H(g):= / -
[T : | Sz F(q) otherwise

el @
| Q ¢
& ) H H
as (yi=, mi=) = Evaly, (z) and Verify,,(z,m,y) = 1
Heonbde, With Sp R QN Q-9
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How to Relax to Computationally-Unique VDF

Subclaim 2: If Bysw does not learn in round * then y;- =y

® |f y;- # y, then uniqueness violated relative to the hybrid

oracle
L Six (q) if qec Q=
H(q) := {F(q) ~_ otherwise

x) and: Vcrlfvpp(:r m y) 1

as (Yix, mix) = Evalpp(

® What goes wrong with Subclaim 2 if uniqueness is computational?
. Vorifyz,(m,n,y) =1 % y;» =y: ™ may be a "bad proof”

P |

GRY25] make two crucial observations: i, !

1. (yi=,m;=) breaks uniqueness, N Pl
albeit relative to wrong oracle H! - | | e 5

W2, Bysw cannot tell if roles of S« Q S
and F were swapped in round i*!

7/11



How to Relax to Computationally-Unique VDF..

o

|
# <t
Y4 | !ﬂmmfw ! E S|
P i i l S
Ta— ! T Qy
Bery
1: Initialise partial function f; to equal F' at Qg and let i* « [1, 2¢]
2: forie [1,i* — 1] do
3: Execute online round of Bgry (Steps 3-5)
4: end for
5: Sample simulated oracle S;« that extends f;-
»6: Compute (y;-,mi+) 1= Evalf;(z) and let Q;- be new F-queries{
7: Construct hybrid oracle H of F and S;- at Q;-
8: Output (yi., 7l ) := Eval{fp(zr)
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Challenges in Dealing with Private Setups

® How to construct initial partial function f; when Qg is unknown?

® Must maintain consistency of f; with F' at Qg: e.g., if i*
contains a query g € Qg then H is inconsistent with pp

50 = {7y atenis
= cannot invoke perfect uniqueness
< Setup efficient = can afford to learn Qy U Qg in online phase [MSW20]
® E.g, if |Qs| &~ t queries = run online for ~ 3t rounds:

1: Initialise empty partial function f;

2: for i € [1,3t] do

3: Execute online round of Bgry (Steps 3-5)
4: end for

5

@ How to deal with expensive private setups (e.g., |Qs| = T)?
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Taming Expensive Private Setups by Preprocessing

lSubcIaim 1: There are at least t rounds in which Byigw does not learn |

@ Goal: generate initial partial function f; such that Subclaim 1 holds
® | earn now defined with respect to Qy U Qg

® Straw man attempt: collect “heavy” setup queries by running Eval

1: Initialise empty partial function f;

: for j € [1,3T] do
Sample z; < X and execute (yJ,wJ « Eval” (pp, z;)
Let Q; be new F-queries made by Eval ...
Set fi(q) := F(q) forall g € Q;

end for

Proceed as in Bysw ...

REQROINES ORI

@ Problem: unclear if true/unclear how to analyse
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Taming Expensive Private Setups by Preprocessing.

lSubcIaim 1: There are at least t rounds in which Byigw does not learn |

@ Goal: generate initial partial function f; such that Subclaim 1 holds
® | earn now defined with respect to Qy U Qg

\‘ l/ H ‘" " .
? Solution: collect “heavy” setup queries that Byisw makes!

1: Initialise empty partial function f1

: for j € [1,37] do
Sample z; < & and execute yJ < Busw (pp, x;)
Let Q; be new F-queries made by Bysw....... _omoo
Set fi(q) := F(q) forall g € Q;

end for

Proceed as in Bysw ...

74 Analysis generalisation of [GRY25]

REQROINES ORI
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Summary:

ROM-Based VDFs are Impossible

Work

Restrictions on VDF

What is Broken?

i | [MSw20]

Perfect uniqueness &

Sequentiality

Public setup
[D6t+20] | Tight sequentiality Uniqueness
. Sequentiality or
[GRY25] Public setup
uniqueness
Sequentiality or
Our work - a Y

uniqueness
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ePrint 2025/1773
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But Wait, There is More!

® Related timed primitive: Time-Lock puzzle (TLP)

® Puzzle can be generated in (sequential) time < T' and solved in
(sequential) time T'
® Hard to solve puzzle in parallel time < T

® ROM-based TLPs are also impossible [MMV11]

® How is TLP related to VDF? Follow up work with Hamza Abusalah,
Nivesh Aggarwal, Karen Azari and Max von Consbruch:

® TLP # (oracle-aided) VDF
® \VVDF # (oracle-aided) TLP

Thank You!
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