
Collusion Set Detection using Graph Clustering 

Girish Keshav Palshikar 

Tata Research Development and Design Centre (TRDDC) 
54B Hadapsar Industrial Estate 

Pune 411013 
India 

Email: gk.palshikar@tcs.com 

Manoj M. Apte 

Tata Consultancy Services 
54B Hadapsar Industrial Estate 

Pune 411013 
India 

Email: manoj.apte@tcs.com 

 
 

Abstract 
Many mal-practices in stock market trading – e.g., 
circular trading and price manipulation –  use the 
modus operandi of collusion. Informally, a set of 
traders is a candidate collusion set when they have 
“heavy trading” among themselves, as compared to 
their trading with others.  We formalize the 
problem of detection of collusion sets, if any, in the 
given trading database. We show that naïve 
approaches are inefficient for real-life situations. 
We adapt and apply two well-known graph 
clustering algorithms for this problem. We also 
propose a new graph clustering algorithm, 
specifically tailored for detecting collusion sets. A 
novel feature of our approach is the use of 
Dempster-Schafer theory of evidence to combine 
the candidate collusion sets detected by individual 
algorithms. Treating individual experiments as 
evidence, this approach allows us to quantify the 
confidence (or belief) in the candidate collusion 
sets. 
 
Keywords: Graph clustering, Clustering, Frauds, 
Collusion set.  

1. Introduction 
It is a well-known unfortunate fact that there are 
unscrupulous organizations and groups of individuals, 
which attempt to manipulate or influence the activities on 
stock exchanges with the intention of making profits 
through illegal or unfair means. Continued prevalence of 
such mal-practices can have disastrous long-term 

consequences for the stock exchange, businesses, investors, 
financial institutions, the government and the economy, in 
general.  

To facilitate fair transactions, the competent authorities 
keep developing various laws and guidelines (e.g., 
Securities and Exchange Board (SEBI) guidelines in India) 
to be followed by all participants in stock market activities. 
Enforcing the laws and guidelines requires continuous 
surveillance of stock market activities through analysis of 
the associated databases. On-line surveillance systems are 
generally unable to detect or prevent occurrences of 
complex types of mal-practices because they can only 
analyse short-term trading data in the limited time available. 
Such surveillance could be preventive involving early 
detection and prevention of mal-practices or retroactive 
involving detection and investigation of suspects and mal-
practices in the past. 

Many different types of mal-practices may happen in 
stock market trading. In this paper, we ignore the mal-
practices related to payment (e.g., payment default), 
delivery of shares (e.g., delivery default) etc. We also ignore 
some trading related mal-practices such as insider trading, 
takeover bids, market cornering etc. Instead, we focus on 
specific trading related mal-practices such as circular 
trading, price manipulation, price hammering, price 
propping etc.  

In price manipulation, a group of individual traders try 
act together to artificially (and with a view to profit making) 
attempt to increase the price of a security. This is typically 
achieved by circulating false information or by creating an 
artificial demand for the security. To achieve the latter, the 
traders in the group circulate a fixed number of shares 
among themselves in a large number of trades; they keep 
increasing the price in these trades, thereby forcing an 
increasing trend in the price as well as interesting other 
traders. When the overall trading price rises sufficiently, the 
traders in the group “exit” by selling their original shares. 
Since the price rise was not tenable, the price crashes back 
to its original level or below. Please refer to [7] for more 
details on these mal-practices.  
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Conceptually, we group these mal-practices together in a 
class called collusion based mal-practices. This is because 

 

 



all these mal-practices involve a group of traders acting and 
trading together to achieve specific effect on the price or 
volume of a target security. In collusion-based mal-
practices, the individual trading transactions are usually 
innocuous (superficially legal); the mal-practice is visible 
only when the transactions are appropriately grouped 
together. Evidence for such mal-practices is often hidden 
deep inside trading databases. That is why surveillance of 
stock market databases for detecting (or gathering evidence 
of) collusion-based mal-practices is an important, complex 
and knowledge-intensive task.  

The telltale characteristic of the occurrences (or 
instances) of collusion-based mal-practices is the fact that 
there is a group of traders, which we call collusion set, who 
trade heavily among themselves (in a single security) in the 
period under consideration. Different collusion-based mal-
practices differ from each other in the trading strategy used 
during collusion. For example, in circular trading the 
sequences of trades among the traders in the collusion set 
are roughly circular. In price manipulation, the trading 
strategy may be more random i.e., there may not be any 
specific temporal pattern discernible in the trades among the 
colluding traders.  

The problem that we address in this paper is: how to 
identify the collusion sets, if any, present in the given 
trading database? We suggest that identification of the 
candidate collusion sets is an important first step in 
detecting and proving the occurrence of any collusion-based 
mal-practice. Each candidate collusion set can then be 
subjected to further in-depth analysis, to establish the 
occurrence of any collusion-based mal-practice. These 
follow-up investigations include interviews, analysis of 
delivery and payment records, raids, prosecution etc., all of 
which we ignore in this paper. 

The difficulties in identifying candidate collusion sets, 
even for a single known security, are: large size of the 
trading database, complex sequences of trades, large number 
of traders, unknown number and identity of the traders in 
the collusion set, and most importantly, subjective nature of 
the notion of heavy trading (that may vary from security to 
security, time to time, trader to trader) etc. In addition, 
various instances of the pattern describing the same mal-
practice have similar but not necessarily identical behaviour 
(or traces) in the trading databases. Hence there is no 
guarantee that ability to detect one occurrence would be 
sufficient to detect the other occurrences. 

In this paper, we propose the use of graph clustering 
techniques for efficient detection of candidate collusion sets. 
Apart from efficiency, this approach has the major 
advantage that the user does not supply much knowledge; 
e.g., there is no need to specify the number of candidate 
collusion sets nor is there any need to quantify the notion of 
heavy trading.  

In section 2, we provide a survey of some related work. 
In section 3, we define the basic framework of collusion set 
detection, which includes data preparation, the notion of a 

stock flow graph etc. In section 4, we discuss two well-
known graph clustering algorithms and their application to a 
given stock flow graph for generating candidate collusion 
sets. In section 5, we discuss an approach to integrate (fuse) 
the candidate collusion sets, to improve the accuracy of the 
candidate collusion sets. Section 6 discusses conclusions 
and further work. 

2.   Related Work  
Most approaches to fraud detection use the supervised 
learning framework, where a set of training examples 
containing both fraudulent and normal transactions is 
assumed to be available. As per our experience, such 
training set is very difficult to obtain. Hence, we have 
chosen not to make this assumption for frauds in stock 
market trading. Thus we need unsupervised learning 
algorithms that are specialized to separate normal trading 
from fraudulent trading. There have been a few attempts to 
formally characterize frauds in stock market trading. Our 
previous work [7] used a fuzzy temporal logic in which 
users could specify interesting trading patterns. One could 
apply Hamiltonian circuit enumeration algorithms [8], [9] 
(or general circuit enumeration algorithms like [3], [11]) to 
generate all possible candidate collusion sets. However, this 
is computationally infeasible.  

As far as we know, clustering techniques have not been 
applied to the problem of collusion set detection. Graph 
clustering is a well-explored field in unsupervised learning 
in structured domains; we have adapted and applied the two 
well-known graph clustering algorithms [1] and [6] to the 
problem of collusion set detection. [5] provides a general 
survey of clustering techniques. 

Combining multiple statistical classifiers to produce a 
more reliable classification is a well-explored problem in 
statistical pattern recognition. [4] includes a review of the 
various classifier combination techniques, which are mostly 
based on voting and weighted averages. Dempster-Shafer 
theory of evidence [10] is well-known and has been 
successfully used in many different application domains; [2] 
has used it for sensor data fusion. There does not seem to be 
any work that has used the Dempster-Shafer theory of 
evidence to combine results of unsupervised learning 
algorithms, as we have done in this paper. 

3.   Collusion Set 

3.1 Case Study 

SEBI has published a report on its web site [12] containing 
an example of collusion in the trading of a security called 
DSQ Industries. Three traders were involved in this 
collusion, which occurred in the period 1st January, 2001 to 
8th January, 2001 (in 6 trading sessions). The three traders 
many times traded the same 10000 shares among 
themselves. The trading among these three traders was quite 

  



heavy; e.g., on a particular day in this period, they traded a 
total volume of > 200,000 shares, among themselves. They 
used increasing price and synchronized orders for these 
trades among themselves. This heavy activity lead to a false 
impression of heavy demand. As a result, the share price, 
which opened at Rs. 340 on 1st January, 2001, closed at Rs. 
450 on 8th January, 2001 (32% increase) and continued to 
rise even further. As an example, traders 35 and 805 
conducted 19 synchronized trades among themselves in a 
span of 7 minutes, based on the same 100 shares. The 
increase in the price from the first of these 19 trades to the 
last trade was Rs. 24.60.  

3.2 Naïve Approach 

We can devise a naïve approach to find candidate collusion 
sets. Essentially, we generate all subsets of the set traders 
and check if all traders in the generated subset are “heavily 
trading” among themselves. If yes, we report the subset as a 
candidate collusion set. This approach suffers from 
combinatorial explosion. Also, the notion of heavy trading 
still needs to be specified by the user. We present 
polynomial time algorithms to identify candidate collusion 
sets.  

 
algorithm naive 
input trading database D 
output collection T of sets of traders  
T := set of all traders 
max := |T| // no. of traders 
for m = max, max – 1, …, 4, 3, 2 do 
   for every m-subset A of T do 
     if heavy trade among members of A then 
  report A as candidate collusion set 
  remove A from T 
     end if 
   end for 
end for 

3.3 Data Pre-processing 

We assume that the input trading data consists of records 
having the following (simplified) form: 

 
Stock-
ID 

Time 
stamp 

Seller-
ID 

Buyer-
ID 

Quantity Price Value 

 
Actual trading data contains many other details; e.g., 

trader details, client details, (sales and purchase) order 
details such as IDs, placement times, matching time, 
quantities and prices quoted in the order etc. Each record in 
this trading database refers to a single trading transaction. 
Since these records are timestamped, we can get an idea of 
the temporal behaviour of the trading. However, our 
approach to collusion detection does not depend on the 
detailed temporal aspects of the individual transactions, but 
only on the overall trading volumes among the traders over 

a specific time period. Hence we prepare a summary of the 
above trading data as follows: 
1. Select records for a specific stock, which fall in a 

specific time period.  
2. Summarize the transactions between each pair of seller 

(trader) and buyer (trader) into a single record. The 
quantity (and value) is the sum of the quantities (and 
values), and the price is the average of the prices in all 
transactions for that pair of seller and buyer. The stock-
ID and timestamp fields are not needed in the resulting 
trading summary database. 

3.4 Stock Flow Graph 

Definition. Using the summary trading database, we 
construct a directed edge-labeled graph called the stock 
flow graph for a particular stock-ID S, denoted GS = (V, E, 
φ), where V is the set of vertices (each vertex is labeled by a 
trader ID), E is the set of directed edges and φ is the 
function that associates a label for each edge. Label of a 
directed edge (a, b) is the total number of shares sold by a 
to b (as per the given trading summary database).  

A stock flow graph can have parallel edges in opposite 
directions but cannot have self-loops. It also cannot have 
any isolated vertices. Stock flow graph can be disconnected. 
Note that the user has to select the time period for which the 
summary database is created.  

Figure 1 shows an example of a stock flow graph with 9 
vertices and 49 edges, where, to avoid clutter, pairs of 
directed edges (u, v) and (v, u) are shown as single bi-
directional edges. The label on an edge (u, v) indicates the 
total quantity sold by trader u to trader v. 

4.   Graph Clustering 
A clustering algorithm divides records in a given database 
into groups or clusters such that records within a cluster are 
similar to each other and records in different clusters are 
dissimilar. Each cluster typically corresponds to some 
concept or class in an application. Clustering algorithms are 
designed under the unsupervised learning framework, where 
the attempt is to discover the classes for the given database, 
with little help from the user. A distance measure is 
assumed to be available, which gives a numeric value for 
the dissimilarity between any two records. A clustering 
algorithm does not need any training or prototype records to 
be given for each cluster. Moreover, the size, shape and 
even the number of clusters for a given database are 
generally unknown. In general, different clustering 
algorithms discover different clusters, even for the same 
database i.e., there is no unique grouping of records into 
clusters.  

 
 
 

  



Figure 1. An example of a stock flow graph with 9 vertices and 49 edges. 
 

In our case, since the data to be clustered is a graph, 
rather than a table of records, we need graph clustering 
algorithms. The main difference between a database 
clustering algorithm and a graph clustering algorithm is as 
follows. Distance can be computed between any two points 
in the database (e.g., Euclidean) whereas for a graph, the 
distance from a vertex u is available only for the immediate 
neighbours of u (in the form of labels of outgoing edges 
from u). Thus graph clustering algorithms are based on the 
idea that a vertex is likely to belong to the same cluster (or 
class) as that of its nearest neighbours.  

The label φ(u, v) on a directed edge (u, v) is the total 
quantity of shares sold by u to v; thus higher the edge label, 
closer the vertices in terms of “heaviness” of trading. We 
will present a simple scheme for distance d(u, v), based on 
φ(u, v), such that higher the value of d farther the vertices 
are in terms of “heaviness” of trading. Thus the premise of 
this paper is: each cluster of vertices identified by a graph 
clustering algorithm corresponds to traders who trade 
heavily among themselves. We present experimental 
evidence of this claim later in the paper. 

We apply two different graph clustering algorithms to a 
given stock flow graph, where the clusters correspond to 
subsets of the vertices. We then compare the results 
obtained by these two algorithms. 

4.1 Shared Nearest Neighbour Graph Clustering 

We now describe how we applied the well known shared 
nearest neighbour graph clustering algorithm to the 
problem of candidate collusion set detection. This algorithm 
takes a stock flow graph as input, along with two integer 
parameters k and kt (k is the no. of nearest neighbours to be 
used and kt is the minimum no. of common nearest 
neighbours, explained later). We denote the ordered 
sequence of k nearest neighbours of a vertex u by kNN(u). 
Vertices in kNN(u) are ordered, with the first vertex being 
the nearest to u; e.g., Table 1 shows 4NN for Fig. 1.  
 
Table 1. 4NN for vertices in Fig. 1. 
4NN(1017) = <> 
4NN(1029) = <1054, 1037, 1017, 1042> 
4NN(1035) = <1054, 1029, 1017, 1042> 
4NN(1037) = <1054, 1029, 1017, 1074> 
4NN(1042) = <1035, 1017, 1037, 1029> 
4NN(1049) = <1054, 1042, 1035, 1037> 
4NN(1054) = <1029> 
4NN(1057) = <1054, 1037, 1017, 1035> 
4NN(1074) = <1054, 1035, 1037, 1029> 
 
The algorithm first retains only k outgoing edges for each 
vertex, one to each of its k nearest neighbours. Then it 
iteratively compares every pair of vertices u and v, merging 

  



their corresponding clusters, if: (i) u and v share more than 
kt ≤ k neighbors; and (ii) u and v are among the k-nearest 
neighbors of each other. This continues until there are pairs 
of vertices that can be merged. 

 
algorithm shared_NN 
input stock flow graph G = (V, E) 
input k, kt 
output collection S of sets of vertices  
// S contains collusion sets 
for every vertex v in G do 
    Find set kNN(v); //k-nearest neighbours of v 
    Remove every edge from v to any vertex not  

in kNN(v); 
end for 
// initially every vertex is a singleton cluster 
S := {{u} | u is a vertex in G}  
// C(u) = cluster in S to which vertex u belongs 
for every vertex u in G do 
   for every vertex v in G do 
      if v ∉ C(u) && |kNN(u) ∩ kNN(v)| ≥ kt &&  
         u ∈ kNN(v) && v ∈ kNN(u) then 
          remove clusters C(u), C(v) from S 
    add cluster C(u) ∪ C(v) to S 
      end if 
   end for 
end for 

 
For the stock flow graph in Fig. 1, suppose we use k = 4 

and kt = 2. 4 nearest neighbours of 1074 and 1042 are: 
S1 = 4NN(1074) = <1054, 1035, 1037, 1029> 
S2 = 4NN(1042) = <1035, 1017, 1037, 1029> 
The sets S1 and S2 have 3 traders in common (underlined); 
so the condition |S1 ∩ S2| ≥ kt is true. However, 1074 ∉ 
4NN(1042); so S1 and S2 cannot be merged. But  
S3 = 4NN(1029) = <1054, 1037, 1017, 1042> 
S4 = 4NN(1037) = <1054, 1029, 1017, 1074> 
The sets S3 and S4 have 2 traders in common (underlined); 
so the condition |S3 ∩ S4| ≥ kt is true. Also, 1029 ∈ 
4NN(1037) and 1037 ∈ 4NN(1029); so S3 and S4 can be 
merged.  

For the stock flow graph in Fig. 1, we get the following 
candidate collusion sets for different values of k and kt. The 
underlined traders appear in a single collusion set in all of 
these experiments; hence there is good reason to believe that 
a likely candidate collusion set is {1029, 1037, 1042, 1074}. 
 
k = 5 kt = 2 
{1029, 1035, 1037, 1042, 1074} 
k = 6 kt = 4 
{1029, 1037, 1042, 1074} 
k = 7 kt = 5 
{1029, 1037, 1042, 1057, 1074} 

 
Fig. 2. Subgraph of Fig. 1 corresponding to the candidate 
collusion set {1029, 1037, 1042, 1074}. 
 

Fig. 2 shows the subgraph of the stock flow graph in Fig. 
1 induced by the candidate collusion set {1029, 1037, 1042, 
1074}. This subgraph includes the Hamiltonian circuit: 
<1029, 1037, 1074, 1042, 1029>, having minimum trade = 
3600. One interpretation of this circuit is that these 4 traders 
have used these 3600 shares to trade among themselves. 
This subgraph also includes many other Hamiltonian 
circuits (e.g., <1029, 1037, 1042, 1074, 1029> having 
minimum trade of 2900.  

Proposition [6]. The complexity of shared-NN graph 
clustering is O(kN2) where N = no. of vertices or traders 
(and not the number of trades).  

Thus it is an efficient algorithm. The algorithm is self-
scaling i.e., there is no need to specify the number of 
clusters, conditions for heavy trading etc. The algorithm 
obeys the transitivity property: if p shares a lot of points 
with q and q shares a lot of points with r then p, q, r tend to 
belong to the same cluster. The algorithm can discover 
clusters of arbitrary shapes and sizes. Empirically, we also 
found the following [6]: 
1. As kt is increased, keeping k constant, the sizes of the 

clusters tend to decrease.  
2. As k is increased, keeping kt constant, the sizes of the 

clusters tend to increase. 
Typically, the size of the collusion set is small because it is 
more difficult to manage collusion (particularly, in 
computerized trading systems) among a large no. of traders. 
Thus parameters chosen should achieve clusters of size less 
than a limit identified by domain experts.  

4.2 Mutual Nearest Neighbour Graph Clustering 
We now describe how we applied the well known mutual 
nearest neighbour graph clustering algorithm to the 
problem of candidate collusion set detection. This algorithm 
takes a stock flow graph as input, along with one integer 
parameter k. The similarity measure used in this clustering 
algorithm is based on the concept of mutual neighbourhood 
value.  

  



Definition. Mutual neighbourhood value (mnv) of two 
points u and v is the sum of the ranks of the two points in 
each other’s sorted k-NN lists.   

For Fig. 1 (using Table 1), mnv(1029, 1037) = 2 + 2 = 4. 
If v does not occur in the k-NN list of u then rank of v in u’s 
k-NN list is defined to be some large constant (e.g., 100). 
The rank of 1049 in the 4NN list of 1037 is 100; so 
mnv(1037,1049) = 100 + 4 = 104. 

Definition. A cluster is a set of vertices. The mnv 
between two clusters (for a given k) is defined as the 
maximum mnv between any pair of points in the combined 
cluster.  

Thus the mnv between clusters {1029, 1054} and {1035, 
1042} = max{mnv(1029,1035), mnv(1029,1042), mnv(1054, 
1035), mnv(1054, 1042)} = max{102, 8, 101, 200} = 200.  

In our experiments, we found that using maximum mnv 
between any pair of points in two clusters does not yield 
good results.  

Definition. We (re)define the mnv between two clusters 
(for a given k) as the average mnv between any pair of 
points in the combined cluster.  

The idea of using average is similar to that in average 
linkage clustering. Thus the mnv between clusters {1029, 
1054} and {1035, 1042} = average{mnv(1029,1035), 
mnv(1029,1042), mnv(1054, 1035), mnv(1054, 1042)} = 
average{102, 8, 101, 200} = 411/4 = 102.75.  

 
algorithm mutual_NN_avg 
input k, m // m = desired no. of clusters  
input stock flow graph G = (V, E) 
output collection S of sets of vertices  
// S contains collusion sets 
for every vertex v in G do 
    Find set kNN(v); //k-nearest neighbours of v 
    Remove every edge from v to any vertex not  

in kNN(v); 
end for 
// initially every vertex is a singleton cluster 
S := {{u} | u is a vertex in G}  
while |S| > m do  
   find two cluster C1 and C2 such that  
       mnv(C1,C2) is minimum among all pairs of  

clusters 
 (use lowest inter-cluster distance in  
         case more than one pairs of clusters  
         have the same mnv) 
   minimum_mnv = mnv(C1,C2) 
   if minimum_mnv >= MAX_MNV then break; 
   remove clusters C1, C2 from S 
   add cluster C1 ∪ C2 to S 
end while 
 

The algorithm first retains only k outgoing edges for 
each vertex, one to each of its k nearest neighbours. Initially, 
every vertex is a singleton cluster. The algorithm then 
iteratively compares every pair of clusters Ci and Cj, 
merging their corresponding clusters and finds that pair 
having the minimum mnv. It then merges the selected pair of 
clusters into a single cluster. When two pairs of clusters {C1, 
C2} and {C3, C4} are such that mnv(C1, C2) = mnv(C3, C4) 
then we use inter-cluster distance d(Ci, Cj) to choose. Thus 

we choose the pair of clusters {C1, C2} to merge if d(C1, C2) 
< d(C3, C4). In our work, we defined d in terms of edge 
weights such that points connected with an edge having 
more weight are nearer (since edge weight = number of 
shares sold).  

The results of using the mutual nearest neighbour graph 
clustering algorithm, with our modifications, on Fig. 1 are 
as follows:  
k = 2 {1029, 1037, 1054} 
k = 3 {1029, 1037, 1054} {1035, 1042} 
k = 4 {1029, 1037, 1054, 1074} {1035, 1042} 
k = 5 {1029, 1035, 1037, 1042, 1054, 1074} 

Since traders 1029, 1037, 1054 always occur in the same 
cluster for different values of k, we suggest that {1029, 
1037, 1054} is a candidate collusion set.  

Proposition [1]. The complexity of this algorithm is 
O(kn2) where n is the number of vertices (traders) in the 
stock flow graph.  

This algorithm is self-scaling i.e., there is no need to 
specify in advance conditions for heavy trading, the number 
of clusters (m can always be given as 1, since the algorithm 
stops if the clusters are far apart as controlled by the 
condition minimum_mnv >= MAX_MNV) etc. The algorithm can 
discover clusters of arbitrary shapes and sizes. As k is 
increased, the number and size of the discovered clusters 
tends to increase [1].  

4.3 Collusion Clustering 
We now present a new clustering algorithm specifically 
tailored for the problem of detection of candidate collusion 
set. Recall that we informally defined a collusion set as that 
set of traders who trade heavily among themselves and 
relatively less with others. We now formalize this definition 
with a view towards using it in a clustering algorithm.  

Definition. For a set of traders C, the internal trading of 
C, denoted I(C), is the sum of the quantity in all trades 
where both the buyer and seller are in C i.e.,  

∑
∈∈

=
CvCu

vuqCI
,

),()(  

where q(u, v) = the total number of shares sold by u to v. 
Definition. External trading E(C) of a set of traders C is 

the sum of the quantity in all trades where either the buyer 
or the seller (but not both) are in C i.e.,  

∑∑
∈∉∉∈

+=
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Definition. The collusion index φ(C) of a set C of 
traders is defined as the ratio φ(C) = I(C) / E(C). If a trader 
does not trade with itself (e.g., on behalf of two different 
customers) then the collusion index of a singleton set is 
always zero.  

In Fig. 1, the collusion index of φ({1029, 1037, 1074}) = 
37900 / 129800 ≈ 0.29. It is easy to see that φ is a 
monotonically increasing function i.e., as the size of the set 
C increases, the value of its collusion index φ(C) increases. 

  



Formally, if D ⊆ C then φ(D) ≤ φ(C). This follows from the 
fact that internal trading of C is > that of D and external 
trading of C is less than that of D. 

Definition. Suppose C1 and C2 are two disjoint sets of 
traders. We define collusion level Lc(C1, C2) between them 
as the collusion index of C1 ∪ C2 i.e., Lc(C1, C2) = φ( C1 ∪ 
C2). Thus higher values of Lc(C1, C2) indicate better chances 
that C1 ∪ C2 is a candidate collusion set.  

For example, the collusion level of two clusters {1029} 
and {1037, 1074} is φ({1029, 1037, 1074}) = 0.29. Clearly, 
Lc(C1, C2) ≥ 0. However, Lc(C, C) is not necessarily zero, 
because in general the internal trading of the traders in C 
will be non-zero. It is easy to see that Lc(C1, C2) = Lc(C2, 
C1). This is because the internal and external trading of C1 ∪ 
C2 is the same as that of C2 ∪ C1.  

Definition. Let S = {C1, C2, …, Cn} be a collection of 
clusters. Then maximum similarity in S, denoted α(S), is 
defined as the maximum value of Lc(Ci, Cj), over all possible 
combinations of 1 ≤ i, j ≤ n (i.e, over all combinations of 
distinct clusters in S); i.e., α( S) = max{ Lc(Ci, Cj) | 1 ≤ i, j ≤ 
n, i ≠ j}. Two clusters Ci and Cj in S are most similar in S if 
Lc(Ci, Cj) = α(S) i.e., Ci and Cj are most similar among all 
pairs of clusters in S.   

For example, when S includes 9 singleton clusters (one 
for each vertex in Fig. 1), the maximum similarity α(S) = 
Lc({1054},{1074}) = 0.14.  

Definition. Given 2 integers m and k, 1 ≤  m ≤ k, and 
two clusters C and D, a point p in C is (k, m)-compatible 
with D if kNN(p) contains at least min(m, |D|)  points.  

Definition. Given two integers m and k, where 1 ≤  m ≤ 
k, and real number 0 ≤ h ≤ 100, two clusters C and D are (k, 
m, h)-compatible (or simply, compatible) if at least h% 
points in C are (k, m)-compatible with D and at least h% 
points in D are (k, m)-compatible with C. 

For example, when k = 4, m = 1, 1054 is not (4, 1)-
compatible with 1074 because 4NN(1054) does not include 
1074 (Table 1), whereas 1035 is (4, 1)-compatible with 
1042. We now define a simple clustering algorithm that uses 
collusion level as the similarity measure to merge clusters.  

 
algorithm collusion_clustering 
input k, m, h 
input stock flow graph G = (V, E) 
output collection S of sets of vertices  
// S contains collusion sets 
for every vertex v in G do 
    Find set kNN(v); //k-nearest neighbours of v 
    Remove every edge from v to any vertex not  

in kNN(v); 
end for 
// initially every vertex is a singleton cluster 
S := {{u} | u is a vertex in G} 
while (1) do 
   Let B := ordered sequence of all pairs of  
       clusters in S, sorted in descending order  
       of L  values c

   for every pair of clusters (C,D) in B do 
 if Lc(C, D) > 0 and C and D are (k,m,h)- 
       compatible then 

       remove C, D from S 
       add C ∪ D to S 
       break; 
    end for 
end while 

 
The algorithm starts by making every point a singleton 

cluster. Iteratively it finds and merges that pair of clusters 
which are (i) (k, m, h)-compatible and (ii) have the highest 
value of the collusion level Lc. It stops when no pair of (k, 
m, h)-compatible clusters can be found or when the Lc value 
is 0 for all pairs of clusters. Note that the user does not have 
to provide the desired number of clusters.   

Proposition. The complexity of the algorithm is O(kn3), 
where n = number of vertices in the stock flow graph (i.e., 
no. of traders) and k = number of nearest neighbours 
retained for each vertex. 

Table 2 shows the results yielded by the algorithm for 
the stock flow graph in Fig. 1: 

 
Table 2. Results for stock flow graph in Fig. 1 (m = 1). 
 h = 0.60 h = 0.70 
k = 3 {1029, 1037, 1054} {1029, 1037, 1054} 
k = 4 {1029, 1035, 1037, 

1042, 1054} 
{1029, 1035, 1042}, 
{1037, 1074} 

k = 5 {1029, 1035, 1037, 
1042, 1054, 1074} 

{1029, 1037, 1042, 
1054, 1074} 

k = 6 {1029, 1035, 1037, 
1042, 1054, 1074} 

{1029, 1035, 1042, 
1054}, {1037, 1074} 

 
Suppose k = 4, m = 1, h = 0.70. Initially, S consists of 9 

singleton clusters, one for each vertex in Fig. 1. Since 
Lc({1035},{1042}) is maximum among the (4, 1, 0.7)-
compatible points, the first pair of clusters to be merged is 
{1035} and {1042}. The sequence in which clusters are 
merged is as follows: 

{1035} merged with {1042}  
{1029} merged with {1035, 1042}  
{1037} merged with {1074} 
Some empirical observations about the behaviour of the 

algorithm are as follows. 
1. The algorithm is very sensitive to the value of m. 

Usually, m = 1 is the most useful value i.e., when 
merging clusters C and D, each point in C should have 
at least 1 k-NN in D and vice versa. Checking for more 
than 1 k-NN is too strict a condition, leading to early 
failure in merging the clusters and thereby stopping the 
algorithm early.  

2. As k increases (for fixed m and h), the size and the 
number of clusters tends to increase. Since larger k 
allows us to examine more neighbours, the possibility 
of merging increases, leading to larger clusters. 

3. As h increases (for fixed m and k), the size and the 
number of clusters tends to decrease. Larger value of h 
implies that (k, m, h)-compatibility is checked for more 
points in clusters C and D, increasing chances of failure 
to merge which leads to smaller clusters. 

  



4. Traders who engage predominantly in buying 
(accumulators) (e.g., 1017, 1054) or predominantly in 
selling (e.g., 1049) generally tend to get omitted from 
the clusters. This is desirable, since a colluder should 
interact as both buyer and seller with his partners.  

5.   Combining the Results 
We presented three different algorithms to detect collusions 
sets in given trading database. The basic ambiguity stems 
from the fact that there is no formal and effective (i.e., 
executable) definition of what constitutes a collusion. It can 
be observed that the three algorithms give somewhat 
different results, when called with different parameter 
values. We now address the question of whether it is 
possible and useful to formally combine the results of these 
algorithms to arrive at a more confident estimate of the 
actual collusion sets.  

This situation is somewhat similar to the well-known 
classifier combination problem in the pattern recognition 
community. There different classifiers are constructed from 
the same training data; e.g., the classifiers may be a decision 
tree, a neural network and a support vector machine. When 
the same unseen test example is given to these different 
classifiers, the results are not always unanimous. Different 
combination schemes, typically based on voting 
mechanisms, are used to combine the class labels suggested 
by the different classifiers to arrive at the final class label 
for the test example.  

In this paper, we propose to use the Dempster-Shafer 
theory of evidence to combine the collusion sets generated 
by these 3 algorithms to arrive at a more confident estimate 
of the actual collusion sets.  

Definition. Let G be a directed graph, whose edges are 
labelled with real numbers. Let H be a Hamiltonian circuit 
in G. We define the weight of H, denoted w(H), as the 
smallest label on the edges in H. Let ĤG denote the set of all 
Hamiltonian circuits in G. Let ω(ĤG) denote the largest 
weight among weights of all Hamiltonian circuits in ĤG. 

Definition. Let G be a given stock flow graph. Let C be 
a given set of traders (subset of vertices in G). Let G(C) 
denote the subgraph of G induced by vertices in C. Case (i): 
G(C) is Hamiltonian. Then the collusion coefficient of C, 
denoted γ(C), is defined as the ratio γ(C) = ω(ĤG(C)) / I(C), 
where ω(ĤG(C)) is as defined above and I(C) is the internal 
trading of C. Case (ii): G is not Hamiltonian. Let Γ denote 
the set of all Hamiltonian circuits of maximum size among 
all subgraphs of G(C). If Γ = ∅ then the collusion 
coefficient of C, denoted γ(C), is defined as 0; otherwise, it 
is defined as the ratio γ(C) = ω(Γ) / I(C).  

Let G denote the stock flow graph in Fig. 2; G is 
Hamiltonian. The weight w(<1029, 1037, 1074, 1042, 
1029>) = 3600 whereas w(<1029, 1037, 1042, 1074, 1029>) 
= 2900. It is easy to see that ω(ĤG) = 3600 i.e., there is no 

Hamiltonian circuit in G having larger weight. The set of 
vertices in Fig. 2 is C = {1029, 1037, 1042, 1074}. Then 
γ(C) = 3600 / 76000 = 0.047.  

Let T be the set of all traders in the given database; In 
Fig. 1, T = {1017, 1029, 1035, 1037, 1042, 1049, 1054, 
1057, 1074}. Let Θ = 2T denote the power of T i.e., the set 
of all subsets of T. Each element of Θ is a hypothesis i.e., a 
potential collusion set. Let m denote the belief function over 
Θ. Let p be a subset of Θ i.e., p contains zero or more 
subsets of T. m(p) is the amount of belief currently assigned 
to the set p of hypotheses. Initially, before any experiments 
with the three algorithms are done, we assign a belief of 1.0 
to Θ. 

{Θ}  (1.0) 
Suppose we run the shared_NN algorithm on the data in Fig. 
1 with k = 6 kt = 4, getting the candidate collusion set A = 
{1029, 1037, 1042, 1074}. We propose to use the collusion 
coefficient γ(A) as a measure of belief that A is a collusion 
set. We treat results of one run of an algorithm as evidence. 
This results in an update of m1 as follows: 

{1029, 1037, 1042, 1074} (0.047) 
{Θ}    (0.953) 

Suppose we now run the collusion_clustering algorithm 
with k = 3, m = 1, h = 0.70, getting the candidate collusion 
set {1029, 1037, 1054}. This results in a new m2 function:  

{1029, 1037, 1054}  (0.004) 
{Θ}    (0.996) 

The belief function m3 that combines the results of both 
these experiments (i.e., m1 and m2), according to the 
Dempster-Shafer rule of combination, is as follows: 
 
 {1029,1037,1054} 

(0.004) 
{Θ} (0.996) 
 

{1029,1037, 
1042,1074} 
(0.047) 

{1029, 1037} 
(0.000188) 

{1029,1037, 
1042,1074} 
(0.046812) 

{Θ} (0.953) {1029,1037,1054} 
(0.003812) 

{Θ} (0.949188) 

 
We now illustrate the use of the Dempster-Schafer 

theory (as discussed above) to combine results obtained by 
all the 3 algorithms with different parameter values (Fig. 3). 
The idea is to formalize our intuitive understanding that 
more the experiments that report a trader as part of a 
candidate collusion set, more is our belief that he is indeed 
likely to be a colluder. 

For Fig. 1, we have obtained the results in Table 3. As 
discussed above, using Table 3 as input data, we 
sequentially revise the belief function m (using Dempster-
Schafer evidence combination rule) after each experiment.  

 

 
 

  



Table 3. Candidate collusion sets identified in different experiments for the graph in Fig. 1. 
No. Algorithm Parameters Candidate Collusion Set C ω(ĤG) I(C) γ(C) 
1 shared_NN k = 5 kt = 2 {1029,1035,1037,1042,1074} 200 106800 0.00187 
2 shared_NN k = 6 kt = 4 {1029, 1037, 1042, 1074} 3600 76000 0.047 
3 mutual_NN k = 2 {1029, 1037, 1054} 100 25000 0.004 
4 mutual_NN k = 3 {1029, 1037, 1054}  

{1035, 1042} 
100 
100 

25000 
1400 

0.004 
0.00694 

5 collusion_clustering k=3, m=1, 
h=0.70 

{1029, 1037, 1054} 100 25000 0.004 

6 collusion_clustering k=4, m=1, 
h=0.70 

{1029, 1035, 1042} 
{1037, 1074} 

200 
6800 

28200 
16000 

0.00709 
0.425 
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graph clustering
algorithm
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Fig. 3. Scheme for combining results of different algorithms. 
  
In Table 3, the set p of hypotheses is obtained by taking 

the candidate collusion sets in column 4. Actually, p is a 
multi-set, since the same collusion set can be obtained in 
different experiments (e.g., {1029, 1037, 1054}). We start 
with the belief function m that allocates a belief of 1.0 to the 
all-inclusive hypothesis Θ = {1017, 1029, 1035, 1037, 1042, 
1049, 1054, 1057, 1074}. Successively, revising the belief 
function after each experiment, we obtain the following 
final belief function m at the end of these experiments: 
 
Table 4. The final belief function for Table 3.  
0.005990,∅ 
0.000048,{1029} 
0.005009,{1037} 
0.000331,{1029,1037} 
0.000185,{1042} 
0.000188,{1029,1042} 
0.414050,{1037,1074} 
0.026329,{1029,1037,1042,1074} 
0.003757,{1035,1042} 
0.003812,{1029,1035,1042} 
0.000998,{1029,1035,1037,1042,1074} 
0.006446,{1029,1037,1054} 
0.532858,{1017,1029,1035,1037,1042,1049,1054,1057, 

   1074} 
 

Definition. Suppose p denotes a set of hypotheses. Then 
in Dempster-Schafer theory, belief of p, denoted Bel(p), is 
defined as the sum of the values of the belief function m for 
p and for all its subsets. 

Using Table 4, we obtain the following: 
Bel({1029, 1037, 1042, 1074}) = 0.446140 
Bel({1029, 1035, 1037, 1042, 1074}) =  0.454707 

All other collusion sets in Table 3 have a much less 
belief value. Thus we can recommend {1029, 1037, 1042, 
1074} and {1029, 1035, 1037, 1042, 1074} as candidate 
collusion sets. These collusion sets include all other 
collusion sets reported in Table 3, except {1029, 1037, 
1054}, which has a very low belief value. These candidate 
collusion sets can now be investigated further in detail to 
find actual colluders, if any. Note that because of the 
combination of results from different algorithms, the 
recommended collusion set has a higher belief value than in 
any single experiment. 

6. Experimental Results 
Fig. 4 shows the performance of the 3 graph clustering data 
on synthetic trading data. We directly generated stock flow 
graph, from given parameter values: 
• N (no. of vertices): from 100 to 1000 in steps of 100 
• µd (the average degree for the vertices): 0.15 * N 

  



• µv (average volume (edge label) for the edges): 1000 
We assumed that the degrees of the vertices are distributed 
exponentially around the given average degree µd, with the 
additional restriction that degree of each vertex has to be ≤ 
N – 1. We also assumed that the volume is distributed 
exponentially around the given average degree µv. We used 
the following parameters for each of the algorithms: 
• shared-NN: k = 4, kt = 2 
• mutual-NN: k = 4 
• collusion clustering: k = 4, m = 1, h = 0.7 
For each value of N, we generated the stock flow graph 10 
times, and averaged the running time of each algorithm over 
these 10 runs.  
 

 
Fig. 4. Performance of graph clustering algorithms. 
 

In the second experiment, we attempted to validate the 
accuracy of the graph clustering algorithms in detecting 
known collusion sets. For this purpose, we followed the 
same procedure as above for generating synthetic data. In 
addition, we induced one collusion set of known size C in 
the synthetic data. For a given collusion set of size C (i.e., 
containing C traders), we selected C vertices and introduced 
C * (C – 1) edges between every pair of them, each edge 
labelled with a volume v, drawn from an exponential 
distribution with mean = 3 * µv. Thus the collusion set had 
substantially larger trading within itself, as compared with 
its trading with others. Moreover, in the generated collusion 
set S, each trader in S had trading with every other trader 
within S. In out experiments, we varied the size C of the 
induced collusion set from 3 to 10. For shared-NN, k was set 
to 2 * C and kt was fixed at 2. For mutual-NN, k was set to 2 
* C. For collusion clustering, k was set to 2 * C, m = 1 and h 
= 0.7. For each value of C, we generated the stock flow 
graph and induced a collusion set of size C and tested 
whether each graph clustering algorithm was able to detect 
the induced collusion set (in a single cluster) or not. 
Following table gives, for a specific value of C, the no. of 
times out of 10, the algorithm detected the collusion set.  

 
 
 
 

Table 5. Accuracy of graph clustering algorithms 
C shared-NN mutual-NN collusion-clustering 
3 0 10 10 
4 0 10 10 
5 1 10 10 
6 5 10 10 
7 9 10 10 
8 10 10 10 
9 10 10 10 
10 10 10 10 

7. Conclusions and Further Work 
In this paper, we stated and formalized the important 
practical problem of detection of collusion among the 
traders in stock market. The problem of detecting colluding 
traders is important because many mal-practices in stock 
market trading – e.g., circular trading and price 
manipulation – use the modus operandi of collusion. 
Investing public and institutions habitually lose vast sums of 
money due to such mal-practices; this results in loss of 
confidence of the investor community. We adapted and 
applied two well-known graph clustering algorithms for this 
problem. We also proposed a new graph clustering 
algorithm, specifically tailored for detecting collusion sets. 
All the three algorithms are very efficient and effective in 
the detecting the collusion sets. Another novel feature of our 
approach is the use of Dempster-Schafer theory of evidence 
to combine the candidate collusion sets detected by 
individual algorithms. Treating individual experiments as 
evidence, this approach allowed us to quantify the 
confidence (or belief) in the candidate collusion sets. The 
idea formalizes our intuitive understanding that more the 
experiments that report a trader as part of a candidate 
collusion set, more is our belief that he is indeed likely to be 
a colluder. Each candidate collusion set can then be 
subjected to further in-depth analysis, to establish the 
occurrence of any collusion-based mal-practice. 

We have used these algorithms on synthetic trading 
databases, where we created trading data based on different 
probability distributions and injected into them collusion 
sets of different sizes and characteristics. We have also 
tested these algorithms on real-life trading data. 

We have found that all three algorithms are very 
efficient in handling large trading databases. We also found 
that all the three algorithms are very effective in detecting 
the candidate collusion sets. The most important advantage 
of these algorithms is that the users do not have to specify 
any background knowledge, training examples etc. (e.g., 
there is no need to specify what constitutes heavy trading). 
The algorithms are adaptive in the sense that they can be 
used without change for different securities having vastly 
different price and trading ranges. The reasons is in the 
basic philosophy of these algorithms: which is to rank the 
vertices (or traders) rather than use numerical distance in 
terms of trading volume etc. 

  



The novel idea proposed in this paper of combining 
results of different algorithms using Dempster-Shafer theory 
of evidence was also very useful and effective in focusing 
on more likely candidate collusion sets and thereby 
improving the accuracy of detection.  

As further work, we are investigating whether there are 
other and more effective ways of adapting the mutual kNN 
and shared kNN graph clustering algorithms to the problem 
of collusion set detection. We are also investigating whether 
these techniques can be extended to detect occurrences of 
specific mal-practices such as price manipulation and 
circular trading. We are exploring whether classical 
statistical inference theory can be used to combine results of 
various experiments.  
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