Network Security â€“ Assignment 2, part 4


Ans.





We have to examine that whether it is possible for C to fool either A or B into believing that they are talking to each other when C is talking to one of them.








Since the message exchange sequence invloves A's and B's certificate, it is not possible to use simple replay attack. However, C can fool B that she is talking to A when A starts a conversation with C.





The attack goes as follows.





C records the messages that were exchanged between A and B in the past (particularly the firs one when A sends [{Ra, B}A + A's certificate] to B


Now A starts a conversation with C using the protocol.


 A sends [{R'a, C }A + A's certificate ] to C


 C sends the recorded message [{Ra, B}A + A's certificate] to  B


 B thinks that A has initiatiated a conversation with B. So B follows the normal steps of the protocol.


 B sends [{Ra, R'b, A}B + B's certificate] to C thinking that she is actually A


 C decrypts the message send by B using B's public key fetching the value of R'b.


 Now C sends [{R'a, R'b, A}C + C's certificate] to A


 A responds  by sending [{R'b}A] to C


C sends this [{R'b}A] to B


Now, the authentication steps between the two pairs A and C  , B and C are complete. B is thinking that she is talking to A but actually she is talking to C pretending to be A.


 Now, B sends C(pretending as A) message m1 encrypted using the public key of A


 C forwards this message to A


 A replies with a message m1' encrypted using public key of C


 C decrypts this message, know the meaning of this message, manipulate it whatever it wants, then encrypts it using public key of B and sends it to B


Now B thinks that she is exchanging messages with A while actullay she is exchanging messages with C(pretending to be A).











