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Abstract- We present a performance study of
security overheads in 802.11g networks. At 54 Mbps,
the security overhead becomes significant in single
client scenarios for many of the popular security
protocols. However, we find that the most secure
protocol, WPA·2, is also the protocol with the lowest
security overhead.

Index Terms- Wireless Networks, Security
Overhead.

I. INTRODUCTION

802.11 wireless networks are fast becoming the
preferred choice for LAN environments. Given their
limited bandwidth (54 Mbps in 802.11g) and the need for
security in wireless setting, it is necessary to understand the
relative overhead of different security protocols.

We present a performance study of security overheads
due to three widely used security protocols in 802.11 g
networks. We have considered Wired Equivalent Privacy
(WEP), Wi-Pi Protected Access (WPA) and WPA2. In
WEP, we experimented with both 64-bit encryption and
128-bit encryption. In WPA mode,implementedat the hardware level. This

led to the wide acceptance

of TKIP which is backward
compatible with WEP and can be implemented by using a
simple firmware/software upgrade over WEP. As per [7],
in 2006, in Seattle, 85% people use WEP and 14 % WPA
with TKIP. Hence it is important to compare the
performance ofWEP, TKIP, and WPA-2.

III. RELATED WORK

Wong [2] and Baghaei et. al. [4] discuss the impact of
WEP combined with VPN on 802.11 b networks. Carter [5]
studies authentication delays and TKIP overheads in
combination with authentication protocols like PEAP in
802.11b networks. WijeSinha et al [9] studied the behavior
of security protocols with UDP in 802.11g networks. In
contrast, we focus on MAC overheads alone in 802.11g
networks. We adapt the methodology followed by Carter
[5] and Atheros [8] for taking measurements in Wireless
LAN. Our work is the first complete known study of the
overhead caused due to encryption schemes like WEP-64
bit, WEP-128 bit, WPA and WPA2 in 802.JJg network for
TCP and UDP.



VI. RESULTS

Tables2 and3 showtheaveragethroughputandsecurity
overheadsin 802.11gnetwork for singleclient using TCP
and UDP respectively.As expected,securityoverheadsin
8021.11g networks are much more comparedto 802.11b
network, where the overhead for WEP-64 bit is only
0.45%. In 802.11g,at 54 Mbps the overheadfor WEP-64
comesout to be 5.39% for TCP and 8.82% for UDP. As
expected,WPA-TKIP hasa higheroverheadthanWEP. It
is higher than WEP by almost4-7%. The most important
result is that for AES in both WPA and WPA2. Despite
having higher security featuresits overheadis lesserthan
TKIP.

Tables4 and5 showtheaveragethroughputandsecurity
overheads for two clients using TCP and UDP
respectively.The securityoverheaddropsconsiderablyfor
the two client scenarios.For instancein UDP results for
WPA-PSKthe overall overheadcomesdown from 15.16%
to 4.39%. A similar casecan be seenfor other protocols.
This can be attributed to the slower data rate at the
individual clients due to the sharing of the network
bandwidth.At low bandwidths,the securityprotocol is not
a bottleneck.MoreoverAES encryptionsin bothWPA and
WPA2 havealmostnil CPUoverhead.

Table.2.SecurityOverheadusingTCPfor singleclient

Avg. Throughput
Overhead

In (Mbps)

No Security 25.4 -
WEP-64 24.1 5.39%

WEP-128 23.72 7.08%

WPA-TKIP 23.26 9.20%

WPA-AES 24.26 4.69%

WPA2-AES 24.26 4.69%

Table.3SecurityOverheadusingUDP for singleclient

Avg. Throughput
Overhead

In (Mbps)

No Security 34.78 -
WEP-64 31.96 8.82%

WEP-128 32.08 8.41%

WPA-TKIP 30.2 15.16%

WPA-AES 34.08 2.05%

WPA2-AES 33.68 3.26%

VII. RESULTSANALYSIS

We can draw the following inferencesfrom the above
results:
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• The most secureprotocol WPA2-AES is also the
one with least overhead.The hardwarefor WPA
and WPA2 supports CCMP for integrity check,
making it faster than TKIP, which performs
integrity checkin software.WEP doesnot employ
integrity check. WPA2 also benefits from better
pipeliningandpre-cachingof keysin PSKmode.

• Evenat the lowestlevel of encryption(64 bit), WEP
hasa considerableoverheadof 8.82%,in the single
client scenario. For both TCP and UDP, the
overheadsare not very different for WEP-64 and
WEP-128.This indicatesthat WEP key sizecanbe
increased much more before it causes further
noticeable performancehit.

• WPA-TKIP hasthehighestoverhead.

• On increasingthe numberof activeclients, the data
rate at eachclient decreases.Hencethe cpu cycles
consumed for security purposes is no more a
bottleneckand the overhead decreasesdrastically.
For instance, we find the drop for WPA-PSK
overheadin TCP from 9.20% for single client to
2.49% to for two clients. It canbe safelypresumed
that as the number of active client increases,the
individual data rate at each client will drop and
hencesecuritywill not bea bottleneck.

During the experimentswe cameacrossan anomaly.As
per [8], the maximum ideal UDP throughputfor 802.11g
networksshouldbe 30.3 Mbps, but in our experimentswe
got the throughput to be over 33 Mbps. This could be
attributedto anyof the following:

1. 30.3Mbps itself maynot be theright figure.

2. IPerf might have some flaws in measuringthe
exactthroughput.

VIII. EXPERIMENTAL DIFFICULTIES
We chose Dlink g5IO for our experimentsas it is

supposedto have a driver support for Linux. G510 is a
RALink baseddriver. Rt6Ipci driver is supposedto be
running the card on linux. We faced the following
problemsin its installation:

• Rt6Ipci installationinstructionsdid not work. After
a lot of debuggingwe found that this driver had
problemswith G5IO. The solutionwasto install the
driversavailableat mad-wifi.

• The cardonceinstalledshowedassociationwith the
accesspoint but did not sendany data across.On
debuggingwe found that the driver crashedafter a
successfulassociation.

• We solved this problem by using Ubuntu Linux.
Ubuntu supportsauto installation and plug-n-play
support for different hardwares.The card still did
not work and this time there were not any



associations too. It showed the card to be installed
but could not scan for access points in vicinity.

• Through discussion lists we found that the card
works easily with Ubuntu-dapper version. With this
version, the card worked with the first time install
but on changing any of the parameters (like IP or
security policies) the card stopped working. On
rebooting the system, the system hung at network
starting stage.

• A brute solution to this problem which we later
discovered was to use Live CD of linux and install
the card afresh every time we need to change a
parameter.

We also profiled the kernel to find the bottlenecks in
various protocols. After spending considerable time in
getting Oprojil tool to work, its limitations in profiling
kernel at a high granularity betrayed us. We plan to take
this up again in future as better tools become available.

IX. CONCLUSIONS

At the rate of 11 Mbps, the security schemes do not
cause much overhead. At 54 Mbps, the security overhead
becomes significant in single client scenarios for many of
the popular security protocols. With the advent of even
faster networks like 802.11 a TURBO, which has a data
rate of 108 Mbps, the security overhead will become even
more pronounced and needs to be explored further.

However, the AES implementation shows that right
hardware and careful coding can reduce the security
overheads considerably even in high bandwidth networks.
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Table.4 Security Overhead using TCP for two clients

Avg.

Client Throughput Total Overhead

In (Mbps)

No A 11.08

Security
25.58 -

C 14.5

A 10.96
WEP-64 24.96 2.47%

C 14

A 11.12
WEP-128 24.96 2.47%

C 13.84

WPA- A 10.08
24.96 2.49%

TKIP C 14.88

A 10.07
WPA-AES 25.37 0.84%

C 15.4

WPA2- A 10.76
25.28 1.17%

AES C 14.52

Table.5. Security Overhead using UDP for two clients

Avg.

Client Throughput Total Overhead
In (Mbps)

No A 15.74
35.66 -

Security C 19.92

A 16.34
WEP-64 34.6 3.06%

C 18.26

A 14.42
WEP-128 34.36 3.78%

C 19.94

WPA- A 15
34.16 4.39%

TKIP C 19.16

A 14.16
WPA-AES 35.36 0.84%

C 21.2

WPA2- A 14.88
35.46 0.56%

AES C 20.58


