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What is a sequence?

• Ordered set of elements: s = a � , a
 , . . a �
• E ac h  a � c ou ld be

– C a t e g o r i c a l :   d o m a i n  a  f i n i t e  s e t  o f  s y m b o l s  Σ,  | Σ | = m

– N u m e r i c a l

– M u l t i p l e  a t t r i b u t e s

• Th e length  n of a seq u enc e is not fix ed

• Order determined by time or p osition and c ou ld 

be regu lar or irregu lar
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Motivation

• S e v e r a l  r e a l - l i f e  m i n i n g  a p p l i c a t i o n s  o n  

s e q u e n c e  d a t a

• C l a s s i c a l  a p p l i c a t i o n s

– S p e e c h ,  l a n g u a g e ,  h a n d w r i t t e n  a r e  a l l  c o m p l e x  

s e q u e n c e s

• N e w e r  a p p l i c a t i o n s

– B i o - i n f o r m a t i c s :  D N A  a n d  p r o t e i n s

– T e l e c o m m u n i c a t i o n :  N e t w o r k  a l a r m s ,  n e t w o r k  

p a c k e t  d a t a  

– R e t a i l  d a t a  m i n i n g :  C u s t o m e r  b e h a v i o r

����� �����	���

O utl ine

• T h r e e  c a s e  s t u d i e s

– I n t r u s i o n  d e t e c t i o n

– I n f o r m a t i o n  E x t r a c t i o n

– B i o - i n f o r m a t i c s :  p r o t e i n  c l a s s i f i c a t i o n

• S e q u e n c e  m i n i n g  o p e r a t o r s

• A p p r o a c h e s  t o  s e q u e n c e  m i n i n g

• C o n c l u s i o n s  a n d  f u t u r e  w o r k
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Case study: intrusion detection

• I n t r u s i o n s  c o u l d  b e  d e t e c t e d  a t  
��� �"!$#&%(' )"*+),'.-�/10&0&/"2"35476,8:9<;>= *"= ' )"?")"@A9";B6"?C;B/CDE4:' = 35)F' 9<;HG$4+)C8+@CD:/C= ' I
J�K )10�LM6C;H35N(' )1*+),'5-�@")O8<= /,' N>61PBNH4$)C;Q*"= 2$)R/10&0&/<213S4"G19+6,;&0TN�4$2+/C8+4<G$)10Q2UI

VFWYX[Z"\�]U^+_.`ba
• M e t h o d

Jdce= ?C8U/"0�f";B)"N(g+/"4+)"@h-iDE/"0&2"j74"= ?,8+/10>f";T)k61Pl9";B)m*<= 6Cf+47/10&0B/"213S4$I
VonqpUr+r5sStm]buStQu$nvt"r5u�wyx r5tTzB^Sa5x smr5a

J|{}8+6CD:/C' ~$N�gm/"4$)"@h-�DE6"@"),'b8+6C;iDE/C'$f+4$/"?<):/,8+@R@")10T)"2b0<@<)1*<= /"0>= 6C8UI
• A u t o m a t i c  V s  M a n u a l :

J���/C8"fm/C' �
V��}x �U�5t1_Mx a�a}`bp5t�tQumzBr5a$�5_}pb�}rbs5tUu5�5sU� �quMp$a}r5sUzB_}pU�q^5a�p$�$u7`5pSt�t&uUzTr
aS� sqw�� ��]mzBx ��tQa$�

J|{}f$0T6CDE/10T)"@,�
V��Oaqu��+x avt&sUzTx n�pU��p+^S]mx t$tTz&pUx � a�pUrS].p�� u$pmzBrbx rb��pm� �$smzBx t&�$_
V���p$��rSsSt"`$z&sb�Sx ]$u}�T^$� ��nqsS�5uUz&p+�bu

����� �����	���

Host- level a tta ck s on p rivileg ed p rog ra m s

• A t t a c k s  e x p l o i t  a  l o o p h o l e  i n  t h e  p r o g r a m  
t o  d o  i l l e g a l  a c t i o n s
���C�U ,¡h¢"£ ¤,¥7¤m�<¢"£ ¦C§ ¨O©<ª$«T«T¤,¬Y¦m­+¤C¬B®�«H£ ¦+¯M°�¨T¦±¬Hª"²kª+°+¤C¬T®³ ¦<´"¤

• W h a t  t o  m o n i t o r  o f  a n  e x e c u t i n g  
p r i v i l e g e d  p r o g r a m  t o  d e t e c t  a t t a c k s ?

µ+¶Y·U¸
¹1º ·1·Y»
¹1º+¼1½1¼
¾1¾ ½ ¶
·U¿<·<ÀbÁY·
Â µ<À ¼Y¹
Â µ<À ¼Y¹
À ¹ µ º ·
·U¿<·<ÀbÁY·
À ¹ µ º ·
Ã ¸ ¹ Â ¸C»

• S e q u e n c e  o f  s y s t e m  c a l l s
��Ä ÅÇÆ$ÈRÉ+Ê1Ë<Ì1ÍÏÎCÐ Ð$Ñ+Ì"É+É1Ò Ó<Ð ÊkÉbÔbÉ$ËTÊ,Õ×Ö+ÎCÐ Ð É�ØÚÙ$Û"Û

• M i n i n g  p r o b l e m :  g i v e n  t r a c e s  o f  p r e v i o u s  
n o r m a l  e x e c u t i o n ,  m o n i t o r  a  n e w  
e x e c u t i o n  a n d  f l a g  a t t a c k  o r  n o r m a l

• C h a l l e n g e :  i s  i t  p o s s i b l e  t o  d o  t h i s  g i v e n  
w i d e l y  v a r y i n g  n o r m a l  c o n d i t i o n s ?
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Bio-inf orma t ics

• M a n y  r e c e n t  a d v a n c e s  i n  s e q u e n c e  a n a l y s i s  
d u e  t o  b i o - i n f o r m a t i c s   

• T w o  m a i n  k i n d s  o f  s e q u e n c e s :
– G e n e s :

âoãåä"æOç+ä,èUé$äkê1ë"ìoí+ê<î$î1ï ð<ñ äFè<ç+é"ñ ä<ê1òHï óYä"î"ôYõ öÇõ ÷"ì
øhùÇù�ú�ûåü�ù�úýú�ûÚü7ü7ü7úýúýú[ù ù�ûÚúýú

– p r o t e i n s :
øoãåä"æOç+ä,èUé$äkê1ë<þÏÿhíUê"î$î"ï ðYñ ä����hï èUê����<é1ï ó"î"ôRõ öÇõ ÷<þYÿ
ø��$ä,è
	1ò���ê1ëYî+ä"æCç+äCèUé$äAè�

���iï ä<î:ð+ä1ò��Mä"äOè��$ÿ<ÿ1î�òTê��$ÿCô ÿYÿ"ÿ

• S e q u e n c e  a n a l y s i s  i n  b i o - i n f o r m a t i c s :  r i c h  a n d  
v a r i e d ,  w e  w i l l  c o n c e n t r a t e  o n  o n e  p r o b l e m
– P r o t e i n  f a m i l y  c l a s s i f i c a t i o n

����� ������� �

Protein family classification

• P r o t e i n  f a m i l i e s  c h a r a c t e r i z e d  b y  c o m m o n  

o c c u r r e n c e  o f  a  f e w  s c a t t e r e d  a m i n o  a c i d s  i n  a  

b a c k g r o u n d  o f   o t h e r  u n r e l a t e d  s y m b o l

• E x a m p l e :  t h r e e  a l i g n e d  s e q u e n c e s  o f  a  f a m i l y
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Information extraction

Sequence: text string with elements as words
')(�*,+.-�/�0 1.2436575.891�:
:;1�:7<>=�? =�891A@;B�8C5�:

Mining problem: 

G iv en a set  of t ags ( labels)  e.g. address fields, 

classify part s of t h e seq uence t o different  labels

DFEHGJI�K
L G�M6N4KPO Q GJR�S�TUR LUV W EUXYT Z O�K[X \ R ]

^
_,`badc e e fJc gihkjml�n�o;hqprjHh>s>c jtg7uvc w,hyx4z
{}|�c�~��>����|�c��7�>�>�,�>`

�7� �7�����r�,�������r�������C�7�������,���4�r���F�����}�d�,���P r¡�¡ �F�¢�¤£���¥�¡ �r�Y�;�.¦��9£��
��§���¨�� �
��©UªJ«r«.¬7­t�>��§>�v r�����r�i¨®£.§.¡ ¯� r�;�°�A�,�.���, > r�P���,�±§>²�£´³Aµ;�m��¡�� �
���,�
¶��>·F¸A����·d >�r�Y¡ ���6�A¹;��¨.��§r³i�»ºt���7�r�7� �½¼� >¨�� ��¦�� �¿¾� r�[�r¥�¹i �¾���£.§��i�
ªrª,À��¢ª
ÁrÁA¬Âª,ÃUª,ÁrÁA¬rÄ.�

Å´ÆHÇ¤È4ÉHÊ ËFÌ[Í Ê Î�Ï Ç9Ð Ì Ñ ÉHÆ�ÊCÒ Í Ð Ó ÉUÐ Æ�Ô Ì Õ ÍPÖUÌ

× Ï Ç�Ø

Ù�Ú�Û Ú�Ü�Ú�Ý Þ

Outline

• Three case studies

• S eq uence mining op erators

– W h o l e  s e q u e n c e  c l a s s i f i c a t i o n

– P a r t i a l  s e q u e n c e  c l a s s i f i c a t i o n  ( T a g g i n g )

– P r e d i c t i n g  n e x t  s y m b o l  o f  a  s e q u e n c e

– C l u s t e r i n g  s e q u e n c e s

– F i n d i n g  r e p e a t e d  p a t t e r n s  i n  a  s e q u e n c e

• A p p roaches to seq uence mining

• C onclusion and future work
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Classification of whole sequences

Given:
– a  s e t  o f  c l a s s e s  C  a n d  

– a  n u m b e r  o f  e x a m p l e  o f  i n s t a n c e s  i n  e a c h  c l a s s  c ,

train a model so that for an u nseen sequ ence we 
can say to which class it belongs

Example:
– G i v e n  a  s e t  o f  p r o t e i n  f a m i l i e s ,  f i n d  f a m i l y  o f  n e w  

p r o t e i n

– G i v e n  a  s e q u e n c e  o f  p a c k e t s ,  p r e d i c t  s e s s i o n  a s  
i n t r u s i o n  o r  n o t

– G i v e n  s e v e r a l  u t t e r a n c e s  o f  a  s e t  o f  w o r d s ,  c l a s s i f y  a  
n e w  u t t e r a n c e  t o  t h e  r i g h t  w o r d

ß�à�á à�â�à�ã ä

E xisting methods of classification

• Generative classifiers 

• D iscriminatory classifiers

• D istance based classifiers: ( Nearest neighbor)

• K ernel-based classifiers
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Generative models

• F o r  e a c h  c l a s s  i ,  

– t r a i n  a  g e n e r a t i v e  m o d e l  M ë to 

m ax im iz e lik elih ood  ov er all 

training seq uences in th e class i

• F i n d  P r ( c ì )  a s  f r a c t i o n  o f  

t r a i n i n g  i n s t a n c e s  i n  c l a s s  i

• F o r  n e w  s e q u e n c e  x ,  

– f ind  Pr(x|c ë )  f or each  i

– ch oose i with  largest v alue of  

Pr(x|c ë ) * P(c ë )

x

í´îYï ð�ñ ò�ó ô;õ�í´îYïCò�ó ô
í´îYï ð�ñ ò�ö¤ô;õ�í´îYïCò�ö¤ô
í´îYï ð�ñ ò�÷¤ô;õ�í´îYïCò�÷¤ô

Need a generative model for  sequence data

ø�ù�ú ù�û�ù�ü ý

Discriminatory methods

• Treat training data as  points in 

n- dimensional space

• C reate bou ndaries su ch that all 

points in the same region are in 

the same class

• Examples:

– D e c i s i o n  t r e e s

– N e u r a l  n e t w o r k s

– R e g r e s s i o n  m e t h o d s  

Need to embed sequence data in a fixed coordinate space
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Kernel-b a s ed cla s s i fi ers

• D e f i n e  f u n c t i o n  K(x � ,  x) t h a t  i n t u i t i v e l y  d e f i n e s  s i m i l a r i t y  
b e t w e e n  t w o  s e q u e n c e s   a n d  s a t i s f i e s  t w o  p r o p e r t i e s  
	�

� ����������������� ��� � ��� �"!$#�%�& '(%*),+-!$#�%�'(%�& )
	�

� ��.�/0��� �1� 2���34��51� 67� �8�

• E a c h  c l a s s  c  c o m p u t e s  f ( x , c )  =  Σ w 9 : K( x 9 ,  x ) + b : where x ; ,  
is a training seq uence

• P red icted  class is c with highest v alue  f ( x , c)

• W ell- k nown k ernel classif iers 
<�=?>0@BAC>0D�E�F">�G H�I4J"KBA7L0M @4D�D�G N1G >�A
OQPSR0T7T"KBA8E"UV>0L�E KBAXW�@4L�I4G F">0D
O�Y?@0Z[G @[M"\[@0D0G D]N1R0F"L�E^G K�F(D

Need to define similarity functions between 

sequences th at also satisfy k ernel properties

_^`�a `�bc`�d�e

Partial sequence classification (Tagging)

• The tagging problem:

– G i v e n :
f�gih�j�k7l�m4k8n0o0hqp
fsrut8nBv w0v w(oqj�x�nBy�z0{ j0h�l�m|h�j0}B~(jBw"��j4h�h��"l(��v w"o�k��(js�0tCj0nB�(~0z-l�m

k��"jqh�j0}�~(jBw"�"j�v w"k l�k��(jqh�j�k7l�m4k8n0o0h
– L e a r n  t o  b r e a k u p  a  s e q u e n c e  i n t o  t a g s

– ( c l a s s i f i c a t i o n  o f  p a r t s  o f  s e q u e n c e s )

• Examples:
– T e x t  s e g m e n t a t i o n

f
��tCj0nB��h"j0}B~"j�w"��jql�m��,lBt8�4h]m lBt�y�v w"oqnBw-n0�0�BtCj0h�h�h�k^t1v w"o�v w(k l
h0~0�0z"nBt8k8h�{ v ��js�?l4n0���"�,v k8��w"n�y�jqj�k �

– C o n t i n u o u s  s p e e c h  r e c o g n i t i o n
f
� �0jBw�k1v m8�V�]l�t8�0h�v w���l�w�k1v w0~�lB~(h�h0z"j0j0�0�
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Approaches used for tagging

• R u l e - b a s e d  l o c a l  m o d e l s

• A d a p t  s t a t e - b a s e d  g e n e r a t i v e  m o d e l s

– S e p a r a t e  m o d e l  p e r  t a g

– C o m b i n e d  m o d e l  w i t h  s t a t e s  l a b e l e d  w i t h  t a g s
�
�?�B�1���B���]�B "�B�C��¡�¢ £(�¤���0¥0�B� ¦
�¨§S©"�4ª0¢ ���*«¬�B "¥�¢ ¡1¢ �� (�������0¥0�B� ¦-­�«®�B� � ¢  "¦�¯�°|±

²^³�´ ³�µc³�¶�·

Sequence clustering

• G i v e n  a  s e t   o f  s e q u e n c e s ,  c r e a t e  g r o u p s  s u c h  

t h a t  s i m i l a r  s e q u e n c e s  i n  t h e  s a m e  g r o u p

• T h r e e  k i n d s  o f  c l u s t e r i n g  a l g o r i t h m s

– D i s t a n c e - b a s e d :  
�
¸[¹º���0�B (¦
�q»®¼B½1¾ ¿BÀ"Á�Â7¾ ÃB½C¼B½CÄ�Â7¾ Ä"¼BÅ*¼BÅ Æ0¿�½�¾ Ç1Â0È-Á

– M o d e l - b a s e d  a l g o r i t h m s
É
ÊBË7Ì"Ã0ÄÍÇ8¼�Ç1¾ ¿BÎÐÏ�¼�Ë4¾ È�¾ Ñ�¼�Ç1¾ ¿[Î�¼�Å Æ0¿B½Ò¾ Ç�Â0È

– D e n s i t y - b a s e d  a l g o r i t h m s

Need similarity function

Need generative models

Need dimensional embedding
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Outline

ÙÛÚ?Ü0ÝCÞ0Þqß�à4á�ÞqáÍâ�ã"äBå Þ0á
Ùçæ�Þ0è�ã(Þ�é"ß"Þ¤ê¤å é0å é"ëÐìBí(ÞBÝ8à0â ìBÝCá

• A p p r o a c h e s  t o  s e q u e n c e  m i n i n g :  T h r e e  

p r i m i t i v e s
î�ï ê�ð"Þ4ä�á"Þ0èBã"Þ�é"ß�Þ�å é-à�ñ�å ò(Þ4äÐäBå ê�ÞBé"á�å ìBé"à[ócá�í�à0ß�Þ

ô¤õ�ö öø÷cù(ú*û�ü(ú�ý þ ù(ú�ÿ(ö�� üÍ÷cù�������þ ú�þ ú��Vý ü�÷�	Íú�þ 
���ü�
��®þ ö öøÿ�����ö �
����� �������� �!#"�!$�&%�!'!(�)�&%+*,��!'-(.�!��� �!'�

ô0/Bü�
���ü(ú�÷*ü ÷�ö ÿ�
1
�þ 2 þ ÷*ÿ�ý8þ ù(ú�3�/5476iÿ(ú��9878
ô0: ö ��
øý ü��8þ ú��;
*ü�
��Íü"ú�÷cü�
�3<�(þ 
 ý ÿ�ú�÷ ü�=?>�ÿ�
cü���ÿ������ ù�ÿ�÷@	

�BA�!���!(C��$�?� D�!FEG*'H'!(I ��JK*�CL��!'-�.�!(�� �!
ô0/Bü�
���ü(ú�÷*ü ÷�ö ÿ�
1
�þ 2 þ ÷*ÿ�ý8þ ù(ú�3M��	�ù�ö ü�ÿ(ú�����ÿ���ý8þ ÿ(ö
ô0: ö ��
øý ü��8þ ú��;
*ü�
��Íü"ú�÷cü�
�3��¬ù���ü(ö =N>�ÿ�
*ü��,ÿ������ ùÍÿ�÷�	

OQP *��� 5I .��$� *��9�(��H,JR.��?.'CK!9%S*(C?T

UNV&W VYX1V[Z]\

Embedding sequences in fixed 

dimensiona l spa ce
• Extract aggregate features

– R e a l - v a l u e d  e l e m e n t s :   F o u r i e r  c o e f f i c i e n t s ,  W a v e l e t  
c o e f f i c i e n t s ,  A u t o - r e g r e s s i v e  c o e f f i c i e n t s

– C a t e g o r i c a l  d a t a :  n u m b e r  o f  s y m b o l  c h a n g e s

• Ignore order,  each symbol a dimension
– e x t e n s i v e l y  u s e d  i n  t e x t  c l a s s i f i c a t i o n  a n d  c l u s t e r i n g

• S liding window techniques ( k : window siz e)
– D e f i n e  a  c o o r d i n a t e  f o r  e a c h  p o s s i b l e  k - g r a m  α^`_ba?c?d)e�f'gRf�h�ibj k�l$c�m#j n,k'o5prq�m�hLf's5c?j pGm'n)tuj k)n�m'v�o�m(k�e�m

w0xzy�{ pG|}prj n$p~l$c�e'd9n�e�f�hKm(�)tbg?cNd~e�f'gRf�h�i(j k�l'c�mFj n,k5o'prq�m�hLf�s y g
� hKl�p~n,j k9n�m'v�o�m(k�e�m9�Gj c?d�p�prj n�p~l$c�e$d�m'n��~j cRd~t

– D e f i n e  a  c o o r d i n a t e  f o r  e a c h  o f  t h e  k - p o s i t i o n s
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Sliding window examples

� �� �� �� �� �� �� � �� �� �� �� �� ��
�������
������

���L���
�$� �$�L�
  �5¡�¢ �
£$£b¤��
��¥5�5¡�¦L�
  �5¡�¢ �
  �5¡�¢ �
���L���
��¥5�5¡�¦L�
¡ � � � �
£$£b¤��

One symbol per column

S liding window:  window- siz e 3

§ §§ §§ §§ §§ §§ §¨ § §§ §§ §§ §§ §§ §©
ª«ª«ª¬ ­&­&­
® ¯ °® ¯ ±² ® ¯³ ® ¯¯ ² ±One row per trace

±°¯¬

­&­­[­­[­
¬

°³±¬

°¯®¬
¯®²¬
´}µ´·¶´¸ª

M ultiple rows per trace

§ §§ §§ §§ §§ §§ §¨ § §§ §§ §§ §§ §§ §©
ª«ªª¶¬ ­&­&­
® ¯ °® ¯ ±² ® ¯³ ® ¯¯ ² ±mis- match scores:  m= 1

¹Nº&» ºY¼1º[½]¾

Detecting attacks on privileged programs

• S h o r t  s e q u e n c e s  o f  s y s t e m  c a l l s  m a d e  d u r i n g  
n o r m a l  e x e c u t i o n  o f  s y s t e m  c a l l s  a r e  v e r y  
c o n s i s t e n t ,  y e t  d i f f e r e n t  f r o m  t h e  s e q u e n c e s  o f  
i t s  a b n o r m a l  e x e c u t i o n s

• E a c h  e x e c u t i o n  a  t r a c e  o f  s y s t e m  c a l l s :
– i g n o r e  o n l i n e  t r a c e s  f o r  t h e  m o m e n t

• T w o  a p p r o a c h e s
– S T I D E

¿ÁÀSÂKÃ'Ä$Å�Ã�Æ(Ç È�Å?Ç É(Ê�Ä�ÂKË)É$ÌbÍ'Ê5Ç Î(Í�Ã#Ï�Ð�Ñ~Ç Ê�Æ5É�Ñ+Ò,Ç Ê�Ê�É�ÂRÓGÄ�Ô<Å?Â�Ä5È�Ã'Ò5Õ
È�É�Í'Ê�Å�Ñ9Ö�Ä$Å'ÌRÂKÄ'È�Å?Ç É(Ê)É5È�È$Í5ÂbÇ Ê×Ê�Ã�ÑØÅ?ÂKÄ'È�Ã'Ò)Ä�Ê�Æ,ÅNÖ'ÂKÃ'Ò'Ö�É(Ô Æ(Ù

– I D S
¿ Ê�Ã$Ú�ÅRÙ�Ù�Ù
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Classification models on k- grams trace data

• W h e n  b o t h  n o r m a l  

a n d  a b n o r m a l  d a t a  

a v a i l a b l e  

– c l a s s  l a b e l  =  

n o r m a l / a b n o r m a l :

• W h e n  o n l y  n o r m a l  

t r a c e ,  

– c l a s s - l a b e l = k - t h  s y s t e m  

c a l l

áãâ�ä$åMæ�ç�è é1ê�ë�ìíì}ê�ëãî�ï1ê�ì
ð;ñ�ò�òSò�òSð,ó1ô�õ�ò�ò ö<÷�ø�ù?ú ë<ê�û
ü;ü+ü ð ü�ý óãþ ü óãþ�ð ö ëÿî ÷�ø�ùNú ëãê�û
� �

���������
	��
������� ���������������
�����
���� 
 ! " !�$#&%
' (� " ")
*�*!* � *�+ #�, * (�#&,"��)
- -

Learn rules to predict class-label [ RIPPER]

.0/21 /43�/6587

Examples of output RIPPER rules

• B o t h - t r a c e s :
9;: <>=@?BADCFEBGIHKJLHL=�AFMONBPRQ QL: HIS�T6U VXW"YZPFEBGD=0?"AI[
=0?X: HIS�T6\^]�_BWR`K=@?BAREa=@?�A
HLA>bRcBAREBNBAd: HaefEBgRh^MiPRQ j

9;: <>=@?BADk�=0?ZHLJLHK=�ARMlNLPRQ QK: Ham Y�W�W>naPREBGD=0?�AI[
=@?I: HoYBU pqS&W>_
`K=@?BAFEa=@?BA
HLA>bRcBAREBNBAd: HaefEBgRh^MiPRQ j

9sr
9;: <qEBgRE�ADg�<>=@?BAIPRt�g"u"AF`K=@?BAFEa=@?BAIHLA�bFc�AREBNBAd: Hae^PRt�EBgFh@MiPFQ j

• O n l y - n o r m a l :
9;: <>=@?BAXvwh�GIHLJKHK=xARMONLPRQ QL: Hom Y
T6]yT
PREBGD=@?�Aiz>=@?X: HD{|\^U T}WR`K=@?�AFEo=@?�AX["=@?X: H
Y"T}]>T

9;~ �>�@�B�����K�>�L�K�K���R�l�L�R� �L~ �o�B� �>�>� ���L�a�R�B�D�^�B�i�>�^�I~ �a�>� �y�F�K�0���F�a�0���I�
�0�
~ �o���>�2�����L�B�K���

�s�
�;~ �q�B R���D ��>�@�B�I�R¡� "¢"�F�K�@�B�F�a�@�B�X�"�@�X~ �Z�K���
�
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Experimental results on send mail
£�¤�¥"¦�§�¨ ©«ª
¬ ­y®¯ª�°K¤²±³¥"¬ ´µ©�¶K·
¸¹¸�º�»�¼�½ ½&¾>¿ À ¾�Áw¿ Á
¸¹¸�º�»�¼@Á ½&¾>¿ Â ¾"Ãy¿ Ä
¸¹¸�º�»�¼^¾ ½&¾>¿ Â ¾"Ãy¿ Ä
¸¯Å>¸¹Æ6Ç"È"¼8ÉËÊ&ÌDÇLÍ@Ê�¼�½ ½"½K¿ À Áq½L¿ Á
¸¯Å>¸¹Æ6Ç"È"¼8ÉËÊ&ÌDÇLÍ@Ê�¼@Á Î
¿ Ä ½�À>¿ Â
¸¯Å>¸¹Æ6Ç"È"¼@Æ}Ç
º�Ï&Æ�¼�½ Ây¿�½ ½"½L¿�½
¸¯Å>¸¹Æ6Ç"È"¼@Æ}Ç
º�Ï&Æ�¼@Á Î
¿ Ã ½�À>¿ Ð
Ñ Ê�º&Ç Ñ Ê&¼�½ ¾y¿ Ð Áw¿�½
Ñ Ê�º&Ç Ñ Ê&¼@Á Äw¿ Á Áw¿ Ã
¸ËÌÒÀBÂ"À�Ï Î
¿�½ Î
¿ Ã
¸ËÌÒÀKÓ Î
¿ Á Ây¿ À
¸ÔÊ�Õ Ñ ÌDÏ�Ö�Æ Ãy¿ Â Ãy¿�½

• The output rule sets contain 

~2 5 0  rules, each with 2  or 3  

attribute tests

• Score each trace by counting 

fraction of mismatches and 

thresholding

Summary:  O nly normal traces 

sufficient to detect intrusions

×0Ø2Ù Ø4Ú�Ø6Û8Ü

More realistic experiments

• D i f f e r e n t  p r o g r a m s  n e e d  d i f f e r e n t  t h r e s h o l d s

• S i m p l e  m e t h o d s  [ s t i d e ]  w o r k  a s  w e l l

• R e s u l t s  s e n s i t i v e  t o  w i n d o w  s i z e

• I s  i t  p o s s i b l e  t o  d o  b e t t e r  w i t h  s e q u e n c e  s p e c i f i c  

m e t h o d s ?

0 .01 00 .0 0 0 0 82 0xlock

0 . 01 00 . 0 0 1 92 0na med

0 . 0 2 6 540 . 0 0 1 31 2Si t e-2  lp r

0 . 0 0 1 630 . 01 2Si t e-1  lp r

ÝßÞxàRá âBã�äfåBæ�âç@è�é ã�â è æRá êÝßÞxàRá âLã�äfåBæ�âç@è�é ã�â è æFá ê
ëµì�íîíîï�ëðòñ ì�óµï
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Outline

• T h r e e  c a s e  s t u d i e s

• S e q u e n c e  m i n i n g  o p e r a t o r s

• A p p r o a c h e s  t o  s e q u e n c e  m i n i n g :  T h r e e  

p r i m i t i v e s
– E m b e d  s e q u e n c e  i n  a  f i x e d  d i m e n s i o n a l  s p a c e

– D i s t a n c e  b e t w e e n  t w o  s e q u e n c e s

– G e n e r a t i v e  m o d e l s  f o r  s e q u e n c e
úüûþý�ÿ��Bý����Lý���� 	�
�
�
 ��
 ��	���
 ������������� ý�	�������	�����
 	��
ú �!� ��
���ý���
 ��"�
Lý�ÿ���ý����Bý�
���#$���
ý�� %'&�	�
Lý(��	������)��	����

• C o n c l u s i o n  a n d  f u t u r e  w o r k

*,+.- +0/1+3254

Modeling sequences

• M o s t  s e q u e n c e s  a r e  n a t u r a l l y  g e n e r a t e d  a n d  

m a y  n o t  f o l l o w  a  w e l l - d e f i n e d  s t a t i s t i c a l  m o d e l

• C o m p l e t e  m o d e l i n g  n o t  p o s s i b l e

• A p p r o x i m a t e  m o d e l i n g  s t i l l  p o s s i b l e  i n  m a n y  

a p p l i c a t i o n s  b e c a u s e

– Sequences have short-term memory

– A partial aspect of the sequence might need to be 

modeled
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Probabilistic models for sequences

• I n d e p e n d e n t  m o d e l

• O n e - l e v e l  d e p e n d e n c e  ( M a r k o v  c h a i n s )

• F i x e d  m e m o r y  ( O r d e r - l m a r k o v  c h a i n s )

• V a r i a b l e  m e m o r y  m o d e l s

• M o r e  c o m p l i c a t e d  m o d e l s<>=@? A�A�B�C�DFE�G�HJILK�DMI�A�B�N O

P,Q.R Q0S1Q3T5U

• M o d e l  s t r u c t u r eVXWZY�E�G)E�[$B�\]B�G�^)I�G(B�E�_�`FO�a�[cb�I�N�? CFd
• P r o b a b i l i t y  o f  a  s e q u e n c e  s b e i n g  g e n e r a t e d  

f r o m  t h e  m o d e lVeBLf�E�[cY�N B�g�hiG5j]WkW@lmWonp hqj]Wonkhqj]Wonihqjrlsnkhqj]Won p hqj)Won5touqvrwsxy{z�|)} t�~ z�|0�
• T r a i n i n g  t r a n s i t i o n s  p r o b a b i l i t y  b e t w e e n  s t a t e s�>�����]�����M���������������������������

��w@�������)v,�M���ix'���]�������������{�����(���(�,� �$���M���������r�r� ����������������)��� �M�r�]��� �(� ���������]�$�
ui�,v5 �x y w@�������5v, ��¡�¢x(£¤� �������r¥�v)�ix

Independent model

Pr(A) = 0.1

Pr(C ) = 0.9
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• M o d e l  s t r u c t u r e¬X­¯®�°]±�°�²�³)´�µ(²�±�¶�·F®�¸�¹cº�´�»�¼ ½¿¾
¬>À�Á�Â(²�®�º�²�°.Ã�²�²�½F®�°�±�°)²�®!ÃF¼ °�·�Ä�µ)´�º�±�º(¼ » ¼ °,¼ ²�®

• P r o b a b i l i t y  o f  a  s e q u e n c e  s b e i n g  g e n e r a t e d  

f r o m  t h e  m o d e l¬eÅLÆ�Ç�ÈcÉ�Ê Å�Ë�ÌiÍ5Î]ÏkÏ@ÐmÏoÑ
Ò ÌqÎ]Ï!Ó Ï@ÑkÌqÎ]ÏÔÓ ÏoÑiÌqÎrÐ�Ó Ï@ÑiÌqÎ)Ï!Ó ÐsÑ
Ò{Õ�Ö)×JØÙÕ�Ö)×JØÚÕ�Ö Û�ØÚÕ�Ö Ü

• T r a i n i n g  t r a n s i t i o n s  p r o b a b i l i t y  b e t w e e n  s t a t e sÌiÍ,Î5Ý�Ó ÞLÑ Ò Ð@ß�à�á�â5Î�Þ�Ý�ã¡äqÑ(å�Ð@ß�à�á�â)ÎæÞ$ã�ä¢Ñ

Markov chains (Order(1))

CA çJè é

çJè ê

çJèìë

çJè í

î,ï.ð ï0ñ1ï3ò5ó

l =  m e m o r y  o f  s e q u e n c e

• M o d e l
– A  s t a t e  f o r  e a c h  p o s s i b l e  s u f f i x  o f  

l e n g t h  l  � | Σ| ô s t a t e s

– E d g e s  b e t w e e n  s t a t e s  w i t h  
p r o b a b i l i t i e s  a n d  s i n g l e  s y m b o l s

• P ( A A C A )  
=  P ( A |A C )  P ( A |C A ) P ( C |A A )  P ( A |A C )   

=  0 . 7 * 0 . 4 * 0 . 9 * 0 . 7

• T r a i n i n g  m o d e l
P r ( σ |s )  =  c o u n t ( s σ 2 T )  /  c o u n t ( s  2 T )

Higher order Markov Chains

ACAA

õ÷ö�ø ù

õ÷ö�ø ú

ûüö�ø�ý

l = 2

CCCA öJø þ

û öJø ÿ

õ�ö�ø �

ûüö�ø �
õ�ö�ø �
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Variable Memory models

• P r o b a b i l i s t i c  S u f f i x  A u t o m a t a  ( P S A )

• M o d e l��������������������� �!�#"%$ &('��*)�+,��$ -��.&()/'0"��������1"���23�1&/45 2 �0"6�7&3)/�!�#"%$ & '8$ �*��� +9+%$ :;)�+��0& )���2(�0"
• C a l c u l a t i n g  P r ( A A C A ) :<�=?>�@BA CDCFEG=?>�@HA @IEG=?>�CJA @IEK=?>6@BA @ICFE

<ML0N O�PQL1N	R�PQL0N	S�PTL0N�U
• T r a i n i n g :  n o t  s t r a i g h t - f o r w a r dVXWY��� ��Z8��[ = "6��Z1$ \!�#$ )0&]�^��+�+%$ :*_`"6�����

V = ��_?�*\ �0&/� �/\�)0& a �0"����,Zb��) = � @ ��+����0"��#"��0$ &�$ &3'

CCAC c/d
e f

c/d
e g

h d
e�i

A

c/d
e j

h d
e k

h d
e j

l�m�n m	o
m�p�q

Prediction Suffix Trees (PST)

• S u f f i x  t r e e s  w i t h  e m i s s i o n  p r o b a b i l i t i e s  o f  

o b s e r v a t i o n  a t t a c h e d  w i t h  e a c h  t r e e  n o d e

• L i n e a r  t i m e  a l g o r i t h m s  e x i s t  f o r  c o n s t r u c t i n g  

s u c h  P S T s  f r o m  t r a i n i n g  d a t a  [ A p o s t o l i c o  2 0 0 0 ]

CCAC r/s
t u

r/s
t v

w s
t�x

Aw s
t y

r/s
t z

e

A C

AC CC

{}| ~
�
{�| �

{}| ���
��{}| ���

{}| �����
{�| ���

{}|��G�
{�| � {}| ����{}| �
P(AACA)=0.28*0.3*0.7*0.1
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Hidden Markov Models

• D o u b l y  s t o c h a s t i c  m o d e l s

• E f f i c i e n t  d y n a m i c  p r o g r a m m i n g  
a l g o r i t h m s  e x i s t  f o r�X�1� �3�0� � �������#���
� �`¡3¢.¡�£ ¤0¡(¢�¥!¦Y§�¨�©1ª «1ª�£ ¬ £ ¦�­]§ «�¦�¡¯®8¦�¡3«�¦° «3±,£ ° £ ²�¢�¥/®�¨�³�´Fµ�®?¶·³�¸B£ ¦6¢0¨%ª�£ £ ¶

• T r a i n i n g  m o d e l¹XºY«0» °b¼�½ ¢0¬ ¾�¡¿«0¬ ¤�©0¨%£ ¦�¡ °

S À

S Á

S Â Ã}Ä Å
Ã}Ä Æ

Ã}Ä ÆÃ}Ä Ç
Ã}Ä È

Ã}Ä9É
S Ê

Ë
Ì Ã}Ä Í

Ã}Ä Î

Ë
Ì Ã}Ä Ï

Ã}Ä Ð
Ë
Ì Ã}Ä Æ

Ã}Ä Æ

Ë
Ì Ã}Ä Å

Ã}Ä9É

Ñ�Ò�Ó Ò	Ô
Ò�Õ�Ö

Discriminative training of HMMs

• M o d e l s  t r a i n e d  t o  m a x i m i z e  l i k e l i h o o d  o f  d a t a  
m i g h t  p e r f o r m  b a d l y  w h e n
– M o d e l  n o t  r e p r e s e n t a t i v e  o f  d a t a

– T r a i n i n g  d a t a  i n s u f f i c i e n t

• A l t e r n a t i v e s  t o  M a x i m u m - l i k e l i h o o d / E M  
– O b j e c t i v e  f u n c t i o n s :×ÙØ/Ú Û,Ú Ü¯Ý�ÜßÞ�à á�â â�Ú ã%Ú Þ á�ä�Ú å0Û¿æ0ç%ç�åYç

èÙØ¿á(é�Ú Ü¯Ý�ÜMê å�â�ä�æ0ç%Ú å0çYê�ç6å0ë á0ë,Ú à Ú ä�ìJå�ã,á�Þ�ä�Ý áYà!à á0ë æ1à3í�ç�î�Þ�ï é�ð
èÙØ¿á(é�Ú Ü¯Ý�ÜñÜòÝ�ä�Ý3á0à�Ú Û�ã6å0ç�Übá�ä�Ú å0ÛBó;Ú ä#ô¿Þ�à á�â â

– H a r d e r  t o  t r a i n  a b o v e  f u n c t i o n s ,  n u m b e r  o f  
a l t e r n a t i v e s  t o  E M  p r o p o s e d  èöõJæ0Û æ0ç6á0à Ú ÷ æ�ø8ê�ç6å0ë áYë�Ú à Ú â�ä�Ú Þ*ø�æ�â Þ�æ0Û äúù6ûYá�ä�á�ü1Ú ç%Úþý�ÿ��
è��`æ�ä�æ0ç#Ü.Ú Û�Ú â!ä#Ú Þ*á0Û�Û æ�á1à Ú Û(ü¯ù��`á,å��	�
�
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HMMs for profiling system calls

• T r a i n i n g :

– I n i t i a l  n u m b e r  o f  s t a t e s  =  4 0  ( r o u g h l y  e q u a l s  n u m b e r  

o f  d i s t i n c t  s y s t e m  c a l l s )

– T r a i n  u s i n g  B a u m  W e l c h  o n  n o r m a l  t r a c e s

• M e t h o d s  o f  t e s t i n g :

– N e e d  t o  h a n d l e  v a r i a b l e  l e n g t h  a n d  o n l i n e  d a t a

– F o r  e a c h  c a l l ,  f i n d  t h e  t o t a l  p r o b a b i l i t y  o f  o u t p u t t i n g  

g i v e n  a l l  c a l l s  b e f o r e  i t .
��� �������! #"$ �% & % ')(* ,+!& �#-."*'0/���+�1�/2�!& 3�45"$& &#% '6"$ �72�!�08*"!& 9

– T r a c e  i s  a b n o r m a l  i f  f r a c t i o n  o f  a b n o r m a l  c a l l s  a r e  

h i g h

:
;�< ;�=�;�>�?

More realistic experiments

• H M M s  
@BA "DC
+E& �$7#F6+!�G'
% 8*+H'I�H'J�)"$% 7
@LK +�1#1M15+!721�% '
% N#+H'��H'
/���+�1�/#�$& 3�1GO�7#�P-*% 7#36�2-Q�2"$�)"!8H+�'I+!�
@LR +�15'6��N#+$�)"�& &#�#+!�)�)�$�
8*"!7245+

• V M M  a n d  S p a r s e  M a r k o v  T r a n s d u c e r s  a l s o  s h o w n  t o  p e r f o r m  
s i g n i f i c a n t l y  b e t t e r  t h a n  f i x e d  w i n d o w  m e t h o d s  [ E s k i n  0 1 ]  

SUT
SUT
V
W

XIY[Z \�]�Y_^a` b
cedIfgfghic

j!k�j
j!k�j
j!k�j,l�m!n
j!k�j�j�oUm

prq�s ` ]_\[t
u ^[]

j!k jo5j2v wj!k�j�j�jGj�xlGjyGz {�|�}
j!k jo5j2v wj!k�j�j�o#~lGj�#�$�*���
j!k j6j�o5no5j2v wj!k�j�j�o#�oal�r� � ��� l z ���
j!k j6j�j6�o5j2v wj!k�joal�r� � ��� o z ���

prq�s ` ]�\�t
u ^�]

XIY[Z \[]�Y_^
` bprq�s ` ]_\[t
u ^[]

XIY[Z \[]�Y
^
` b

�������� d��eh

[from Warrender 99]
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Case study: classifying protein 

sequences
• C l a s s i f y i n g  p r o t e i n s  i n t o  i t s  f u n c t i o n a l / s t r u c t u r a l  

c l a s s e s  b a s e d  o n  i t s   s e q u e n c e  o f  a m i n o  a c i d s

• M e t h o d s  p r o p o s e d

– N e a r e s t  n e i g h b o r  c l a s s i f i e r s  b a s e d  o n  p a i r - w i s e  

s e q u e n c e  a l i g n m e n t  a s  t h e  d i s t a n c e  m e a s u r e

– C o n s e n s u s  p a t t e r n s  u s i n g  M o t i f s

– P r o f i l e  H i d d e n  M a r k o v  M o d e l s

– S u p p o r t  V e c t o r  M a c h i n e s  w i t h  v a r i o u s  k e r n e l s
���$� ���2�! 
¡ �H¢
�! 0£#�!¤¦¥§��� ���#�! �¨0©$ª¬«®­
�¯«�� ��°*±�²)³��P�5²� 0� £#´E¢
�! 0£#�!¤ �

µ
¶�· ¶�¸�¶�¹�º

Profile Hidden Markov Models

• P r o t e i n  f a m i l i e s  c h a r a c t e r i z e d  b y  c o m m o n  

o c c u r r e n c e  o f  a  f e w  s c a t t e r e d  a m i n o  a c i d s  i n  a  

b a c k g r o u n d  o f   o t h e r  u n r e l a t e d  s y m b o l
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Profile HMM

Profile HMM of a family has for each aligned symbol three 
kinds of states:
ÁÃÂPÄ�Å)Æ�ÇPÈUÅ)Ä�Å)É$Ê
Ë6Ì È�Ì Å�É�ÍPÎ*Ç#É!ÏPÈ5Ð,ÑÓÒ2Ô!ÕaÄ!Ö�Ö,É�Ä!×�ÈHÌ Ï®Ä�È5É�Ø$Ù2É!Ï,Æ5É
ÚLÛgÉ$Õ É�Å)É�ÈMÈUÅ)Ä�Å)É�È�ÊÜÅ)Ô�Ä$Õ Õ Ô2ÎÝÔ�Æ2Æ5Ä6È�Ì Ô!Ï2Ä!ÕaÍ!×�Ô!ÖPÔ�Þ6ÅJÇ#Ä�Å6È5Ð,ÑÓÒ#Ô$Õ
ÚLß�Ï#È5É!×)Å)È�ÊUÅ)Ô�Ä!Õ Õ Ô2ÎàÌ Ï#È5É$×IÅJÌ Ô!ÏPÔ�Þ$ÑÓÙ�Õ ÅJÌ ÖGÕ É�È#Ð,ÑÓÒ#Ô!Õ ÈHÒ2É�Å�Î¬É6É!Ï®Ä$Õ Ì á$Ï2É�Í
ÈUÅ)Ä�Å)É�È

[â$ã�ä�å�ærçéè êìëIí�î æðïIî äéñò ë ë�çaó ô ô õ6õ6õiö êø÷_æ5ö íùêì÷ùê[ö æ[ú
íøô)î æ[÷_æéûaî ê ò ô�ê_ä[ñüç�ãéè ä�ô ò ë�ñrý þ
ï�äaî ñüûùë þ5ç[û�çùæUî ÷ìô ò í�ÿ ò�� î ä�ÿ ò���� ô��_ä[ú[æ� ö ò ë�ñ ý
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SVMs on Fisher’s kernel

• T r a i n  a  H M M  f o r  t h e  p o s i t i v e  c l a s s ,  

– θ:  s e t  o f  a l l  p a r a m e t e r s  o f  t h e  H M M

– θ � :  t h e  t r a i n e d  v a l u e s  o f  p a r a m e t e r s  

• F i s h e r ’ s  s c o r e  f o r  e a c h  s e q u e n c e  s  i s  g r a d i e n t  
v e c t o r  w . r . t  θ,  

t h a t  i s ,   r P r ( s | θ) | �������
• F o r  t w o  s e q u e n c e s  s � ,  s � ,  k e r n e l  i s  K ( s � , s � )  =  

s i m i l a r i t y  b e t w e e n  t h e i r  f i s h e r ’ s  s c o r e

• T r a i n  S V M  u s i n g  t h i s  k e r n e l

• C o m b i n e s  b i o l o g i c a l  i n f o r m a t i o n  i n  H M M  w i t h  
d i s c r i m i n a t o r y  p o w e r  o f  S V M s
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HMMs for information extraction

"$#&%(')%+*�,-%/.0%(132�'34�576�%82/9;:<%(=?>?%(=A@�B
%(132-C C C

"ED #&%(')%+*�,-%/.0%(132�'34�576�%82/9;:<%(= F+GIH�JLK�MNH�OQP�RL>S%T=A@3B
%(1�2;C C C

U Naïve Model:  One state per element

V Nested model

Each  element 

anoth er HMM

W�X
Y X�Z�X�[�\

Summary

• S e v e r a l  a p p l i c a t i o n s  o f  s e q u e n c e  m i n i n g

• R e c o r d  m i n i n g  t e c h n i q u e s  o n  s e q u e n c e  d a t a  
m a y  n o t  b e  e f f e c t i v e

• M a n y  i n t e r e s t i n g  o p t i o n s  f o r  s e q u e n c e - s p e c i f i c  
g e n e r a t i v e  m o d e l s

• C a s e  s t u d i e s  o n  t h r e e  a p p l i c a t i o n s :
– Intrusion detection

– Protein classification

– Information Extraction

• F u t u r e  w o r k :  p r a c t i c a l  g e n e r a l  p u r p o s e  d a t a  
m i n i n g  t o o l s  f o r  h a n d l i n g  s e q u e n c e  d a t a
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