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This week: how the Internet works

* Real world computer systems have many interconnected components
that communicate over a computer network " s

* Internet: interconnected network of various smaller networks (regional,
national, wired, wireless, mobile data networks)

* Small “private” networks exist too, that are not connected to the Internet

* Clients and servers of a computer system exchange messages over the
Internet via packets — ) =
* Multiple components of a system in the cloud also communicate over network

* This week: principles of networking, how the Internet works

* Not every topic in computer networking will be covered, but enough to help us
realize the broad goals of this course




Example: accessing a web site 7 W;

 What happens when you access a web site?

* |Internet services are provided by application/web servers (i.e., processes on servers \

running at certain port numbers) connected to the | CU@MS
* Clients access Internet services via URLs (https: / ptel.ac.in//./..) P Pm)r
~ * A special service called DNS (Domain Nameﬁ%)‘@sﬁlv/es the domain name of a
\w ( server (nptel.ac.in) to its Wr is usually well known)

@ ApplicatTons running on end hosts (clients and servers) send/receive messages via
sockets, OS converts messages into packets and sends them over the network

e Packets contain actual message being exchanged along with headers (e.g.,

source/destination IP address/port number) . & . o
* Routers on the Internet route packets from source to destination using IP addresses
DOUEELS FOULE Patket

* Transport protocols running on end hosts ensure reliable delivery, congestion control
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* Mapping between domain names of servers to IP addresses are
stored in DNS records ol

* How are DNS records accessed? f \
* DNS records are stored at authoritative domain name servers hierarchically sV X

* A few root servers know information about the top-level domain servers, in @ /j
whicheach handle one top-level domain (“in”, “.com”, “.edu”)

e Domain name servers at each level know about the domain name servers in@

the next level (“.in” server knows IP address of server handling “.ac.in”

Local DNS resolver (one per group of hosts) recursively contacts domain name |,
/ servers down the chain to obtain final IP address corresponding to domain @

name
 DNS records are cached for small periods at local DNS resolver

-
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DNS and CDNss el T |
* DNS is useful for purposes beyond just name resolution /7

* Load balancing: DNS can return multiple IP addresses of a server,
client can contact any one, to distribute load across servers

* Content Distribution Networks (CDNs): organizations that take static
content from web sites and replicate it geographically across multiple
servers on the Internet, for faster access @

i

* Dynamic content (e.g., user-specific content) still obtained from main website

* DNS query for a domain name redirects to the geographically closest
CDN server replica with the content, for quicker access Q @
DR




IP routing

* Every end host on internet has a unique IP (Internet Protocol) address

* IPv4 addresses (widely used) are 32 bits (e.g., 192.168.10.1) SO T
* Can only support 2732 unique end hosts (what if there are more?) © ~ 2555
e Upgraded IPv6 addresses are 128 bits in size

* Destination-based forwarding: IP routers look at destination IP address and
route a packet on its (approx.) shortest path to its destination

* Routing protocols running on routers compute approx. shortest paths
between different end hosts, ‘and use this information for forwarding
* Many different types of networks, different applications and services can

all connect to each other if they support IP addressing and forwarding
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End-to-end argumentc

* Internet follows packet switching architecture: inspect each packet header and
forward it as best as possible, no notion of end to end connection

* If link is busy, incoming packet is stored at router, forwarded later (store-and-forward)
* Best effort forwarding, packets may be dropped (storage at router overflows) or delayed
* Packet headers add overhead, especially for very small packet sizes

Earlier telephone networks followed concept of circuit switching

 Setup an end to end path for a particular connection, reserve resources at each router along
the path for duration of connection

* Packet switching works better for bursty Internet traffic due to statistical
multiplexing (multiple connections share same link on demand)

 What about end-to-end connections established using connection-based sockets?
* Protocols running at end host take care of reliability, IP routers not aware of connection

This is called the end-to-end argument in Internet design: keep all complexity like
reliability at @, switches in the middle of network are simple




Transport protocols

* Transport protocols like TCP (transmission control protocol) running at the
end hosts guarantee in-order reliable delivery of byte stream of a
connection

* Slow down sender if network is congested (congestion control) H@M@
* Slow down sender if receiver is overwhelmed (flow control) 7 -

* Retransmit pgckets that have bee.n Ios.t o
e Reorder received packets and deliver in order to application

* Several transport protocols available today (TCP, UDP, SCTP)

* Different applications can reuse common transport protocol logic by using
suitable/sockets, no need to reinvent mechanisms

* Protocol defines set of messages exchanged, packet format required to
achieve a specific purpose, and so on



The concept of layering —

* Layering: a way of imposing modularity in computer systems
* Peers in a layer only communicate with each other, not with entities in other layers

< 0000

* Lower layers provide aWn to higher layers

* Internet software is designed according to principle of layering

e Clients and servers only exchange rn_e§rsgg_es with each other, not concerned with
how message reaches other side (application layer) -

* Transport protocol running at end hosts takes care of reliability and congestion/flow
control, irrespective of application (transport layer/L4)

 |P routers forward packets from one IP address to another, without worrying about
the content of packets (IP/network layer/L3)

* Link layer/L2 forwards traffic from one IP router to another, across many different
types of links (wireless/wired) via link layer switches

* Physical layer/L1 takes care of how bits are sent/received over wire or over air
* Layering simplifies the design of computer network software and hardware
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Where are the layers? U

L2
— ]

Application layer is user software that sends/receives messages using sockets or
other such networking APIs -

Transport layer present in OS exchanges transport layer segments between end

hosts with suitable reliability and congestion control @
* Segment = App layer message + transport layer headers added by OS C
 Modern OS support multiple transport layer protocols (e.g., TCP, UDP, SCTP)

Network layer at end hosts and intermediate IP routers forwards IP datagrams

based on destination IP address (e >—— ()

Link layer present in OS device drivers, network interface cards (NICs), switches
forwards link layer frames from one IP router to another

Physical layer implemented fully in NIC hardware, forwards digital bits via

modulation/demodulation into analog signals

Packet = generic term for unit of communication, has specific name at each layer

-




Packet capture tools: Wireshark

M example-browsing.pcap — a X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am i@ 1 MR ARe=>2ZF IS =EQQQH

Lhttp 0 )+
MNo. Time Source Destination Protocol  Length Info )
r 458 5.805732 10.129.1.124 10212951512 HTTP 459 POST / HTTP/1.1 (avro/binary)

534 6.397471 16.129.5.191 157.166.238.48 HTTP 116@ GET / HTTP/1.1
579 6.696119 10.129.5.191 23.35.68.211 HTTP 345 GET /js/131788@53.js HTTP/1.1
649 6.711913 23.35.68.211 10.129.5.191 HTTP 2262 HTTP/1.1 200 OK (text/javascript)
657 6.749846 10.129.5.191 2.16.62.114 HTTP 400 GET /cnn/tmpl_asset/static/www_homepage/2896/css/hplib-min.css HTTP/1.1
662 6.749955 10.129.5.191 2.16.62,114 HTTP 362 GET /cnn/.e/js/1ibs/jquery-1.7.2.min.Jjs HTTP/1.1
663 6.750863 19.129.5.191 2.16.62,114 HTTP 364 GET /cnn/.e/js/libs/jquery.timeago.min.js HTTP/1.1
664 6.750113 16.129.5.191 2.16.62.114 HTTP 368 GET /fcnn/.e/js/libs/protoaculous.1.8.2.min.js HTTP/1.1
665 6,750210 10.129.5.191 = 2.16.62.139 HTTP 358 GET /cnn/macalerts/is/safaripush.is HTTP/1.1 s

> Frame 458: 459 bytes on wire (3672 bits), 459 bytes captured (3672 bits)

» Ethernet II, Src: IntelCor_09:a3:98 (@0:1e:67:09:a3:98), Dst: IntelCor_12:83:58 (©6:1e:67:12:83:58)
» Internet Protocol Version 4, Src: 10.129.1.124, Dst: 10.129.1.121

> Transmission Control Protocol, Src Port: 59376, Dst Port: 7182, Seq: 1, Ack: 1, Len: 393

~
M
Host: 10.129.1.121:7182\r\n
Accept-Encoding: identity\r\n
> Content-Length: 274\r\n

Content-Type: avro/binary\r\n
\ri\n

[Full reguest URI: http://16.129.1.121:7182/] )
[HTTP request 1/1] . )
File Data: 274 bytes

> Media Type .

0000 90 le 67 12 B3 58 00 1le 67 ©9 a3 98 68 60 45 o sefeeXes Geeoes E- n
00160 01 bd e8 a2 40 00 40 06 38 a2 @a 81 01 7c Qa 81 @@ 8-
0020 @1 79 e7 fo 1c ©e 40 39 94 b2 aa c@ 10 24 80 18 Y @3 ceenn $ -
0030 61c6?bc?600061 08 @a 8b 52 1b 8c 1c 82 {IR



Summary

* In this lecture:
* Introduction to the Internet /
* Design principles oflg_y_gggg, paan, end-to-end argument

* Use packet capture tools such as Wireshark to capture the packets
going in and out of your computer. Look at the packets to see the
various protocols and headers, across different layers.



