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Abstract
Recent advances in the Linux kernel, such as eXpress Data Path
(XDP) and AF_XDP sockets, enable high-speed packet processing
for software NFs while preserving access to kernel features. How-
ever, the default AF_XDP implementation in the Linux kernel does
not permit easy and performant NF chaining, e.g., zero-copy trans-
fer of packets across NFs co-located on the same host. While prior
work has proposed solutions for optimized NF chaining in the con-
text of kernel bypass frameworks like DPDK that operate entirely
in userspace, such solutions do not extend easily to AF_XDP, be-
cause the AF_XDP datapath is fragmented across the kernel driver
and userspace. This paper introduces FLASH, a low-overhead in-
kernel chaining mechanism for AF_XDP sockets. FLASH enables
zero-copy packet transfers for FLASH-native NFs, and single-copy
packet transfers for legacy AF_XDP NFs. Further, via integration
with K8s, FLASH supports the deployment of unprivileged con-
tainerized NFs on cloud platforms. Our work contributes several
novel modifications to the AF_XDP datapath in the kernel to imple-
ment optimized NF chaining, and provides userspace libraries/APIs
to easily build NFs that leverage FLASH. Our evaluations show
that FLASH matches the performance of userspace DPDK-based
NF chaining frameworks, while outperforming the best available
AF_XDP-based alternatives by up to 2.5× in throughput, and achiev-
ing the lowest latency among all NF chaining frameworks.
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1 Introduction
Fast network I/O techniques have significantly transformed the
delivery of network services in recent years. Traditionally, packet
processing applications such as switches, routers, firewalls, and
load balancers were deployed as specialized hardware appliances,
often referred to as hardware middleboxes. However, this model has
been revolutionized by the emergence of software-based Network
Functions (NFs), which run on commercially available off-the-shelf
servers. Software NFs are easier to scale than hardware-based solu-
tions and offer greater agility for development, maintenance, fea-
ture integration, and updates. Most importantly, they eliminate the
problem of vendor lock-in, a significant concern with proprietary
hardware-based solutions [2, 5, 7, 11, 12, 30, 31, 33].

Software NFs require fast network I/O to provide high through-
put and low latency comparable to hardware middleboxes. Tra-
ditional kernel-based networking mechanisms, although reliable,
introduce significant overheads, making them unsuitable for high-
performance network environments, especially when bandwidths
exceed tens or hundreds of gigabits per second [3]. High-speed net-
work I/O frameworks like DPDK [10] address this issue by allowing
userspace applications to interact directly with the Network Inter-
face Card (NIC), bypassing the kernel stack completely to achieve
near-line-rate packet processing. However, this approach also by-
passes useful kernel features like packet filtering, queuing, and
protocol processing. Further, DPDK operates in busy-polling mode
to avoid interrupt overheads, resulting in high idle CPU usage. To
mitigate this tradeoff, the Linux kernel community has introduced
several features like the extended Berkeley Packet Filter (eBPF), eX-
press Data Path (XDP), and AF_XDP [14, 17, 23]. Kernel-supported
AF_XDP sockets enable low-overhead userspace access to raw pack-
ets through a partial kernel bypass mechanism — packets are first
processed by the kernel’s bottom-half interrupt handler, and then
redirected to userspace (via an eBPF program in the driver’s XDP
hook) to skip further kernel processing. This design allows AF_XDP
to achieve high packet processing rates, while retaining helpful
kernel benefits (e.g., kernel control over NIC, low idle CPU usage
due to interrupt-driven processing), making it a better choice than
DPDK for usage in multi-tenant clouds [22]. In contrast, DPDK
requires exclusive NIC ownership, necessitating either a central-
ized resource manager or virtualized NIC access, which introduces
additional complexity and overhead in shared cloud infrastructures.

Network services are often instantiated as chains of multiple NFs
co-located on the same host, to optimize both performance and re-
source utilization [33]. For example, a packet may traverse through
a firewall, NAT, and a load balancer on a host. For high-performance
packet processing, a packet I/O framework must support zero-copy
packet transfers across trusted NFs co-located on the same host.
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Figure 1: Kernel bypass packet delivery pipelines for co-
located NFs. Solid lines denote packet copies; dotted lines
indicate shared-memory zero-copy packet transfers.

However, no such option exists to efficiently chain AF_XDP appli-
cations today. By default, AF_XDP provides chaining via external
switches (Figure 1a), SR-IOV-based Layer-2 switching inside the
NIC (Figure 1b) [19], or software switches like Open vSwitch [40]
(Figure 1c), all of which involve packet copies and hence degrade
packet processing performance along the NF chain. DPDK-based
frameworks like NetVM [19], OpenNetVM [45], and NetBricks [33]
(Figure 1d) do provide userspace, zero-copy packet redirection,
where an NF manager orchestrates the passing of packet descrip-
tors along a chain of NFs written within the framework. However,
extending these ideas to AF_XDP without modifying the userspace
API is non-trivial because the packet datapath in AF_XDP is frag-
mented across the kernel driver and userspace application. For
example, the various “rings” that transfer packet descriptors be-
tween the AF_XDP kernel driver and userspace application are
implemented as shared lockless single-producer single-consumer
rings. Therefore, for one NF to redirect shared-memory packet
descriptors to another co-located NF’s receive ring, the NF must
synchronize with the kernel AF_XDP driver to access the ring,
which is inefficient to implement in the existing AF_XDP datapath.
To address this gap, this paper introduces FLASH, an in-kernel,
zero-copy NF chaining framework for AF_XDP sockets (Figure 1e).

The FLASH framework consists of two components, one in
the kernel and the other in userspace. FLASH extends the ker-
nel AF_XDP datapath in several novel ways to enable seamless NF
chaining, supporting zero-copy transfers between FLASH-native
NFs and single-copy transfers for legacy AF_XDP NFs. FLASH
extends the capabilities of the AF_XDP I/O rings to operate as
multi-producer and multi-consumer lockless rings, while maintain-
ing backward compatibility with the userspace AF_XDP APIs. This
redesign relaxes the tight coupling between network queues and
application endpoints, and enables multiple co-located application
threads and the kernel driver to transfer packets using the rings. For
correct operation during packet redirection, FLASH adds additional
signaling mechanisms in the AF_XDP datapath, e.g., to wake an
application thread after interrupt-processing by the kernel driver
and when it receives packets from other co-located NFs. FLASH
also incorporates several performance optimizations within the
redesigned datapath, e.g., batching packet transfers to minimize
synchronization overheads and backpressure detection to optimize
CPU usage. In userspace, FLASH provides APIs and libraries (in
C and Rust) that simplify the development of FLASH-native NFs
and ensure packet isolation when used with shared-memory zero-
copy packet transfers. FLASH-native NFs are built on unmodified

AF_XDP APIs, and can also operate as standard AF_XDP appli-
cations without the FLASH related kernel modifications. FLASH
uses a privileged process in userspace to separate the control plane
operations in the applications (e.g., loading an XDP program) from
the datapath, allowing FLASH-native NFs to run in unprivileged
containers in cloud-based frameworks like Kubernetes. To the best
of our knowledge, FLASH is the first NF chaining framework for
AF_XDP sockets that provides optimized zero-copy packet transfers
across co-located NFs natively within the AF_XDP datapath.

We port several popular common network functions to FLASH
(e.g., a firewall [6], the Maglev load balancer [11], and the MICA
key-value store [28]) and compare the performance of FLASH NF
chaining with state-of-the-art chaining techniques. We find that
FLASHmatches the performance of popular DPDK-based userspace
chaining frameworks, while retaining the benefits of the AF_XDP
datapath that make it more suited thanDPDK formulti-tenant cloud
deployments. Further, FLASH outperforms existing techniques
available for chaining AF_XDP applications (e.g., SR-IOV-based
chaining), with 2.5× higher throughput and 77% lower latency.

The rest of the paper is organized as follows. We begin with
background on AF_XDP and related work (§1), then outline the key
challenges and design ideas behind FLASH (§2). Next, we present
FLASH’s architecture (§3) and implementation (§4), followed by
a detailed evaluation using microbenchmarks and real-world NF
workloads (§5). We conclude with key takeaways and directions
for future work (§6). FLASH is open-source and is available at
https://github.com/networkedsystemsIITB/flash.

2 Background and Related Work
This section introduces AF_XDP sockets as a promising alternative
for high-performance NF deployments and reviews related work
on NF chaining approaches.

2.1 AF_XDP Overview
AF_XDP is a Linux socket family designed to facilitate high-perfor-
mance packet processing in userspace, while addressingmany of the
limitations of complete kernel-bypass frameworks like DPDK. Eth-
ernet NICs interact with the kernel via a NIC driver, which registers
a function (napi_poll) for packet reception and transmission. This
function is executed by the kernel’s bottom-half interrupt handler,
the ksoftirqd thread, which is scheduled dynamically based on
network load. Network packets are first handled by ksoftirqd, and
then passed over to the kernel network stack for further processing.
AF_XDP optimizes this process using an eBPF hook, known as
eXpress Data Path (XDP), which runs within the napi_poll func-
tion of the kernel driver. XDP can be used to intercept incoming
packets and forward them to an AF_XDP socket, bypassing the
kernel stack processing. Outgoing packets are delivered directly to
napi_poll for transmission. This technique provides the benefits
of kernel-bypass frameworks while ensuring that the kernel retains
some level of control over the packet datapath, e.g., enabling only
specific packet flows to bypass the kernel, while directing others
through the standard kernel network stack.

Figure 2 shows the packet processing flow of a packet forwarding
application using AF_XDP. At initialization, the AF_XDP userspace
application allocates a contiguous memory region, called UMEM,

https://github.com/networkedsystemsIITB/flash
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Figure 2: AF_XDP packet processing pipeline.

to buffer network packets. This memory is shared with the driver in
the kernel, enabling the NIC driver to perform DMA (Direct Mem-
ory Access) operations directly into the UMEM, avoiding costly
packet copies between kernel and userspace. Four single-producer
single-consumer (SPSC) circular rings, namely Fill ring (FR), Com-
pletion ring (CR), Rx ring (RX), and Tx ring (TX), allocated by the
kernel and shared with the userspace application, facilitate the co-
ordination of buffer accesses between the userspace application
and the driver. To receive packets into the UMEM, the userspace
application populates the FR with descriptors (pointers) to empty
buffers in the UMEM 1 , signaling the NIC driver they’re ready for
use. The NIC driver dequeues these descriptors and enqueues them
into the NIC’s Receive queue (RQ) 2 . Upon receiving a packet, the
NIC performs a DMA transfer directly into the buffer referenced
by a descriptor in the RQ 3 . An eBPF program is executed in the
driver at the XDP hook for each packet, determining whether the
packets should be redirected to an AF_XDP socket or the kernel
network stack 4 . The driver then places a descriptor to the packet
buffer in the socket’s RX ring 5 . The userspace application later
retrieves the packet from the RX ring 6 and processes it 7 . If
the packet is not required to be transmitted, the descriptor to the
packet buffer is returned to the FR 8a . If the packet is to be trans-
mitted, the application places the buffer’s descriptor into the TX
ring 8b , the NIC driver then dequeues packets from the TX ring
and enqueues them for transmission in the NIC’s Tx queue (TQ)
9 . The DMA engine then transmits the packet from the TQ of the
NIC 10 . Once the packet is transmitted, the descriptor is returned
to the CR by the driver 11 , which the application uses to replenish
the FR for receiving packets in the future 12 . This technique of
redirecting packets from kernel to userspace and vice versa using a
reference allows zero-copy packet handling in AF_XDP.

Each AF_XDP socket is bound to a specific combination of a
network device (netdev) and a hardware queue, identified as a
{netdev, queue} pair. Each socket typically uses an RX and a TX
ring, while one FR and one CR are required per {netdev, queue}
pair. This ensures that each queue, processed by separate per-CPU
ksoftirqd instances, maintains SPSC ring semantics.

An application can interact with the AF_XDP driver in several
modes. In the default mode of AF_XDP, the kernel driver code in-
voked by the ksoftirqd thread populates the RX ring of the socket,
and the userspace application thread monitors this ring in a busy
loop. In poll mode, userspace applications use system calls like
poll() to block for new packet arrivals in the RX ring, avoiding

busy waiting inside the application. Both the default mode and poll
mode described above rely on interrupt-driven processing by the
ksoftirqd thread in the kernel. There is also a third busy-poll mode
in AF_XDP, where interrupts are disabled, and the application polls
packets directly from the NIC, much like DPDK. In this mode, a sepa-
rate ksoftirqd thread is not required, and the napi_poll function
is executed in the kernel when the user application makes system
calls to send and receive packets. While the interrupt-driven modes
benefit from a low idle CPU usage, the busy-poll mode is more
efficient when the incoming packet rate is high, as it avoids context
switches between user and kernel threads. Therefore, an AF_XDP
application can adopt a hybrid design, where it uses busy polling
under high load, and the blocking poll system call when under
low load [22], much like the NAPI-based design of the ksoftirqd
thread in the Linux kernel.

2.2 Related Work
DPDK-based frameworks for NF chaining. Since in-kernel net-
work stack processing overheads are unsuitable for NFs, several
kernel bypass frameworks have been developed to enable direct
packet processing in userspace. DPDK-based frameworks such as
NetVM [19], OpenNetVM [45], NetBricks [33], and MiddleNet [44]
support NF chaining in zero-copy mode by passing packet ref-
erences between functions. These frameworks require NFs to be
written using specific libraries and APIs, which manage packet flow
across the NFs. While many of these frameworks offer memory
isolation through containers or virtual machines, they often lack
packet isolation, allowing NFs to access or modify packets after
forwarding. An exception is NetBricks, which ensures both mem-
ory and packet isolation by executing all NFs within a Rust-based
safe runtime. Open vSwitch (OVS) [40], which supports DPDK as
a backend, enables NF chaining but relies on single-copy packet
forwarding, leading to suboptimal performance.

Despite performance benefits like zero-copy packet transfers,
DPDK-based NF chaining frameworks have significant drawbacks.
They rely on busy polling in userspace and require exclusive NIC
control, completely bypassing the kernel’s networking stack. This
results in high idle CPU utilization and prevents the NIC from
being shared with other kernel-based applications or legacy NFs.
Deploying DPDK-based userspace chaining solutions across sepa-
rate NF processes requires turning off security features like Address
Space Layout Randomization (ASLR) [8], posing serious security
risks in multi-tenant environments. In contrast, FLASH provides
kernel-native zero-copy support, alongwith low idle CPU usage and
compatibility with legacy AF_XDP NFs (via a single-copy mode).
AF_XDP based NF chaining. OVS also supports AF_XDP sock-
ets as a backend, which suffers from inefficiencies similar to its
DPDK counterpart, due to single-copy packet forwarding. Previ-
ous work [39] explored AF_XDP over SR-IOV (AF_XDP-SRIOV)
for telecom workloads, combining flexibility and memory isola-
tion, without losing kernel control. SR-IOV-based chaining intro-
duces challenges such as IOTLB misses in long NF chains [1, 19],
and packet copies between NFs, which increase latency and re-
duce throughput. xsk-nf [34] proposed an alternative design that
chains AF_XDP-based NFs within a single process using a run-to-
completion model. But xsk-nf’s monolithic architecture supports
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only static chains, limiting scalability and flexibility in dynamic,
cloud-native deployments. There is no AF_XDP solution that pro-
vides flexible yet performant NF chaining like FLASH.
Optimization of NF chains. Several research efforts have ex-
plored optimizations to mitigate performance bottlenecks in NF
chaining. NFVnice [25] introduced a scheduling and backpres-
sure mechanism that dynamically adjusts NF scheduling priorities
based on system load and network conditions, thereby improv-
ing CPU utilization and throughput. Complementary approaches
include REINFORCE [24], which enhances resilience through NF
chain replication; DHL [27], which leverages FPGAs to acceler-
ate NFV deployments; and FlexNFV [13], which extends Open-
NetVM to support elastic scaling. Other efforts, such as Reuse [20],
NFVDeep [43], which optimizes NF chain deployment strategies,
and LemonNFV [26], which enables heterogeneous NFs to coexist
on the same host, further advance efficiency and scalability. Collec-
tively, these strategies help reduce resource contention, improve
packet processing performance, and enhance scalability. While the
above frameworks are designed for DPDK their techniques do not
readily extend to AF_XDP.
Other zero-copy frameworks. A separate class of zero-copy frame-
works targets serverless deployments over the transport layer.
Spright [36], for example, uses a gateway where packets are pro-
cessed by the kernel stack and their payloads are placed into shared
memory. Inter-function communication is then handled via busy-
polling or eBPF. However, this design is not truly zero-copy, as data
is still copied at the gateway, and eBPF is used only to coordinate
inter-function events after the payload has been placed in shared
memory. In contrast, our system extends AF_XDP to provide end-to-
end zero-copy across applications. Other frameworks like SURE [35]
use DPDK for transport-layer zero-copy, inheriting DPDK’s draw-
backs, while Palladium [37] leverages RDMA for multi-node setups.
None of these supports general-purpose network functions (NFs)
at Layers 2–4. Our framework enables zero-copy processing across
Layers 2–4 and is easily extensible to higher layers. Separately,
there are frameworks like Polycube [32], which chains privileged
eBPF-based NFs via eBPF tail calls—an approach unsuitable for
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multi-tenant environments. Instead, we support chaining of unpriv-
ileged userspace programs that can be isolated amongst themselves,
making our design safer and more practical for the cloud.

3 Design Challenges and Key Ideas
AF_XDP sockets can reuse a socket descriptor when binding to a
socket, to share a UMEM region [21]. While this feature allows for
reusing the UMEM across sockets, it also opens up the possibility
of zero-copy chaining between NFs, where a packet transmitted by
one NF can be directly received by another without memory copies.
We refer to this mechanism as zero-copy packet redirection. How-
ever, the current Linux kernel lacks any mechanism—zero-copy or
otherwise—for in-kernel redirection between AF_XDP sockets, and
once a packet is transmitted by a socket, it is immediately sent to the
NIC. This limitation prevents efficient chaining of AF_XDP-based
NFs. FLASH addresses this gap by introducing in-kernel support
for chaining AF_XDP sockets. Below, we discuss the challenges in
realizing our goal and the key ideas we bring to the table.
Challenge 1: Lockless SPSC rings of AF_XDP.AF_XDP relies on
lockless Single-Producer Single-Consumer (SPSC) rings to achieve
high performance [18]. A straightforward mechanism to redirect
packets across AF_XDP socket {netdev, queue} pairs violates the
SPSC semantics of the rings. Consider the example in Figure 3a,
where NF1 transmits a packet to NF2. Now, updates to the NF2’s
RX ring are subject to a race condition between the actions of
ksoftirqd1 and ksoftirqd2, and the SPSC ring will not work.
An alternative approach is to bind multiple sockets to the same
{netdev, queue} pair (as shown in Figure 3b). This design preserves
the default SPSC semantics of the rings, since a single ksoftirqd
thread handles and serializes all kernel operations. However, this
approach suffers from severe performance degradation as the NF
chain length increases, across all AF_XDP modes, as shown in
Figure 4. The bottleneck arises because the single ksoftirqd thread
processes all packets coming to the different NFs.

To overcome the problem described above, FLASH modifies the
semantics of access to AF_XDP rings to support multiple producers
or multiple consumers, but without affecting the existing userspace
API, thereby ensuring backward compatibility with current applica-
tions. Now, when the rings of a single NF are accessed and updated
by ksoftirqd threads of multiple NFs executing on different cores,
an update of a shared pointer of the head/tail of the MP/MC ring
leads to cache invalidation on all other cores and a drop in per-
formance. Therefore, FLASH performs redirection in batches of
packets to amortize the overhead incurred with MP/MC rings.
Challenge 2: Fragmented AF_XDP datapath. AF_XDP is not
a complete kernel bypass mechanism like DPDK by design, and
as a result, its packet datapath is fragmented across the kernel
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and userspace. This fragmentation has several implications for effi-
cient packet chaining. For example, when FLASH moves consumed
packet descriptors from a downstream NF to an upstream NF (to
maintain the balance of free descriptors along the chain), the op-
eration is complicated by the fact that the free packet buffer pool
is split across the completion ring (CR) populated by the kernel,
and the fill ring (FR) populated by userspace, unlike in DPDK that
manages the free buffer pool fully in userspace.

FLASH comes up with several novel ideas to work around these
constraints of the AF_XDP datapath design. For example, when
redirecting batches of packets across NFs, FLASH updates the rings
in a very specific order to avoid race conditions between user and
kernel threads. FLASH also uses additional temporary pools of free
buffers between NFs to simplify the synchronization.
Challenge 3: Scheduling of application and kernel threads.
NF chaining faces several challenges with how the AF_XDP applica-
tion and ksoftirqd threads are scheduled in the AF_XDP datapath.
If network packets are not received or transmitted to/from an NF
using the NIC, and no interrupts are triggered, then the ksoftirqd
thread servicing that socket is not scheduled by the OS, and the
napi_poll function does not execute. However, in the case of NF
chaining, the ksoftirqd thread is also responsible for handling
packet redirection and must be scheduled even in the absence of
NIC interrupts. But with the current AF_XDP datapath, for longer
NF chains where intermediate NFs do not directly interact with
the NIC, the ksoftirqd threads of NFs downstream in the chain
are not scheduled correctly, leading to failure in packet forwarding.
Conversely, if an NF is redirecting packets to a slower downstream
NF that is not able to process packets fast enough, the upstream NF
threads need not be scheduled as much, but the current AF_XDP
datapath has no such mechanisms to apply backpressure and throt-
tle upstream NFs, resulting in wasted CPU cycles.

To overcome this challenge, FLASH makes changes to the way
the AF_XDP application and ksoftirqd threads are scheduled in
the current AF_XDP datapath, to propagate packet redirection sig-
nals down, and backpressure signals up the NF chain correctly.
These changes ensure that application and driver threads get sched-
uled enough to guarantee good throughput while avoiding wasting
CPU cycles due to slower downstream NFs.
Challenge 4: Zero-copy performance vs. multi-tenant safety.
AF_XDP NFs require elevated privilege for multiple tasks, e.g.,
creating AF_XDP sockets, loading the XDP program in the kernel.
However, executing NFs at a higher privilege level also exposes the
NFs in the chain to malicious or benign buggy behavior from other
NFs. Moreover, zero-copy packet redirection requires unfettered
access to packet data in the shared UMEM, which may be tricky in
a multi-tenant cloud deployment where tenants may not trust the
NFs from each other, but would still like to reap the performance
benefits of zero-copy packet transfers via shared memory.

FLASHmitigates this tradeoff between performance and security
in two ways. First, FLASH separates out the control path operations
of anNF (e.g., creation of AF_XDP sockets) from the datapath (actual
packet processing), and a separate privileged FLASH “monitor”
process handles all privileged operations on behalf of the FLASH-
native NFs, which allows the NFs themselves to run in unprivileged
containers or baremetal processes. Second, FLASH provides APIs
and libraries to NF developers, which abstract away all the control
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path setup and communication with the FLASH monitor, allowing
developers to focus only on the NF packet processing logic. We
provide APIs in both C and Rust, with the Rust library ensuring
memory isolation at the packet granularity using the language’s
compile-time memory safety features, while allowing zero-copy
packet redirections. Of course, because FLASH does not change
the AF_XDP userspace APIs in any way, and all redirection logic
is implemented only in the kernel, legacy NFs not built with the
FLASH library (and not sharing UMEMwith FLASH-native NFs) can
still communicate with FLASH-native NFs via single-copy packet
redirection provided by FLASH in the kernel.

4 Design of FLASH
This section describes the design of FLASH within the Linux ker-
nel’s AF_XDP subsystem and its userspace components. We begin
with an overview of the proposed solution.

4.1 System Architecture
The overall architecture of FLASH is illustrated in Figure 5. FLASH
provides a userspace daemon, known as the FLASH monitor, to
handle all privileged control-plane operations, including creating
AF_XDP sockets, loading XDP programs, and setting redirection
paths within the kernel. The NF chain topology (e.g., howmany NFs
exist, which NF can potentially communicate with which other NF,
and whether to use zero-copy or single-copy mode) and runtime
parameters (e.g., the netdev, queue pair each NF should bind to, and
the number of threads it can use) are provided to the monitor via
a configuration file. The monitor uses this information to set up
redirection paths in the kernel via the sysfs interface (§5.1). The
NF chains enabled by FLASH are dynamic and flexible—when the
NF topology allows an NF to redirect packets to more than one
downstream NF, the upstream NF places metadata in the packet
descriptor that helps the kernel redirection logic choose the destina-
tion downstream NF. NFs communicate with the monitor through
a Unix Domain Socket (UDS) [29] to exchange shared memory
file descriptors and other metadata, using which the NFs obtain
access to the shared UMEM. With the monitor handling all privi-
leged tasks, the framework supports both bare-metal NF chains and
unprivileged container-based deployments for multi-tenant clouds.

To simplify NF development and integration, FLASH exposes
APIs and libraries in both C and Rust. Additional libraries for other
languages can be developed with minimal effort. For deployments
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that require strong packet-level isolation with zero-copy support,
where an NF must only access packets it has received, FLASH offers
a Rust library that exposes safe APIs for NFs to allocate, receive,
transmit, or drop packets. The NF developed with the FLASH Rust
library is granted access to a fixed-size, zero-copy mutable array
for each received packet, accessible only until the packet is trans-
mitted or dropped. NFs implemented in Rust also benefit from the
language’s ownership model, compile-time enforcement of thread
safety, and robust error handling that prevents common runtime
failures. The C language APIs of FLASH do not provide similar isola-
tion guarantees, but have better performance. Isolation can also be
achieved using single-copy chaining in any language, though this
comes with reduced performance due to additional packet copies.

Because FLASH provides unmodified AF_XDP APIs in the data-
path, legacy applications are supported without modification, and
can communicate with FLASH-native NFs in single-copy mode.
These applications do not need to interact with the monitor di-
rectly, as in-kernel redirection is managed transparently in the
kernel. However, these NFs may need to run at a higher privilege
level to load the XDP program and other tasks.

Within the kernel’s AF_XDP subsystem, FLASH intelligently
re-architects the ring buffers and the packet flow through them
to enable packet redirection in either zero-copy or single-copy
mode (§4.2). To enhance throughput, packets are batched during
redirection, and partial redirection of batches is handled carefully
when downstream NFs do not have enough space in their rings
(§4.3). To further improve efficiency, FLASH changes the scheduling
logic of the AF_XDP application and ksoftirqd threads to enable
efficient sleep and wakeup of the threads, in the face of variable
incoming packet load and processing speeds of the NFs along the
chain. These performance optimizations are implemented across
the kernel and userspace FLASH library, allowing NFs to leverage
performance gains without changes to the NF logic itself (§4.4).

4.2 Packet Redirection Inside the Kernel
FLASH implements zero-copy and single-copy packet transfer logic
between NFs within driver-agnostic AF_XDP kernel code. This
code is invoked from the driver’s napi_poll function, which is
executed by the ksoftirqd thread during packet transmission and
reception. Figure 6 shows the zero-copy packet flow from NF1 to
NF2 that share a UMEM, and single-copy transfer between NF2 and
NF3 that do not share a UMEM.
Zero-copy packet redirection.We will first describe the steps in-
volved in zero-copy packet transfer between NFs. Steps 1 to 8
align with the packet flow shown in Figure 2, where packets are
received based on the {netdev, queue} pair to which the socket is
bound. Hardware filters such as n-tuple filters can be configured in
the NIC for this setup [16]. However, instead of immediately trans-
mitting the packet through the NIC, FLASH determines whether
redirection is needed 9 . If redirection is not required, the packet
is sent out via the NIC, as shown for NF3 in the figure. However, if
redirection is necessary, the descriptor must be enqueued into the
RX of the next socket in the NF chain. This enqueuing operation
disrupts the balance of packet descriptors in the respective pools—
NF1 has one less descriptor, and NF2 has a descriptor in the RX
without consuming a buffer from its pool. To restore balance, before
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Figure 6: Packet redirection flow with FLASH. NF1 and NF2
share a common UMEM, and NF3 uses a separate UMEM. NF1
to NF2 is zero-copy, and NF2 to NF3 is single-copy.

enqueuing the descriptor to NF2’s RX, a new descriptor is retrieved
from NF2’s FR 10 . Once this new descriptor is available, the packet
is enqueued into NF2’s RX 11 . The original descriptor, which was
meant for transmission, is then swapped with the new descriptor
and enqueued into NF1’s CR 12 , after which NF1’s application
returns the descriptor to its FR 13 . This completes the redirection
between NF1 and NF2.

From the perspective of the first NF, the packet transmission
process appears unchanged—a packet is passed using the AF_XDP
socket for transmission to the NIC. In reality, the packet is seam-
lessly handed off to the next NF, where the packet is treated as a
newly received packet. From the figure, it can be observed that there
are multiple consumers of the FRs and multiple producers of RX
rings. Because these rings are updated asynchronously by separate
ksoftirqd threads, the single-producer single-consumer (SPSC)
rings of AF_XDP do not suffice. The FR must be updated to single-
producer multi-consumer (SPMC), and the RX must be updated to
multi-producer single-consumer (MPSC). However, since all rings
are single-producer or single-consumer in userspace, FLASH does
not change the userspace AF_XDP API and remains backward com-
patible with legacy applications.
Single-copy packet redirection. The single-copy packet redirec-
tion of FLASH is designed for scenarios where NFs do not share
the UMEM region. Unlike DPDK-based userspace chaining solu-
tions that require NFs to be implemented using custom libraries,
this approach enables the chaining of legacy AF_XDP NFs, which
inherently do not share UMEM with other NFs.

The packet flow for single-copy redirection is also depicted in
Figure 6 between NF2 and NF3. Steps 1 to 8 remain identical
to those outlined in Figure 2. However, after determining that a
packet requires redirection 9' , a descriptor is consumed from the
FR of the target socket (NF3) 10' . The packet is then copied to
the new memory address from the descriptor using memcpy() 11'
and this new descriptor is added to the target socket’s RX 12' .
The original descriptor is returned to the original socket (NF2),
which subsequently recycles the descriptor back into its own FR,
completing the cycle 13' . As in the zero-copy design, the FRs in
this scheme must operate in a single-producer multi-consumer
(SPMC) mode, while the RX rings must operate in a multi-producer
single-consumer (MPSC) mode.
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Figure 7: A state where two producers attempted to claim
space at the same time, with CAS of producer 1 succeeding
first and producer 2 retrying to get the next entries.

Extending SPSCRings toMPSC and SPMC. The existing AF_XDP
rings use a lockless single-producer single-consumer (SPSC) model,
where a single producer writes data into a ring buffer, and a single
consumer reads from the ring buffer [4, 18]. The ring operates as a
circular buffer with a pre-allocated power-of-two-sized array. Two
global pointers, producer and consumer, track where data is added
and consumed. To reduce costly global accesses, each side maintains
local copies of these pointers for efficient operation.

We extend the default design to a multi-producer single-cons-
umer (MPSC) ring for the RX as follows [9, 15]. A new global pointer,
producer_head, is introduced to serialize concurrent production.
When a producer adds data, the producer reserves space using an
atomic Compare and Swap (CAS) operation, ensuring that only one
producer succeeds per attempt while others retry (illustrated in
Figure 7). Once data is written, the producer updates the producer
pointer, maintaining correct order across multiple producers. The
consumer, which operates from userspace, remains unchanged,
requiring access to only the producer pointer without the knowledge
of the producer_head pointer. Similarly, we implement a single-
producer multi-consumer (SPMC) ring for the FR by introducing a
new consumer_head pointer to serialize consumer accesses while
the userspace producer operation remains unchanged.

4.3 Batched Packet Redirection
The above redirection mechanism can lead to non-local ring pointer
accesses when NFs are pinned to run on separate cores. These cross-
CPU accesses cause cache invalidations and degrade performance,
especially when redirection is performed per packet. To mitigate
this, FLASH defers redirection until the napi_poll completes pro-
cessing a batch of packets. Descriptors of packets to be redirected
are copied to a pre-allocated array during transmission (shown as
temporary TX buffer in Figure 8). After napi_poll completes, all
redirections are handled in a single batch, reducing ring accesses
and consolidating pointer updates into fewer atomic operations.

While batching redirections improves performance, it also in-
troduces challenges in buffer management with AF_XDP. Unlike
DPDK, which handles buffer pools entirely in userspace, AF_XDP
splits buffer management between the kernel and userspace. This
fragmented design means that redirection operations using multi-
producer single-consumer (MPSC) and single-producer multi-cons-
umer (SPMC) interactions, especially with batched packets, must
be handled carefully when one or more rings involved do not have
enough available space or descriptors. For example, if a network
function (NF) wants to send five packets, but the receiving NF’s
RX ring only has room for two, only two packets can be redirected.
More generally, when an NF attempts to transmit 𝑛𝑡𝑥 packets, the
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actual number of packets that can be redirected depends on three
factors: vacant entries in its CR (𝑛𝑐𝑟 ), available descriptors in the
next NF’s FR (𝑛𝑓 𝑟 ), and vacant entries in next NF’s RX (𝑛𝑟𝑥 ). The
minimum of these values determines how many packets can be
successfully redirected. For instance, if𝑛𝑡𝑥 = 5, but𝑛𝑐𝑟 = 4,𝑛𝑓 𝑟 = 3,
and 𝑛𝑟𝑥 = 2, then only two packets can be redirected. The redirec-
tion status of all packets in a batch has to be preserved across sub-
sequent napi_poll invocations. Note that the current napi_poll
design does not support partial transmission of a batch of packets.

Further, because FR and RX rings are concurrently accessed by
multiple NFs, their available capacities may change during redirec-
tion. As a result, the exact number of packets that can be redirected
cannot be determined upfront. One approach is to optimistically
begin with 𝑛𝑡𝑥 packets and adjust dynamically if subsequent rings
have limited availability. This strategy, however, requires handling
overcommitment from earlier stages. For example, if you enqueue
more packets into the RX ring of the downstream NF than there
are free descriptors in its FR, then the redirection cannot proceed
correctly. With SPSC rings, like TX and CR, overcommitment is
easily reversible since descriptors are only peeked or reserved lo-
cally before being globally committed. In contrast, FR and RX are
SPMC/MPSC rings where descriptor peeks (FR) and reservations
(RX) require a global commit, making it harder to roll back without
violating ring semantics. To address this challenge, FLASH uses
two ideas—first, the rings are accessed and updated in a specific
order that makes it easier to handle overcommitments, and second,
FLASH uses a temporary buffer to store any surplus descriptors
and reuses them in future iterations.

The batched packet redirection technique used by FLASH is
illustrated with an example in Figure 8. When the driver checks
for transmit-ready packets (specifically using xsk_tx_peek_desc
function), FLASH extends napi_poll to do the following: (1) copy
descriptors to the temporary TX buffer and (2) reserve space in
the CR. If the CR does not have enough space, only the available
slots are used (e.g., 4 out of 5 descriptors), and the number of pack-
ets for redirection is adjusted. Later, when there are packets for
transmission or redirection (in xdp_do_flush), FLASH does the
following: (3) consumes descriptors from the next NF’s FR, (4) en-
queues packets into the next NF’s RX, and (5) finalizes and submits
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Figure 9: Early backpressure detection based smart polling.

CR reservations. This ordering ensures packets are redirected only
if space and buffers are available throughout the pipeline. If steps
(3) or (4) fail for some packets in the batch, any earlier CR reserva-
tions from step (2) are rolled back. Because descriptors consumed
from the FR cannot be rolled back easily, leftover FR descriptors
are saved temporarily and reused in the next iteration. Only suc-
cessfully redirected packets are cleared from the TX ring; others
remain and are retried later.

4.4 Scheduling User and Kernel Threads
Inspired by earlier frameworks that use AF_XDP in cloud deploy-
ments [22], and by how napi_poll is scheduled in the Linux kernel
itself, the FLASH library uses a smart polling mechanism, where
the application dynamically switches between the busy polling
mode of AF_XDP, and the interrupt-driven poll() mode. When
no packets are available, the FLASH userspace library invokes the
poll() system call, putting the NF into a blocked state and transi-
tioning into interrupt mode. When the NIC receives a packet, the
kernel handles the interrupt and marks the corresponding socket
as readable. This causes poll() to return and wake up the NF, al-
lowing it to resume busy polling and process incoming packets. As
illustrated in Figure 9, each NF starts in interrupt mode, switches to
busy polling when packet arrival exceeds a threshold, and reverts
to interrupt mode after a timeout. Both the threshold and timeout
are fully configurable, allowing NFs to adapt dynamically based on
workload characteristics and performance goals.

However, this dynamic switching between interrupt and busy
pollingmodes of AF_XDP does not workwell to handle NF chaining.
For downstream NFs in a chain, the interrupt-driven ksoftirqd
thread or the application thread blocked in poll() only wake up
when a packet arrives from the NIC, and not when packets are redi-
rected from an upstream NF. Therefore, FLASH changes the thread
scheduling in the AF_XDP datapath, to propagate thewakeup signal
down the NF chain even on packet redirections. The FLASH kernel
marks the destination NF’s socket as readable after redirecting a
packet, causing the next NF’s poll() to return.

Further, as discussed in §4.3, if packet redirection fails due to
the next NF’s rings being full or empty, our kernel implementa-
tion ensures that the packet remains in the TX ring of the current
NF. This behavior naturally creates backpressure upstream, pre-
venting the source NF from sending additional packets. However,
continuous transmission retries in the throttled NF result in ex-
cessive CPU usage. To address this inefficiency, FLASH introduces
an early backpressure detection mechanism in the userspace li-
brary. As shown in Figure 9, when backpressure is detected, the
NF does not spin indefinitely. Instead, it enters a Throttle mode,
where it temporarily pauses transmission—typically by sleeping

for a fixed duration, before rechecking whether the congestion has
cleared. If backpressure persists, the NF sleeps again; otherwise, it
resumes packet transmission. The backpressure detection threshold
is configurable per NF, enabling developers to tune behavior based
on workload characteristics and performance goals. Overall, this
strategy reduces unnecessary CPU usage during congestion while
maintaining smooth packet flow across the NF chain. As part of
ongoing work, we are enhancing this mechanism to support block-
ing with poll() instead of sleeping, and the downstream kernel
notifies the upstream NF when congestion clears by marking the
socket writable, enabling efficient, event-driven transmission.

5 Implementation
The complete FLASH implementation consists of 16,000 lines of
C and Rust code, spanning both userspace and kernelspace com-
ponents. Of these, 700 LoC represent modifications to the Linux
kernel. We have integrated FLASH with most AF_XDP-supported
drivers, including widely-used network drivers like Intel’s ixgbe,
i40e, and ice, as well as NVIDIA / Mellanox’s mlx5 driver.

5.1 Packet redirection via sysfs
FLASH introduces a new sysfs interface that allows the FLASHmon-
itor to identify AF_XDP sockets and configure redirection rules. To
support flexible and scalable redirection, FLASH lets the userspace
monitor associate every socket with one or more next-hop destina-
tion sockets. Since AF_XDP sockets are referenced using process-
local file descriptors, FLASH introduces a process-independent
identifier called flash-id. Each socket is assigned a unique flash-
id, using Linux’s ID allocator (idr) [41], which internally maps
to the socket’s kernel pointer—enabling consistent, cross-process
identification and redirection of packets within the kernel. FLASH
exposes these flash-ids and their associated metadata—such as net-
dev, queue, process ID, and process name—via the sysfs interface.
When a new AF_XDP socket is created, FLASH automatically cre-
ates a corresponding sysfs directory. Each directory contains a
writable file named next, which is used to configure redirection
targets. By default, this file contains -1, indicating that the socket
does not redirect packets but transmits them directly to the NIC
using the default AF_XDP data path. Privileged users can write
one or more flash-ids to this file to enable redirection. Internally,
FLASH maintains a redirection map—an array of socket pointers—
for each AF_XDP socket. When flash-ids are written to the next
file, FLASH resolves them to the corresponding socket pointers and
updates this map. During packet transmission, the kernel looks up
the redirection map to determine where to forward the packet. The
packet is redirected there by default if only a single destination is
present. For complex chains involving multiple downstream sock-
ets (e.g., branching chains), userspace applications must specify the
redirection target by writing the index of the destination in the
redirection map into the first 16 bits of the packet descriptor’s flags
field, which is read by FLASH to perform redirections. To simplify
deployment, FLASH removes the need for users to manually con-
figure redirection rules through sysfs. Instead, all configurations
are automatically managed by the FLASH monitor based on a user-
provided configuration file. Legacy NFs that do not integrate with
the FLASH can manually write redirection rules to the appropriate
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next files to connect legacy NFs into existing chains. This capabil-
ity ensures backward compatibility and eases transitioning from
traditional AF_XDP applications to FLASH-enabled setups.

5.2 FLASH userspace library and API
NFs interact with AF_XDP sockets using standard system calls in-
cluding socket(), bind(), getsockopt(), setsockopt(), mmap(),
poll(), sendto() and recvfrom(). However, these system calls
are primarily used for setting up resources—such as socket creation,
ring configuration, memory mapping, and polling—rather than for
actual packet transmission or reception. The responsibility for man-
aging descriptors in userspace, including sending and receiving
packets, is left to the application itself. While this approach enables
fine-grained control over packet processing, it is often complex and
prone to errors. To make NF development easier, FLASH provides
userspace libraries in both C and Rust that hide the complexity
of system calls and the data path. These libraries communicate
with the FLASH monitor, set up rings, and map memory. They
also offer a set of datapath APIs for receiving, sending, dropping,
and allocating descriptors. With these APIs, developers can build
sophisticated NFs or even full transport protocols. Both libraries
are built for performance, using thread-local data structures to elim-
inate locks and enable easy NF scalability. Additionally, the Rust
library enforces strong memory safety and isolation through the
language’s ownership model. NFs access packet data only via the
FLASH API, ensuring that a mutable reference to a packet can be
held by only one NF at a time. Packet ownership is transferred by
the kernel during redirection, preventing concurrent access and
safe zero-copy operation without sacrificing performance.

5.3 FLASH monitor
When an NF connects to the FLASH monitor, the monitor allocates
a dedicated and isolated UMEM region for that NF. This allocation
is based on parameters specified in a configuration file provided
to the monitor. In cases where multiple NFs are intended to share
a memory region and operate in zero-copy mode, the UMEM is
shared; however, each NF is restricted to accessing only its desig-
nated portion of the shared region. This ensures robust memory
isolation, allowing each NF to function independently without in-
terference. For copy-based setups, rather than sharing a UMEM
region, each NF is assigned a separate UMEM, further reinforcing
isolation. Additionally, the FLASH monitor supports both single
and multi-NIC configurations and can optionally enable packet
redirection to the host network stack when required.

FLASH supports containerized deployments using Docker and
Kubernetes. In this architecture, the Flash monitor runs inside a
privileged container and handles privileged operations, while NFs
are executed within unprivileged containers. This setup ensures
strong isolation, high performance, and operational flexibility when
deploying and managing network functions. With Kubernetes, the
monitor runs as a device plugin [38] on each node, allowing the
entire NF topology to be configured centrally—even across multi-
node clusters. When deployed as a K8s DaemonSet, the device
plugin reads a node-specific configuration file to initialize the mon-
itor accordingly. NIC queues are exposed as Kubernetes resources,
providing fine-grained control over their allocation and enabling

efficient sharing in multi-tenant environments. Once the setup is
in place, users can deploy NFs as standard Kubernetes pods with-
out needing to manage low-level network or device configurations.
When defining a pod, the AF_XDP resource must be specified in
the pod specification. If permitted by the configuration, the pod can
then run a FLASH NF seamlessly, without any modifications to the
NF. Importantly, this architecture allows the NIC to be used simulta-
neously for other networking purposes beyond the NF deployment.
This level of flexibility is a key advantage over DPDK-based setups,
which often require exclusive NIC access.

5.4 Network Functions with FLASH
To show the usability of our framework, we have implemented the
following well-known NFs from the literature: (i) Firewall. A fire-
wall that performs a sequential lookup on ACL to find rules to drop
packets [6]. (ii) Maglev. A widely-used load balancer developed
by Google, Maglev [11] efficiently distributes traffic across multi-
ple backends using consistent hashing. (iii) MICA. A zero-copy,
in-memory key-value store that leverages kernel bypass, parallel
request handling, and optimized data structures to deliver high
throughput for read-write intensive workloads [28]. (iv) A sim-
ple L2fwd NF that redirects packets based on the MAC address.
(v) An ARP Responder that handles ARP requests. (vi) A Ping
Responder that handles ICMP echo requests.

6 Evaluation
In this section, we evaluate FLASH’s performance and efficiency
compared to other NF chaining solutions. We also assess the impact
of individual FLASH features and quantify their overheads.
FLASH variants. The following FLASH variants were used for
evaluation: FLASH-ZC, zero-copy chaining using our C library,
without any packet isolation. FLASH-ZR, zero-copy chaining with
packet isolation using the Rust library. FLASH-SC, single-copy
chaining with packet isolation via the C library.
Baselines. AF_XDP-US represents an upper-bound ideal imple-
mentationwheremultiple AF_XDP-based NFs run as threads within
a single process. Packets are received through sockets and for-
warded between threads using lockless shared rings. While this
setup delivers the best possible performance with standard AF_XDP
in userspace, it lacks key features of FLASH, such as strong isolation,
modularity, and ease of development, as all NFs are tightly coupled
within a single process. In AF_XDP-SRIOV, chaining is facilitated
through NIC-assisted Virtual Functions (VFs). OpenNetVM is a
state-of-the-art DPDK-based NF chaining framework [45].
Setup. Experiments were conducted on two servers, each with a
24-core Intel Xeon Gold 5418Y CPU and 128GB RAM. We used two
NIC configurations: Intel E810 100Gbps (ice driver) and Mellanox
ConnectX-4 MT27700 40Gbps (mlx5 driver), the latter required
for evaluating AF_XDP with SR-IOV, which is only supported on
mlx5. Traffic was generated using Pktgen [42]. The system under
test (SUT) used the same NIC type as the traffic generator and
ran Ubuntu 22.04.5 with Linux kernel 6.10.6, with hyper-threading
disabled. FLASH experiments were run on our modified kernel,
while all baseline configurations used the stock Linux kernel.
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Figure 10: Throughput and latency comparison of NF chain-
ing solutions with varying chain lengths (64B packet size).

6.1 NF-chaining performance with FLASH
We evaluate FLASH by measuring throughput and latency while
varying the number of L2fwd NFs in a chain, each performing a
MAC address update and redirection on 64-byte packets. To ensure
a fair comparison with baselines, we modify MAC addresses in
FLASH as well, even though the redirection mechanism does not
require it. Figure 10 compares zero-copy (FLASH-ZC, FLASH-ZR)
and single-copy (FLASH-SC) designs with the three baselines.

As shown in the figure, AF_XDP-US achieves the highest through-
put among all configurations. This setup chains multiple NFs within
a single userspace process, performing packet redirection through
lockless shared memory. Only the first and last NFs in the chain
communicate using AF_XDP system calls, leading to lower over-
heads. In contrast, FLASH maintains strong isolation by treating
each NF as an independent unit with its own receive and trans-
mit path. While FLASH has a 3–33% throughput gap compared to
AF_XDP-US, it provides a more flexible and secure chaining model,
suitable for multi-tenant and untrusted environments.

Compared to OpenNetVM, FLASH achieves comparable through-
put (1×–1.07×) while being significantly more resource efficient,
because OpenNetVM requires at least three dedicated CPU cores
even for a single NF, whereas FLASH scales CPU usage based on
the number of active sockets. FLASH significantly outperforms
AF_XDP-SRIOV, with 1.1× to 2.5× higher throughput for chain
lengths more than two. This aligns with prior findings [1, 19] on
SR-IOV’s poor performance due to IOTLB cache misses and VF-
to-memory copy overhead. FLASH-ZR achieves up to 1.6× better
throughput than FLASH-SC, benefiting from zero-copy redirection.

FLASH’s throughput at a chain length of one is slightly lower
than that of AF_XDP-SRIOV because the costs of packet redirection
and smart scheduling are amortized when chaining multiple NFs.
Similarly, the performance of Rust-based zero-copy FLASH-ZR
is slightly lower than that of single-copy FLASH-SC in this case,
because the packet copy overhead of FLASH-SC is absent, while
the Rust-based safety checks in FLASH-ZR add a slight overhead.

In terms of latency, FLASH consistently performs best—up to 66%
lower than AF_XDP-US, 78% lower than AF_XDP-SRIOV, and 91%
lower than OpenNetVM for chains up to eight NFs. AF_XDP-US
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incurs higher latency because its userspace thread must simulta-
neously monitor both redirection queues and AF_XDP queues, all
within a single thread. While introducing multithreading could
reduce this latency, it would necessitate locks in the data path
to access the rings of AF_XDP and require busy polling across
multiple threads, which adds complexity and increased overhead.
OpenNetVM, on the other hand, suffers from contention at its cen-
tralized NF Manager. AF_XDP-SRIOV also exhibits high latency
from DMA and IOTLB inefficiencies in longer chains.

6.2 Impact of FLASH optimisations
To evaluate the effectiveness of our design choices, we conducted a
series of experiments aimed at isolating and analyzing the impact
of individual features. We used AF_XDP-SRIOV as the baseline,
as it offers comparable functionality, such as packet and memory
isolation, while retaining kernel-native features through AF_XDP.
This also enables the reuse of the same application and ensures a
fair comparison with similar system resource requirements.
Batching. To understand the importance of batching, we measured
the throughput of NF chains with andwithout batching, across vary-
ing chain lengths, where packets are redirected between multiple
NFs. Figure 11 shows the results using chains of L2fwdNFs.Without
batching, performance degrades significantly as the number of NFs
in the chain increases, primarily due to the cost of frequent atomic
operations. By incorporating batching, we reduce the frequency of
these operations, enabling our system to deliver higher and more
stable throughput, even as the chain length grows.
Scaling. Next, we evaluate the scalability of FLASH compared to
AF_XDP-SRIOV by running chains of L2fwd NFs while increasing
the number of threads allocated to each NF. In this setup, multi-
ple parallel instances of the L2fwd NF are chained together, with
each thread pinned to a separate CPU core. Figure 12a shows that
FLASH-ZC demonstrates near-linear scalability with the number
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Individual NF
Throughput

AF_XDP-SRIOV FLASH
Service Rate CPU Service Rate CPU

NF1 8.3 Mpps 8.3 Mpps 100% 4.28 Mpps 91%
NF2 9.3 Mpps 8.3 Mpps 100% 4.28 Mpps 52%
NF3 6.05 Mpps 6.05 Mpps 100% 4.28 Mpps 62%
NF4 4.36 Mpps 4.22 Mpps 100% 4.28 Mpps 100%
Final - 4.22 Mpps 400% 4.28 Mpps 205%

Table 1: Throughput and CPU utilization.

ARP
Responder

Ping
Responder Firewall Maglev

L2fwd

Figure 13: Five-NF Chain Setup—ARP and Ping responders,
Firewall, Maglev, and L2fwd. Each of the NFs is running on a
separate CPU core, and the Firewall is the bottleneck NF.

of threads, up to the point where the NIC’s bandwidth becomes
the limiting factor. This indicates that FLASH-ZC can efficiently
utilize available CPU and NIC resources without introducing bottle-
necks. In contrast, in AF_XDP-SRIOV with scaling, the achievable
throughput flattens due to increased IOTLB misses and hardware
redirection limits and decreases as the chain length increases.

We further assess FLASH’s scalability for a realistic NF chain
using a 100 Gbps testbed. In this experiment, we deploy a chain of
four lightweight NFs—ARP Responder, Ping Responder, Maglev, and
L2fwd. Now, to scale, we increase the number of threads per NF and
create parallel chains by linking corresponding threads across NFs.
As shown in Figure 12b, FLASH maintains near-linear scalability,
achieving up to 87 Gbps with 512B packets. While further scaling is
possible, our evaluation was constrained by CPU availability. These
results highlight FLASH’s ability to efficiently exploit parallelism
and deliver high throughput, approaching line-rate performance.
Early backpressure detection based smart polling. To evaluate
FLASH’s backpressure mechanism, we deployed a 4-NF chain with
heterogeneous throughput capacities, as summarized in Table 1.
The backpressure threshold was set to half the TX ring size, with a
sleep interval of 1ms. We generated traffic at 40Gbps and measured
both throughput and CPU utilization under this load. As seen in
the table, both FLASH and AF_XDP-SRIOV achieved comparable
end-to-end throughput of 4.28Mpps and 4.22Mpps, respectively,
primarily limited by NF4, whose processing capacity was signif-
icantly lower than FLASH or AF_XDP-SRIOV. However, FLASH
significantly reduces CPU usage, lowering it by up to 51% by throt-
tling the first NF’s packet reception to align with the capacity of
downstream NFs. In contrast, AF_XDP-SRIOV kept all NFs running
at full load, leading to unnecessary CPU consumption. With FLASH,
each NF’s CPU usage matched closely with its actual processing
load, except for the first NF, which remained relatively active due
to frequent interrupts. Without a backpressure mechanism, all NFs
would consume 100% CPU, even while dropping excess packets.

6.3 Using FLASH with Real World NFs
We begin by evaluating a deployment consisting of five real-world
network functions (NFs) with varying levels of complexity. The
possible chain configurations within this deployment are illustrated
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Figure 14: Arrival Rate vs. Throughput, Latency and CPU
usage for a simple real world NF chain where an NF is a
bottleneck.
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Thread 1 
Thread 2 
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Figure 15: A complex NF chain with multi-threading, multi-
ple ingress and egress points to and from the NFs.

in Figure 13. For this experiment, we generate traffic, ensuring all
packets reach the firewall after being processed by the first two
NFs. At the firewall, each incoming packet is processed against a
set of 1,000 filtering rules evaluated sequentially. These rules are
configured to permit all packets, forwarding them to the Maglev
load balancer. This setup makes the firewall the computational
bottleneck in the chain. As a result, the firewall limits overall per-
formance to 2.72 Mpps or 11.38 Gbps for 512-byte packets, which is
significantly lower than the capacity of FLASH or AF_XDP-SRIOV.

Now we measure the throughput, latency for the chain, and CPU
usage for all the NFs with varying arrival rates. As illustrated in
Figure 14c, when the system is idle, no CPU resources are con-
sumed, and our implementation waits for incoming packets. Upon
packet arrival, hardware interrupts trigger a transition to busy
polling mode across all NFs. Initially, throughput matches the in-
coming packet rate as seen in Figure 14a. However, once the firewall
becomes a bottleneck at around 11.38 Gbps, upstream NFs (ARP
and ping responders) begin throttling. This throttling results in a
gradual decrease in CPU utilization, as the first NF stops receiving
packets. That is, not all interrupts trigger busy polling, and if any
packets are received, they traverse through the chain smoothly.
Importantly, the throttling does not impact the throughput or the
latency. We expect that our in-progress blocking implementation
will yield even greater CPU efficiency.

In contrast, an SR-IOV-based implementation, while capable of
waking NFs via interrupt-based busy polling, fails to apply effective
backpressure. This results in unnecessary CPU consumption and
high packet latency (Figure 14b). FLASH provides at least 94% less
latency and saves around 32% wasted CPU cycles at high loads. The
maximum latency observed using AF_XDP-SRIOV was 2.7 ms. We
suspect the high latency is due to excessive buffering in the NIC,
as packets may be dropped at any point in the chain.
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NF Individual NF
Throughput per thread # Threads Service Rate

AF_XDP-SRIOV FLASH
NF1 - Firewall (Rust) 2.72 Mpps 4 5.98 Mpps 9.4 Mpps
NF2 - Maglev (Rust) 11 Mpps 1 5.33 Mpps 9.4 Mpps
NF3 - MICA (C) 8.8 Mpps 1 2.57 Mpps 4.7 Mpps
NF4 - MICA (C) 8.8 Mpps 1 2.57 Mpps 4.7 Mpps
NF5 - L2fwd (C) 11.8 Mpps 1 5.05 Mpps 9.4 Mpps

Aggregate - 8 5.05 Mpps 9.4 Mpps

Table 2: Performance of complex real-world workload.

In the previous experiment, we showed that when NFs are de-
ployed without scaling and the overall chain capacity is lower than
the capacity of FLASH or AF_XDP-SRIOV, both systems achieve
similar throughput. However, FLASH outperforms in terms of la-
tency and CPU efficiency. We now shift focus to a more optimized
deployment in which bottlenecks have been addressed through
scaling. The updated NF chain, illustrated in Figure 15, represents
a more complex and realistic setup. In this topology, some NFs
are single-threaded while others are scaled across multiple threads.
Specifically, the chain begins with a firewall (NF1) that applies 1,000
filtering rules evaluated sequentially for each packet. All rules allow
traffic through to maintain a consistent workload without drops.
Packets then flow to Maglev (NF2), a load balancer that evenly
distributes traffic between two MICA instances (NF3 and NF4),
which serve as in-memory key-value stores processing read-only
queries, emulating a typical caching workload. Finally, packets are
forwarded to L2fwd (NF5), which returns them to the client. This
setup forms a complex NF graph featuring both fan-out (Maglev
to MICA) and fan-in (MICA to L2fwd) patterns, demonstrating
FLASH’s capability to handle arbitrary NF topologies. The firewall
(NF1), originally limited to 2.72 Mpps, was scaled using four threads
pinned to four separate CPU cores to eliminate the bottleneck.

Table 2 summarizes the capacity and throughput achieved in
both FLASH and AF_XDP-SRIOV. Despite the chain being com-
posed of diverse components implemented in multiple languages,
FLASH maintained high performance and flexibility. In this setup,
the primary bottleneck in FLASH was Maglev (NF2), yet it still
achieved 1.86× higher throughput than AF_XDP-SRIOV. The end-
to-end throughput reached 9.4 Mpps, slightly below the peak due
to the overhead of distributing traffic to multiple downstream NFs.

In contrast, AF_XDP-SRIOV is bottlenecked at L2fwd (NF5),
causing upstream NFs to continue processing at full rate, leading
to queue buildup and wasted CPU cycles. This experiment high-
lights FLASH’s ability to scale individual NFs independently and
efficiently support complex and realistic chaining patterns, making
it well-suited for practical NF deployments.

6.4 Overhead Analysis
We evaluated the performance of FLASH’s modified ring design
by comparing its throughput and latency against the default SPSC
rings of AF_XDP in different modes. As shown in Figure 16, both
designs deliver nearly identical results across both metrics. This
demonstrates that the additional logic introduced to support flex-
ible chaining incurs negligible overhead. Overall, FLASH’s ring
design preserves the efficiency of the default implementation while
enabling greater flexibility and extended functionality.

Since FLASH supports complex NF chains with arbitrary in-
degrees and out-degrees, it’s important to evaluate the overhead
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Figure 16: Performance of SPSC vs MPSC/SPMC.
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Figure 17: Throughput with varying in/out-degree.

introduced by such topologies, enabled by our modifications to
AF_XDP rings. Figure 17a showsMaglev’s throughput as out-degree
increases under scaled conditions. As expected, redirecting packets
to multiple NFs adds overhead, leading to a noticeable throughput
drop as Maglev scales with more threads.

Figure 17b shows throughput when increasing the in-degree by
forwarding packets from multiple upstream NFs to a single down-
stream NF. We observe that with an in-degree of two, throughput
initially improves. This is because, in a typical NF chain, the first
napi_poll handles both packet reception from the NIC and redirec-
tion, becoming a bottleneck, while subsequent napi_poll instances
remain underutilized. So when the in-degree increases, the CPU is
properly utilized. However, further increases in in-degree lead to
contention at the receiving NF, where concurrent enqueues from
multiple threads activate multi-producer synchronization, adding
overhead and reducing performance.

We conducted experiments in both bare-metal and containerized
deployments and observed similar results in terms of performance.
This is due to no additional overhead in the network path, while
still providing strong isolation using in-kernel packet redirection.

7 Conclusions & Future Work
We presented FLASH, an extension to the Linux AF_XDP subsys-
tem for high-performance, kernel-native chaining of co-located
NFs. FLASH supports zero-copy chaining for performance and
single-copy mode for compatibility with legacy AF_XDP applica-
tions. It enables efficient packet redirection through kernel-level
enhancements, including multi-producer/consumer AF_XDP rings
and optimized thread wakeup mechanisms. Our experiments show
that FLASH delivers throughput comparable to kernel bypass frame-
works, while offering greater efficiency, low latency, flexibility, and
improved support for multi-tenant cloud environments. As part of
future work, FLASH will extend its capabilities to handle per-flow
backpressure and support dynamic scheduling of network functions
to eliminate reliance on direct busy-polling. In addition, we plan to
extend our FLASH library to support transport-layer applications,
enabling features such as packet reassembly.
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