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   Why is MOSS being discussed ?2.

Easy to Evade: Its reliance on n-gram analysis
(in either string or tokenized form) makes it
susceptible to simple obfuscation techniques.
Limited Scope: It does not really account for
the entirety of the source code and ignores
deeper structural and semantic aspects.
Need for Improvement: Loopholes exist,
highlighting the need for more robust
detection methods.

SSA2

C++

For files :

For directories :

 In what cases does my tool perform
better than MOSS ?
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Case MOSS SPDT

Copy case 93% 100%

Code Modification 91% 100%

Code Reordering 31% 84.62%

Redundant code
addition

56% 100%

Changing control
flow statements

-- 87.5%

MOSSAD -- 75%
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Example6.What is MOSS ?

MOSS (Measure of Software Similarity) is a
widely adopted plagiarism detection tool
in academia, primarily used to identify
similarities in source code

 1. 

While effective, its reliance on surface-level
analysis leaves room for circumvention

3.

AST-Based Analysis: The tool uses Abstract
Syntax Trees (ASTs) of source codes for
analysis at a structural level.
Enhanced Similarity Detection: ASTs allow
for a more comprehensive examination
beyond surface-level comparisons.
Syntax-Aware Differencing: Utilizes
Gumtree, a syntax-aware diff tool, to
visualize code differences effectively,
highlighting changes such as insertions,
additions, and deletions based on syntax
structure.

This comparison highlights cases
where MOSS falls short in detection,
while my tool demonstrates
improved efficiency
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MOSS - Adversarial or MOSSAD is a
tool meant for evading MOSS, it
adds random variable declaration
and initialization to tamper with the
n-gram formation. MOSS fails with
MOSSAD whereas my tool captures
this to a good extent !
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