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Inspect Docker Image

wine
-
-

Dockerfile Docker Image Docker Container

Container images can either be built locally or “pulled” from a registry (which was built by someone).
Let’s try to build a docker image and inspect it to better understand it.

In this docker image we will host a flask application.

$ docker build -t hellocs695:1latest
$ docker images
$ docker image inspect hellocs695:latest
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Inspect Docker Image

$ docker image inspect hellocs695:latest

"Architecture"”: "amdo4",
1 B/ B B g [V
"S1ze": 480400134,
"GraphDriver": {
“Data’:
"LowerBxely "/var/lib/docker/overlay2/ycssehg549aln2@1inrzwmvxj7/diff:/var/11

"MergedDir": "/Vnigmatdocker/overlay2/gb84z72yg@o31lc4ohryrl7hqy/merged”,
"UpperDir": /g@o31c4ohryrl7hqgy/diff",

" gy Includes the filesystems of all the layers inside "
WorkDir": the image/container except the last one Jdo31c4ohryrlzhqy/work

L E

"Name": "overlayZ2"
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Inspect Docker Image

$ docker image inspect hellocs695:latest

"Architecture"”: "amdo4",

1 B/ B B g [V

"S1ze": 480400134,

"GraphDriver": {

“Data’:

"LowerDir": "/var/lib/docker/overlay2/ycssehg549aln2@1inrzwmvxj7/diff:/var/11
"MergedDir": "/var/lib/docker/overlay2/gb84z72yg@o31lc4ohryrl7hqy/merged”,
"UpperDir" N./var/1ib/docker/overlay2/gb84z72ygdo31c4ohryrl7hqy/diff",
"WorkDir": "/vOGgab/docker/overlay2/gb84z72ygdo31lc4ohryrl7hqy/work™

L E

Name ™ : Overlayz The filesystem of the top-most
layer of the image/container.
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Inspect Docker Container

$ docker run -p 80:8000 —--name cont-test hellocs695:1latest
$ docker ps
$ docker inspect cont-test

"LowerDir": "/var/lib/docker/overlay2/4d7b48aa22b2b814141262c44886b265b390829¢c91bf79203ac3702298548b96—init/diff:/
n99ooctety/diff:/var/lib/docker/overlay2/ycssehg549aln201inrzwmvxj7/diff:/var/1lib/docker/overlay2/54su7pl@let3i0qk3tjwy8t1f/diff:/v
0152bddb57bb7a72¢c86386dc15701dd37b8d7948a2172b2d/diff",

“"MergedDir": "/var/lib/docker/overlay2/4d7b48aa22b2b814141262c44886b265b390829c91bf79203ac3702298548b96/merged",

“"UpperDir": ")Nar/lib/docker/overlay2/4d7b48aa22b2b814141262c44886b265b390829¢c91bf79203ac3702298548b96/diff",

"WorkDir": "/varNgib/docker/overlay2/4d7b48aa22b2b814141262c44886b265b390829¢c91bf79203ac3702298548b96/work"

},

"Name': "overlay2"

Mount Point of the container
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Inspect Docker Container

$ docker run -p 80:8000 —--name cont-test hellocs695:1latest
$ docker ps
$ docker inspect cont-test

- Writes modify UpperDir

Layer n-1 (UpperDir)

Layer n-2 (LowerDir) MergedDir provides a view
> MergedDir <o into the combined layers:
your container's filesystem.

Layer 1 (LowerDir)

Layer O (LowerDir)
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Inspect Docker Container

$ docker run -p 80:8000 —--name cont-test hellocs695:1latest
$ docker ps
$ docker inspect cont-test

"NetworkSettings": {
llBr_'LdgeH: l||l’

"SandboxID": "99e89b1463600362f0d686af8a4984f4c4c5c0194d8d35c78ed4bbee8a7a6fan9”,
”SandboxKey”: "[/var/run/docker /netns/99e89b146360" ,

network namespace inode
(can be linked to /var/run/netns for netns usage)

$ sudo mkdir /var/run/netns
S sudo 1ln -s <sandbox-key> /var/run/netns/test
$ ip netns 1s
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Inspect Docker Container

S docker exec -it cont-test /bin/bash
$ apt install iproute?2
S ip a

— In other terminal type
$ sudo ip link add dev inside-test type veth peer name outside-test

netns test

— In previous terminal type
$ ip a

Using the same logic we used iproute2 to manipulate the networking in Assignment 3
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Kubernetes

Docker: Single machine container deployment

Kubernetes (k8s): Container Orchestration
o Across a cluster of machines

o Manage automated deployment, scaling
Kubernetes is also a server-client application like docker. The k8s control plane (server) implements the

cluster management and exposes HTTP API for communication which is used by applications like
kubectl (client).
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Kubernetes Architecture

02/04/24
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kube-api-server
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Cloud Provider API
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[image taken from ACM India Winter School on "Full-stack Networking (FSN)" ]
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Kubernetes Architecture

[ CLUSTER

highly-available key value store for

backing k8s data

kube-api-server

kubelet kube-proxy

scheduler Controller Manager

kube-scheduler kube-controller-manager

\
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Kubernetes Architecture

CLUSTER

CONTROL PLANE

cloud-controller-manager

Schedules pods to nodes

Based on filtering and scoring

—1

scheduler

Controller Manager

kube-scheduler kube-controller-manager
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Kubernetes Architecture

CLUSTER

CONTROL PLANE

cloud-controller-manager S \
runs on every node to ensure

containers are in running state

kube-api-server ¢ j

kubelet kubelet kube-proxy

el
E

scheduler Controller Manager

kube-scheduler kube-controller-manager u u
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Kubernetes Architecture

02/04/24

CONTROL PLANE

cloud-controller-manager SEEEE

CLUSTER

p

kube-api-server

scheduler Controller Manager

kube-scheduler kube-controller-manager

Maintains network rules on a node

B

kubelet kubelet M

Ll_l
88 | o

[image taken from ACM India Winter School on "Full-stack Networking (FSN)" ]
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Kubernetes Overview: Master and Worker Nodes

e Kubernetes clusters consist of workers, each running pods
e Control Plane: Manages workers and pods scheduling, fault-tolerance
o kube-apiserver: REST based front end for k8s frontend
o etcd: highly-available key value store for backing k8s data
e Node Components:
o kubelet: runs on every node to ensure containers are in running state
o kube-proxy: Maintains network rules on a node.
e Leverages system packet filtering layer if available
e container runtime: software for running containers. e.g. containerd, docker
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Get started with Kubecitl

$ alias kubectl="kubectl --kubeconfig S$SPWD/config.yaml"
$ kubectl get pods
$ kubectl describe node

Create your own namespace so that they remain isolated from others

$ kubectl create namespace <ur-cseldap>
$ kubectl config set-context --current --namespace=<ur-cseldap>
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Pods

Application specific logical host.

e single unit of deployment
e group of containers with shared storage and network resources.

pf)d
container 1
/usr/share/ngnix/html/ < | reads
volume "html"
container 2
/htﬂ'll/ Twrites
kubemnetes nodtf
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Pods - Why Pod?

apiVersion: vl

kind: Pod
e Pod acts like a single server metadata:
e Logical wrapper around container et test
o K8s container management containers:
e reStart pOIiCy’ IiveneSS prObe ] nil'::nai:e:tz:::)ojeetdas/helloc5695:la’test
Why multiple container/pod? L s

e Remember: microservice architecture
e "one process per container”
e Ease of debugging

kubectl apply —-f pod.yaml

kubectl get pods

kubectl describe pod test
S kubectl logs test

S kubectl get pods test -o jsonpath='{.spec.containers[*].name}"’

S kubectl exec -it test -c test -- /bin/bash

S kubectl delete pod test

vy W
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Pods - Multiple container per pod

e |Init:
o Handle task that are needed before the app container starts (disk
mounting, other microservice reachable)
o Run to completion container
e Sidecar
o Runs along with the application container
o Performs tasks like:
m Syncing data from a remote source
m Log and metric collection
m Network proxy
m Encryption/decryption
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Pods - Multiple container per pod

apiVersion: vl

: kind: Pod
S kubectl apply -f sidecar.yaml e
S kubectl get pods name: testshared
$ kubectl describe pod testshared SpEC:
containers:
_ _ - name: first
Since network namespace in shared across image: debojeetdas/hellocs695: latest
containers in pods. It should be straightforward (TR S
image: debian

to access the flask application. Somnand: [ /binseh g
args:
- while true; do

kubectl get pods testshared -o jsonpath='{.spec.containers[*].name}"
kubectl exec -it testshared -c second -- /bin/bash

apt update && apt install curl

curl localhost:8000

U O O
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Kubernetes - Running your application

T ) apiVersion: apps/vl
Deployment (and, indirectly, ReplicaSet), the most common way PSR e

to run an application on your cluster. Deployment is a good fit for [ISeLEIEE
managing a stateless application workload on your cluster, name: test-deployment
where any Pod in the Deployment is interchangeable and can be [ELIEE

replaced if needed. app: hellocs695
spec:

replicas: 3
selector:
matchLabels:

app: hellocs695

template:
metadata:

labels:
app: hellocs695

spec:

containers:

- name: hellocs695
image: debojeetdas/hellocs695: latest
ports:

- containerPort: 8000

02/04/24 [image taken from ACM India Winter School on S kubectl apply —-f deployment.yaml 52
"Full-stack Networking (FSN)" ]




Kubernetes - Running your application

S kubectl get pods
$ kubectl delete pod test-deployment-6c5c8d8596-2c5wh
S kubectl get pods

o o‘)V e o o
“Me trying t6 e
deleteapod ©  ©

' 2 o O 3 OQ
% O o
(

o
delete pod my-app-6b97-23
== .,
§
- o -
~ S Rog

02/04/24 [image credit: https://www.reddit.com/r/kubernetes/comments/oymqvw/trying_to_delete_a_pod_thats_part_of a_deployment/] 53
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Kubernetes - Running your application

Statefulset

e Deployment and scaling of stateful pods
e Stateful pod: requires persistent storage

Daemonset

e An instance of the pod runs on each node
e System daemons and background processes
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Kubernetes & CNI

In K8s, pods are deployment unit which is created,

destroyed and scaled dynamically.

Therefore to provide networking to this dynamic

components K8s enforces the following network

model:

 All Pods should be IP addressable and should
not require any NAT.

« All agents should be able to communicate with

all pods on the host.

02/04/24

Container Container

\/

Pod Kernel Network Stack

Host KKernel
Network Stack

NIC
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Kubernetes & CNI

The K8s network model is enforced by CNI.
Container Container

It uses some combination of inter-host and e

intra-host communication techniques. Pod Kernel Network Stack

o
e
al
_ _ . ] vNIC
For e.g. Calico uses Layer 3 routing for intra-host )
communication and Overlay/Underlay for inter-host @
communication. .
Host IKernel
Network Stack
NIC
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Kubernetes - Services

Service:

e Network abstraction for a pod - both for within cluster access and outside
cluster access.
e Assign a single virtual IP address for a set of pods

Server Pod

Client Pod Server Pod

Server Pod
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Kubernetes - Services

Service:

e Network abstraction for a pod - both for within cluster access and outside
cluster access.
e Assign a single virtual IP address for a set of pods

Server Pod

Client Pod > Service Server Pod

Server Pod
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Kubernetes - Services

Pods on nodes

44.41/2 External IP

Node A
111.1/2 Internal IP
S -
\ /
4441 444.2
Node A Node B
b R 1.1.1.2
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Kubernetes - Accessing Services

3 ways of doing this:
e ClusterlP:

o Assign a new IP for this service (which will remain constant, irrespective of the pods)
o  Only accessible from within the cluster

e NodePort:

o Remember docker’s port forwarding?
o Assign a port on the worker node (so accessible by using the node’s IP)
o Pod for that service can run anywhere (not necessarily on that node)

e Load Balancer:

o Use external load balancer (accessible from anywhere on the internet)
o Usually used with cloud provider LBs
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Kubernetes - Accessing Services

Service - ClusterlP Load balancing by kube |
. Service: Service
proxy - randomly split [ 1.10.1.1 J ClusterlP
traffic between pods
4.4.4.1 4442
Node A Node B
1.1.1.1 1.1.1.2
Only
Z e e e e e L access.lblle
| -lsogo" 101! from within
o e A cluster!
145 [

clusterIP:port / servicename:port (using DNS)
1.10.1.1:8080 / myservice:8080

02/04/24 [image taken from ACM India Winter School on "Full-stack Networking (FSN)" ] 61



Kubernetes - Accessing Services

Service - NodePort S —

NodePort

4441 4.4.4.2
Node A Node B
1.1.1.1 1.1.1.2
Accessible
within node
S N Rt network!
'_} e e et ], . . - - |Pig ST
goo-———_""" 30000 i
B e e &
] 1405 ‘
:
I
|
: NodelIP:port
|
' 4.4.4.2:30000
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Kubernetes - Accessing Services

Service - Load balancer

Externally accessible (from the internet) using external load balancer

External
Client

P e e e e e e e e e =

Load Balancer IP:port

02/04/24 [image taken from ACM India Winter School on "Full-stack Networking (FSN)" ] 63



Kubernetes - Cluster IP hands on

$ kubectl apply -f service-deployment.yaml
$ kubectl get pods -o wide

Edit service-client.yaml to have a pod-ip

$ kubectl apply -f service-client.yaml

$ kubectl logs client-pod

Hello from server-deployment-6ccctfO9bfob-694gg
Hello from server-deployment-6ccctfO9bfob-694gg
Hello from server-deployment-6ccctfO9bfob-694gg

$ kubectl delete -f service-client.yaml
$ kubectl apply -f service-clusterip.yaml

$ kubectl get service

Edit service-client.yaml to have a service-ip and port

02/04/24
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Kubernetes - Cluster IP hands on

$ kubectl apply -f service-client.yaml

Hello from server-deployment-6cccfO9bfoo-694gg
Hello from server-deployment-6cccf9bf66-rp99m
Hello from server-deployment-6cccfO9bfoo-694gg
Hello from server-deployment-6cccf9bf66-rp99m

$ kubectl describe service myservice
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Kubernetes - Nodeport hands on

Change the value of the port to something different so that it doesn’t match your classmates’

$ kubectl apply -f service-nodeport.yaml
$ kubectl get nodes -o wide

curl <Node Internal IP>:<Node Port>/

Nodeport is usually used along with load balancer and ingress

| A |
........... Node Port [N Noce ~or [
| Kubernetes /| | Kubernetes Kubernet_es_ ________
| Cluster | . | Cluster iCluster" |

Ingress Provider l

Servu:eA Service A 5 § Service A Service B

.............................................

.............................................

[image credit:
https://www.alibabacloud.com/blog/an-implementation-practice-of-kubernetes-ingress-gateway-concept-deployment-and-optimi

...................................................................................................
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Use Case: Service Mesh

Monolithic
Application
‘ \ Frontend Product < Reviews — Ratings
External ‘
Request Response Ext I
Xternal - Response Details
Request

Applications deployed Applications deployed

using monolithic architecture using microservices architecture
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Use Case: Service Mesh

Monolithic
Application 8 )\ J)\ 8 )\
Frontend Product Reviews — Ratings
| ] Bl e e}
External
Request Response Ext I
Xlermnal pesponse Details
Request

Benefits:
- Easy application management

- Fault-tolerance
- Scalability
- Micro-service reuse, etc.
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Use Case: Service Mesh

Product
Monolithic
Application )\ J 2 )\
Frontend Product Reviews — Ratings
o [
External
Request Response Ext I
Xlermnal pesponse Details
Request

How to:
- discover services?

- setup communication?
- monitor communication and failures?
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Use Case: Service Mesh

Product

!

Sidecar

Frontend Product Reviews Ratings
! / { { !
Sidecar =< Sidecar Sidecar Sidecar

Details

!

Sidecar

External
Request

Response

02/04/24

Benefits:
- Connect different loosely coupled

services.
- Provide other functions like rate
limiting, load balancing, etc.
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Use Case: Serverless and FaaS

Function A
1 Benefits:
Sidecar - Event driven.
- You don’t need to think about the
_ infrastructure at all.
Orchestrator Function B
J J
Sidecar Sidecar
'L
Function C
External Response unction
Request |

Sidecar
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Cloud and beyond

1. CONTAINERIZATION )

: _ [image credit:
https://github.com/cncf/trailmap/blob/maste
2. CI/CD e r/CNCF_TrailMap_latest.pnq]
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Cloud and beyond

Database Streaming & Messaging Application Definition & Image Build Continuous Integration & Delivery
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Cloud and beyond

WHATS THiS? | HUH? T ALWAYS THOUGHT THE
CLOVD" WAS A HUGE, AMORPHOUS

NETWORK. OF SERVERS SOMEWHERE.
THE CLOUD. YERH, BUT EVERYONE. BYS
SERVER TIME FROM EVERIONE
‘ ELSE. IN THE END, THEYRE
3 ALL GETTING IT HERE.

|
O

oh
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Thank Youl!




