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Namespaces ~ ways to isolate resources among userspace applications.

How are they implemented in linux kernel?

# ls –al /proc/1/ns

# ls –al /proc/<any-valid-pid>/ns
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Namespaces ~ ways to isolate resources among userspace applications.

Let’s take example of uts namespace.
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Namespaces ~ ways to isolate resources among userspace applications.

Working of pid namespaces.

pid

struct pid *thread_pid;

unsigned int level;

struct upid numbers[];

. . .

upid

int nr;

. . .

https://elixir.bootlin.com/linux/v6.13.6/C/ident/pid
https://elixir.bootlin.com/linux/v6.13.6/C/ident/thread_pid
https://elixir.bootlin.com/linux/v6.13.6/C/ident/level
https://elixir.bootlin.com/linux/v6.13.6/C/ident/upid
https://elixir.bootlin.com/linux/v6.13.6/C/ident/numbers
https://elixir.bootlin.com/linux/v6.13.6/C/ident/nr
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Namespaces ~ ways to isolate resources among userspace applications.

Let’s talk about network namespace now.

What kind of resources will be present in network namespace?

- Loopback device.

- List of physical and virtual devices.

- Network configurations (ipv4, ipv6, etc.)

- Ip table rules, etc. Check include/net/net_namespace.h
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# ip netns ls

# cat /var/run/netns

# ip netns add test

# cat /var/run/netns

ip tools allows you to create network namespaces easily.

What exactly happened when we added a new network namespace?

# strace ip netns add newtest
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$ ip a

$ sudo ip netns exec test /bin/bash

# ip a

# exit

$ sudo ip netns del test 

ip tools allows you to create network namespaces easily.
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$ docker run -p 80:8000 --name cont-test hellocs695:latest

$ docker ps

$ docker inspect cont-test 

network namespace inode

(can be linked to /var/run/netns for netns usage)

$ sudo mkdir /var/run/netns

$ sudo ln -s <sandbox-key> /var/run/netns/test

$ ip netns ls 
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$ docker exec -it cont-test /bin/bash

# apt install iproute2 (if not available)

$ ip a

The shell is in docker container’s network namespaces but nothing else is isolated!

You can do whatever you want to mess up containers network setup.

Let’s try to add a new interface

$ sudo ip link add dev inside-test type veth peer name outside-test 

netns test
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Docker's networking options:

1. Bridge: The default network driver. (Docker0 / Custom)

2. Host: Use host network namespace.

3. None: Completely isolate a container from the host and other containers.

Other options exists such as Overlay, Ipvlan, and Macvlan.
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Dcker's networking options:

Bridge: Docker0

$ docker run –it ubuntu sh

$ sudo iptables -L

In host:

Docker0

Container Kernel 

Network Stack

Application

veth

Container Kernel 

Network Stack

Application

veth

veth veth

Host Kernel Network Stack

NIC

Host
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Dcker's networking options:

Bridge: User-defined
Container Kernel 

Network Stack

Application

veth

Container Kernel 

Network Stack

Application

veth

veth veth

Host Kernel Network Stack

NIC

Host

Bridge 1 Bridge 2

$ docker network create my-net

$ docker network connect my-net <c-name>

$ sudo iptables –L

$ docker run -it --name 

my-ubuntu \

--network my-net \

--publish 8080:80 \

ubuntu bin/bash

$ sudo iptables –L
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Permissions in Linux isn’t divided into Privileged and unprivileged. But into several 

capabilities.

Unprivileged capabilities:
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Permissions in Linux isn’t divided into Privileged and unprivileged. But into several 

capabilities.

Privileged capabilities:

There are many more

Check capabilities of your process:
$ /proc/<pid>/status



Docker capabilities
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https://twitter.com/sidpalas/status/1638558418830233600


Thank You!!
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