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∀� ∈ L ∃π ∈ {�, �}����(|�|) : �(�, π) = �

�� is the class of all such Ls

“Proof system” view of ��
Prover � is unbounded: finds short proof π for � (if one exists)
Verifier � is efficient: checks proof π against the statement �
Completeness: � ∈ L ⇒ � finds π ⇒ �(�, π) = �

Soundness: � ̸∈ L ⇒ ̸ ∃π ∈ {�, �}����(|�|) s.t. �(�, π) = �
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Completeness:

�� ̸∼= �� ⇒ � can recover �� from �� with certainty
Pr[� ← ⟨�,�⟩(��,��)] = � ≥ �/�

Soundness:
��

∼= �� ⇒ �� loses information about bits ��Hence best �∗ can do is guess ��s
Pr[� ← ⟨�∗,�⟩(��,��)] = �/�ρ < �/�
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Any Issues with the �� Proofs We Saw?
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Not desirable, e.g., when � = �� and � = �� (identification)
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We will see that Π��� is (honest-verifier) zero-knowledge!
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Knowledge vs. information
Knowledge is computational: e.g., consider �� proof for GI

Given (��,��), the isomorphism π contains no information
But when given π , � “gains knowledge” since she couldn’t have
computed π herself

Knowledge pertains to public objects:
Flipping a private fair coin � and (later) revealing its outcome
leads to � gaining information
But � does not gain knowledge: she could herself have tossed
the private coin and revealed it

Intuitively, “� gains no knowledge” if anything � can compute
after the interaction, � could have computed without it

9 / 16
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An IP Π is honest-verifier perfect ZK if there exists a PPT
simulator ��� such that for all distinguishers � and all � ∈ L, the
following is zero

Pr[�(View�(⟨�,�⟩(� ))) = �] − Pr[�(���(� )) = �]

Malicious-Verifier ZK: honest verifier � → all verifiers �∗
For every �∗ there exists a PPT simulator ���

Statistical ZK: relax “zero” to “negligible”
Equivalently: relax “distributions identical” to “distributions
statistically close”

Exercise 2
What happens when one invokes the simulator on � ̸∈ L?
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Π��� is Honest-Verifier ZK
Theorem 2
Π��� is honest-verifier perfect zero-knowledge IP for L���

Proof.

Exercise 3
1 What happens if � is malicious and can deviate from protocol?
2 Using ideas from Π��� , build honest-verifier ZKP for L���
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Are Randomness and Interaction Necessary?

Interaction is necessary
Exercise 4
If L has a non-interactive (i.e, one-message) ZKP then L ∈ ���

Randomness is necessary
Exercise 5
If L has an IP with deterministic verifier then L ∈ ��

Exercise 6
If L has an ZKP with deterministic verifier then L ∈ ���
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vector problems
3 ...

Has complete problems: e.g., statistical difference (SD)
Given two circuits ��,�� : {�,�}� → {�,�}�, decide whether
the distributions induced inputting �� and �� are statistically
“close”or “far”.

Exercise 7
Can you think of a honest-verifier SZK proof for SD?
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