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Research Directions
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Research on traffic filtering (I)

4INFOCOM 23

ICNP 21
ICCCN 23

In collaboration with 
Rochester Institute of Technology, NY, USA



Research involving cryptocurrency (III)
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NDSS 2023

NDSS 2023

In collaboration with KU Leuven (Belgium)



Research on end-to-end encryption (II)
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In collaboration with Brigham Young University
(Utah), USA
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Fake Key attack on new connection
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4. MITM in end-to-end encrypted connection by server
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Current 
authentication 

process

• not usable
• almost no one does it
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Usable 
authentication 

process

• lack of awareness
• continuous manual effort
• rare attack
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Can we automate the detection of 
fake key attacks?
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Our defenses

1. Key Transparency with Client Auditors

2. Anonymous Key Monitoring

3. Key Transparency with Anonymous Client Auditors
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Fake key attack detection

1. Key Transparency with Client Auditors
• Clients monitor their own key

• Clients verify their contact’s keys

• Clients audit STRs to detect equivocation
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1. Key Transparency with Client Auditors
• assumes connected graph 
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1. Key Transparency with Client Auditors

2. Anonymous Key Monitoring
• Clients monitor their own keys

• Clients monitor their contact’s key
for a few epochs
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Contribution

Designed three automated key 
verification solutions

Used threat analysis to compare how 
well they detect fake key attacks

Implemented attacks and defenses to 
demonstrate their feasibility

Provides detection without burdening 
users

Detection capability may deter attacks
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Network Privacy

How web cookies influence 
user’s privacy?
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Privacy Laws

• General Data Protection Regulation (GDPR)
• EU law

• May 25, 2018

• Enhance individuals' control and rights over their 
personal data 

• California Consumer Privacy Act (CCPA)
• California State law

• January 1, 2020
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GDPR violations (examples)
• Amazon - €746 million (Luxembourg)

• It was not taking consent from users 
before storing advertisement cookies

• Meta – €405 million (Ireland)
• Instagram allowed children aged between 

13 and 17 to use business accounts

• It violated children’s privacy by publishing 
email addr. and phn. No.

• WhatsApp - €225 million (Ireland)
• WhatsApp for properly not explaining its 

data processing practices in its privacy 
notice
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Cookie Banners (notices)



Research Questions

• How many websites do show the banners?
• Does the banner give users the options to explicitly agree or decline?

• Do they respect the users preferences?

• Do websites exhibit different behavior?
• Geographic location (EU vs. non-EU)

• User agent (mobile vs. desktop)
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Goals

Analysis of cookie landscape from different perspectives in a automated way

• Detection of cookie banners

• Interaction with cookie banners

• Impact of geographic locations

• Consistency of websites

• Cookie differences between
• landing and inner pages

• Mobile and desktop

• Impact of CCPA
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Methodology 
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OpenWPM BannerClick



BannerClick
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Research Challenges

• There is no standardization of banners; they differ in:
• Shape & size

• Location (top, bottom, middle etc.)

• Content

• Language

• Websites with Consent Management Platform  (CMPs)
• CMP are dedicated contractors just to manage banners

• They use different APIs to show banner

• Banners adhere to different privacy laws differently
• Banners respecting GDPR show “accept’’ and “reject’’ options

• Banners respecting CCPA contains “DNSMPI’’ link
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BannerClick – Detection 
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Measurement Setup

• 8 vantage points: Germany, Sweden, US West, US East, India, Brazil, South Africa, 
Australia

• Target list: Tranco Top 10k domains
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Banners Detected, Accepted, Rejected
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EU

non-EU

More banners in EU compared to non-EU countries

About half of the websites 
show easy reject option

Half of the websites do not 
show easy reject option



Cookies Differences After Interaction
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Interacting with banners impacts cookie distribution



Cookies – EU vs. non-EU
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Fewer cookies in EU compared to non-EU



• Impact of 
• Geographical location of users
• Interaction with banner

• Check out the paper
• CCPA impact
• Landing vs. Inner pages
• Mobile vs. Desktop
• Consistency analysis

• Source code available
• BannerClick
• Analysis data for reproducibility
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Conclusion

bannerclick.github.io



Prospective Students

• We target top-tier security/networks venues
• CCS, Usenix Security, NDSS, PETS, IMC, IEEE S&P, AsiaCCS

• On average requires 2 years to publish a paper

• You have knack for systems and networks
• Apply!

• Keen in Network Security
• Apply!

• Want to see tangible security impact on society
• Apply! 



Future Research
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• On Privacy Laws
• India recently passed data privacy bill; studying the cookie landscape, data retention etc.

• Network Structure
• Analyzing the topological properties of Bitcoin

• Studying threat landscape of recently deployed anonymous mix network (NYM)

• Internet traffic filtering
• How VoIP calls are filtered in the middle east

• Studying the impact of Deniability offered by E2E protocols like Signal


