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Abstract

A rohust, computationallyefiicientand blind digital image water
markingin spatial domainhasbeendiscussedn this paper Em-
beddedwatermarkis meaningfuland recanizableand recovery
processneedsonly one secet image. Watermarkinsertion pro-
cessxploitsaverage brightnessof the homaeneityregionsof the
coverimage. Spatialmaskof suitablesizeis usedto hidedatawith
lessvisualimpairments. Experimentalresultsshowresiliencyof
the proposedschemeagainstlarge blurring attad like meanand
Gaussiarfiltering, nonlinear filtering like median,image rescal-
ing, symmetricimage cropping lower order bit manipulationof
gray valuesandlossydatacompessionike JPEGwith high com-
pressiorratio andlow PSNRvalues.

1. Intr oduction

In the recenttime, the rapid andextensie growth in Inter-
nettechnologyis creatinga pressingneedto develop sev-
eral newer techniquego protectcopyright, ownershipand
contentintegrity of digital media. This necessityarisesbe-
causeahedigital representationf mediapossessesherent
adwantage®f portability, efficiency andaccurag of infor-
mationcontentin onehand,but on the otherhand,this rep-
resentatiormlsoputsaserioughreatof easyaccurateandil-
legal perfectcopiesof unlimitednumber Unfortunatelythe
currently available formatsfor image, audio and video in
digital form do not allow ary type of copyright protection.
A potentialsolutionto this kind of problemis anelectronic
stampor digital watermarkingvhichis intendedo comple-
mentcryptographigprocesq1]. While the latertechnique
facilitatesaccessf the encrypteddataonly for valid key
holdersbut fails to trackany reproductioror retransmission
of dataafterdecryption.Ontheotherhand,in digital water
marking,anidentificationcode(symbol)is embeddeger
manentlyinside a cover imagewhich remainswithin that
coverinvisibly evenafterdecryptionprocessThisrequire-
mentof watermarkingtechniquejn generalneedsto pos-
sessthe following characteristics:(a) imperceptibility for
hiddeninformation, (b) redundang in distribution of the
hiddeninformationinsidethe coverimageto satisfyrobust-
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nessin watermarkextraction processeven from the trun-
cated(cropped)watermarlkedimageand(c) possibleuseof
oneor morekeys to achieve cryptographicsecurityof hid-
dencontent[2]. Besideshesegeneralpropertiesanideal
watermarkingsystemshouldalsoberesilientto insertionof
additionalwatermarkgo retaintherightful ownership.

The perceptuallyinvisible datahiding needsnsertionof
watermarkin higher spatialfrequeng of the cover image
sincehumaneye is lesssensitve to this frequeny compo-
nent. But in mostof the naturalimagesmajority of visual
information are concentratean the lower end of the fre-
gueny band. Sotheinformationhiddenin the higherfre-
gueny componentsnight be lost afterquantizatioropera-
tion of lossycompressioffi3]. This motivatesresearcherm
recenttimesto realizetheimportanceof perceptuamodel-
ing of humanvisual systemandthe needto embeda signal
in perceptuallysignificantregionsof animage,especiallyif
thewatermarkis to survivelossycompressiofd]. In spatial
domainblock basedapproachthis perceptuallysignificant
region is synorymousto low varianceblocks of the cover
image.

It is found in the literature that the robust watermark-
ing systemsproposedsofar canonly withstandsomeof the
possibleexternalattacksbut not all. While spatialdomain
watermarkingjn generaljis easyto implementon compu-
tationalpoint of view but too fragile to withstandlarge va-
rieties of external attacks. On the other hand, frequeny
or transformeddomainapproachoffers robust watermark-
ing but in mostcasesmplementatiomeedhighercompu-
tationalcompleity. Moreover the transformdomaintech-
nigueis globalin nature(global within the block in block
basedapproach)and cannotrestrict visual degradationof
the coverimage. But in the spatialdomainschemedegra-
dationin imagequality dueto watermarkingcould be con-
trolledlocally leaving theregion of interestunafected.

The presentpaperdescribesa computationallyefficient
block basedspatialdomainwatermarkingtechniquefor a
two level watermarksymbol. The selectionof the required
block is basedon varianceof the block and watermark
insertion exploits averagebrightnessof the blocks. The



Watermarkrecovery processdoes not require either the
cover/watermarled image or the watermarksymbol only
exceptthesecreimage.

The paperis organizedasfollows: section2 describes
the watermarkingprinciples. Section3 describesnsertion
andextractionof watermark.Resultis depictedn sectiord
with conclusionin section5.

2 Watermarking principles

All watermarkingmethodssharethe samebuilding blocks
[3]: anembeddingystemandthe watermarkextractionor
recovery system. Any genericembeddingsystemshould
have asinputs: cove (data/image)/hidingnedium(l), wa-
termarksymbol, (w)(image/tet/number)and a key (k) to
enforcesecurity The outputof the embeddingprocesss
alwaysthewatermarleddata/image.

The genericwatermarkrecovery processeedsthe water
marked data, the secretkey or public key and depending
on the method,the original dataand/or the original water
markasinputswhile the outputis the recoreredwatermark
W with somekind of confidenceneasurdor thegivenwa-
termarksymbolor anindicationaboutthe presencef wa-
termarkin the cover documentunderinspection. Depend-
ing on the combinationof inputs and outputsthreetypes
namelyprivate, semiprivate public watermarkingsystem
canbedefined[2].

e Private watermarking(also called non blind watermark-
ing) requiresat leastthe cover image and/or watermark
symbolandkey (if usedin embedding¥or the recovery of
the hiddeninformation.

e Public watermarking(Blind or oblivious watermarking)
systemrequiresneitherthe coverimagenor the embedded
watermarksymbolbut only the secrekey/imageduringthe
detectionof the hiddeninformation(I"” x k — W).

e Semiprivatewatermarkingor semiblind watermarking),
asa subclasof blind system,is capableof detectingonly
the presencef the embeddedymbolwith the help of se-
cretkey andthe watermarksymbol but without the cover
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3 Insertion and Extraction of water-
mark

The cover imagel is a gray-level imageof size N x N
where N = 2P and digital watermark(logo) W is a two
level imageof size M x M whereM = 2". Aboutthe
valueof p andn, p > n and(p/n) shouldbe of the orderof
4. In the proposedvork a binaryimageof size (16 x 16)
aswatermarkand(256 x 256), 8 bits grayimagesascover
imageis considered.

3.1

In the presentvork, ablock basedspatialdomainalgorithm
is usedto hide copyright mark (invisible logo) in the ho-
mogenougegions of the caver image exploiting average
brightness.

Insertion of Watermark

Stepl

The coverimageis partitionedinto non-overlappingsquare
blocks of size (8 x 8) pixels. A block is denotedby the
locationof its startingpixel (x, y). If the coverimageis of
size(N x N), total (N/8 x N/8) numberof suchblockis
obtainedfor watermarkinsertion. Next, all suchblocksare
arrangedn ascendingrderbasedon their variancevalues.
Thevariance(o?) of ablock of size(m x n) is denotedoy

m—1n—1

——ZZ[fa:y (1)
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where
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is thestatistlcala\/eraga/alueof theblock.
The blocks having small variancevaluesmay be calledas
homogenoudblocks and, of course,the smallnessn vari-
ancevalue dependson the characteristicof imageto be
watermarled. If the Watermarksymbolis a (N x N) bi-
nary image,only N2 homogenouslocks are sufficient to
insertonewatermarkpixel in eachsuchhomogenouslock.

HM?



A two level map of size (N/8 x N/8) is constructed
basedon the location of homogenoudlocksin the cover
imageassigningeachhomogeneoublock of the coverim-
ageby value’l’ while all otherblocksby value’0’. This
two level map later modified as multi level image, also
calledassecretimage(s), is usedfor extractionof water
mark pixels. The formationof multilevel imagefrom two
level mapis describedn step3.

Step2

In the proposedschemepnewatermarkpixel is insertedin
eachhomogenou®lock. Beforeinsertion,the binary wa-
termarkis spatiallydispersedisinga chaoticsystemcalled
"torus automorphism”.Basically the torus automorphism
is a kind of imageindependenpermutationdone by us-
ing pseudaandomnumberof suitablelength. This pseudo
randomnumberis generatedising”Linear FeedbaclShift
Register”. The pseudarandomnumberin the presentcase
is of length256 andthe spatiallydispersedvatermarkdata
thusobtaineds denotedby L.

Step3

Fromthe two level imageformedin step2, desiredblocks
of thecoverimageareselectedandstatisticalaveragevalue
of theseblocks are usedfor watermarkinsertion. Let for
one suchblock this averagevalue andits integer part are
denotedoy A and A = | A| respectiely. Now one pixel
from L, replacesa particularbit (preferablyLeastSignif-
icant Bit planes)in bit planerepresentatiomf A for each
homogenoudlock. The selectionof particularbit in bit
planerepresentatiomay be determinedasedon the char
acteristicg(busynesgsmoothnessf regions)of the block.
The bit planeselectionis alsogovernedby global charac-
teristics of the cover image besidesthe local property of
candidateblock, suchas meangray value. For a block of
low variance(homogenougzone)higherbit planemay be
chosemrovidedthatthe meangraylevel valueof theblock
is eitherlessthanT; or greateithanTs, whereT; andT; are
certainpre-specifiedhresholdvalueswith Ty shouldprefer
ablybecloseto’0’ (minimum)andTy; closeto '255’ (max-
imum). However, the 'closeness’of 7; and7» to '0’ and
'255’ respectiely, is relative, andis stronglyimagedepen-
dent.Usersmaychoosehevalueof T; andT, andalsothe
properbit planeby checkingthe degradationin the image
quality affectedby theinsertionof thelogo.

A multilevel secretimage is constructedby inserting
the valueof bit positionselectedor differenthomogenous
block locatedin the'1’ positionof the secretimage. This
positional information as gray value of the secretimage
helpsto extract watermarkpixel from the properbit posi-
tion of the meangrayvalueof theblock.

Watermarkinsertionkeepsall pixels valuesof eachho-
mogenousblock eitherunchangedincreasedr decreased
by fixedvalue(basentheappropriatdit planeselection).

Step4

The choiceof lower order MSB plane(say 3rd or higher
from the bottom plane) may resultin more robust water
markingat the costof greatervisual distortionof the cover
image. Furtherbit manipulationis doneto minimize this
aberrationandto counterthe effect of smoothingthat may
causepossiblelossof embeddednformation. The process
effectively changeshosemeangray valuesof the blocks
thathave beenusedin watermarkinsertion.Implementation
is doneby estimatingthe tendeng of possiblechangein
meangray valueafterthe attacklike meanfiltering. Larger
sizeof spatialmasksuchas(7 x 7) is usedto adjustsuitably
the grayvaluesof all pixelsof theblock. The useof spatial
maskreducesisual distortionon andaveragefifty percent
times.

3.2 Watermark Extraction

The extraction of watermarkrequiresthe secretimage(s)
andthekey (k) usedfor spatialdispersiorof thewatermark
image. The watermarled image underinspectionwith or
without externalattacksis partitionedinto non-overlapping
block of size8x8 pixels. Now from the secreimage,posi-
tion of the homogenou®locksare selectecandgray value
of the secretimage indicatesthe correspondingoit posi-
tion in meangray valueswhere watermarkpixel was in-
serted Hencefrom the secreimagethe meangrayvalueof
theblocksof thewatermarledimage/distorteavatermarled
imageis calculatedandwatermarkpixel is extracted.

The spatially dispersedvatermarkimagethus obtained
is onceagainpermutedisingthe samekey (k) (pseudaan-
dom number)and watermarkin original form is thus ob-
tained.This completesvatermarkextractionprocess.

A quantitatve estimatiorfor the quality of extractedwa-
termarkimageW'(z,y) with referenceo the original wa-
termarkW (z,y) maybeexpresse@dsnormalizeccrosscor-
relation(NCC)where

LR, Wy (2,y)
NeC = s s W )P

givesmaximumvalueof NCC asunity.

(3)

4 Results

Figure3 showns Fishingboatimageusedascoverimageand
Figure4 is thewatermarledimageusinglogo/hiddensym-
bol M asshown in Figure11. PeakSignalto Noise Ratio
(PSNR)of the watermarledimageto the original imageis



about42.40dB andhencequality degradationsouldhardly
be perceved by humaneye. Rolustnessagainstdifferent
attacksis shown in table1 and2 for otherfive testimages
suchasBearNew York,Lena,OperandPills imagesshavn

in Figure18,19,20,25and22 respectiely [6,7].

4.1 Mean Filtering

Figure 12 shows extracted watermark(NCC=0.80) from
blurredversionof watermarledimage(aftermearfiltering)
using5 x 5 mask. PSNRvalue of Watermarled imageis
23.80dBandis shovnin Figure5.

4.2 Gaussianfiltering

Watermarled image (PSNR=24.15dB)after two times
Gaussiarfiltering with variancel (window size9 x 9) is
shavn in Figure 6. Figure 13 shows the extractedwater
markwith NCC=0.88.

4.3 Median Filtering

Watermarled image (PSNR=25.22Z1B) obtainedafter five
timesmedianfiltering usingamaskof size(3 x 3) is shovn
in Figure 7. Figure 14 shavs extractedwatermarkimage
(NCC=0.94).

4.4 Image Rescaling

Thewatermarledimagewasscaledto onehalf of its origi-
nalsizeandup sampledo its original dimensionsFigure8
shavsthemodifiedimage(PSNR=24.8%IB) with mary de-
tails lost. Extractedwatermark(with NCC=0.87)is shavn
in Figurelb.

4.5 JPEG Compression

Figure16 shows the extractedwatermarkwith NCC=0.958
from the watermarled image (PSNR=18.731B) asshavn
in Figure9 obtainedafterJPEGcompressionvith compres-
sionratio 45.0. As compressiomatio increasesNCC value
of the extractedwatermarkdecreaseandthe quality of the
watermarkwill alsodecreasaccordingly

4.6 LeastSignificant Bits manipulation

Two LeastSignificantbit(s) for all pixels (or randomlyse-
lectedpixels)of thewatermarledimagearecomplemented
andthe modifiedimagewith PSNR=40.94dBs shawn in
Figure 10. The extractedwatermarkwith NCC=0.88is
shawvn in Figurel?.

4.7 Image Cropping Operation

Rolustnesof the proposednethodagainstdifferenttypes
of imagecroppingoperationghatmaybeperformedasde-
liberateexternalattack)onthewatermarledimagehasbeen
tested.In all casesxtractedwatermarkalthoughinterfered
by noiseby differentamount,still recognizable. Experi-
mentalresultshavsthattheextractedwatermarkwill notbe
sogoodin visualquality if watermarkpixelis insertedeven
in desiredportion of the cover imagein sequentialman-
nerratherthanpseudo-randorfashionobtainedby chaotic
mixing.

5 Conclusion

Proposedechniquedescribesobustandblind digital image
watermarkingn spatialdomain,which is computationally
efficient. Embeddedwvatermarkis meaningfuland recog-
nizableratherthana sequencef realnumberghatarenor-
mally distributed or a Pseudo-Noisesequence.Proposed
techniquehasbeentestedover large numberof benchmark
imagesas suggestedy watermarkingcommunityandthe
resultsof robustnesdo differentsignal processingopera-
tions are found to be satishctory Currentlyinvestigation
is being carried out to insert the samewatermarksym-
bol in otherregion of the cover image also to malke the
presentschememore resilient to other types of external
attacks. Furtherresearchworks shouldbe carriedout in
spatial domain watermarkingto exploit other higher or-
der factorssuch as size, shape,color, location and fore-
ground/backgroua[5] of the coverimageto generateva-
termarled imagewith lessvisible impairmentsalongwith
robustnessagainstother typesof external attackssuchas
theimageflip andimagerotation.
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Tablel: Resultof mean,mediaandGaussiarFiltering for Five othertestimages
Test Water | PSNR | Retriered | PSNR | Retrieved | PSNR Retrieved
Image marked | (dB) | logo after Logo (dB) logo

Image | after | with Five with after with
with mean | NCC times | NCC Gaussian| NCC
PSNR | Filter | value median| value Filter value
(dB) Filter
Bear 41.78 | 25.43 | Yes(0.81)| 26.73 | Yes(0.97)| 26.15 Yes(0.91)
New York | 46.40 | 19.14 | Yes(0.91)| 19.31 | Yes(1.0) | 19.49 Yes(0.94)
Opera 43.04 | 24.48 | Yes(0.89)| 25.05 | Yes(0.95)| 24.84 Yes(0.94)
Lena 41.75 | 25.66 | Yes(0.80)| 27.90 | Yes(0.95)| 26.05 Yes(0.95)
Pills 36.18 | 22.94 | Yes(0.83)| 25.69 | Yes(0.90)| 23.45 Yes(0.86)

Table2: Resultof rescaling,JPE@ompressiorandLSB manupulatiorfor Five othertestimages

Test Water | Rescaled| Retrieved | PSNR Retrieved | PSNR Retrieved
Image marked | image logo (dB) Logo (dB) logo
Image | with with after with after with
PSNR | PSNR NCC JPEG NCC Bit NCC
(dB) (dB) value with C.R. value inversion | value
value
Bear 41.78 | 27.96 Yes(0.93)| 21.70;21.55| Yes(0.75)| 41.01 Yes(0.98)
New York | 46.40 | 18.76 Yes(1.0) | 16.12;44.27| Yes(1.0) | 40.34 Yes(0.91)
Opera 43.04 | 24.68 Yes(0.89)| 21.99;20.53| Yes(0.75)| 41.13 Yes(0.87)
Lena 41.75 | 27.52 Yes(0.92)| 17.73;28.78| Yes(0.78)| 40.66 Yes(0.92)
Pills 36.18 | 25.24 Yes(0.91)| 17.59;26.14| Yes(0.82)| 41.15 Yes(0.87)
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Figure3: CoverimageFishingboat,Figure4: Watermarled Image,Figure5: Watermarled Imageafter meanFiltering
using(5x5) mask,Figure6: Watermarled Imageaftertwo timesGaussiarFiltering with variancel, Figure7: Watermarled
Imageafter five times medianfiltering using (3x3) mask, Figure 8: Watermarled Imageafter rescaling,Figure: Water
marked Imageafter IPEGcompressio{C.R=45.00),Figure 10:Watermarled imageafter two LSBs manipulation,Figure
11: Watermarkimage,Figurel2:Extractedvatermarkfrom Figure5, Figure13: Extractedwatermarkfrom Figure6, Figure
14:; Extractedwatermarkfrom Figure 7,Figure15:; Extractedwatermarkfrom Figure 8, Figure 16: Extractedwatermark
from Figure9, Figure17: Extractedwatermarkfrom Figure10. Figure18: CoverimageBeasFigure19: CoverimageNew
York,Figure20: CoverimagelLena,Figure21: CoverimageOpera,Figur®2: CoverimagePaills,
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