
RobustandBlind SpatialWatermarkingin Digital Image

SantiPrasadMaity Malay KumarKundu
Dept.ofElectronics

�
Telecomm. MachineIntelligenceUnit

B.E.College(D.U.) IndianStaticalInstitute
Howrah-711103,India Kolkata- 700108,India

spmaity@telecom.becs.ac.in malay@isical.ac.in

Abstract

A robust,computationallyefficientandblind digital image water-
markingin spatialdomainhasbeendiscussedin this paper. Em-
beddedwatermarkis meaningfuland recognizableand recovery
processneedsonly onesecret image. Watermarkinsertion pro-
cessexploitsaverage brightnessof thehomogeneityregionsof the
cover image. Spatialmaskof suitablesizeis usedto hidedatawith
lessvisual impairments.Experimentalresultsshowresiliencyof
theproposedschemeagainstlarge blurring attack like meanand
Gaussianfiltering, nonlinear filtering like median,image rescal-
ing, symmetricimage cropping, lower order bit manipulationof
grayvaluesandlossydatacompressionlikeJPEGwith highcom-
pressionratio andlow PSNRvalues.

1. Intr oduction
In the recenttime, the rapidandextensive growth in Inter-
net technologyis creatinga pressingneedto develop sev-
eral newer techniquesto protectcopyright, ownershipand
contentintegrity of digital media.This necessityarisesbe-
causethedigital representationof mediapossessesinherent
advantagesof portability, efficiency andaccuracy of infor-
mationcontentin onehand,but on theotherhand,this rep-
resentationalsoputsaseriousthreatof easy, accurateandil-
legalperfectcopiesof unlimitednumber. Unfortunatelythe
currently available formatsfor image,audio andvideo in
digital form do not allow any typeof copyright protection.
A potentialsolutionto this kind of problemis anelectronic
stampor digital watermarkingwhich is intendedto comple-
mentcryptographicprocess[1]. While the later technique
facilitatesaccessof the encrypteddataonly for valid key
holdersbut fails to trackany reproductionor retransmission
of dataafterdecryption.Ontheotherhand,in digital water-
marking,an identificationcode(symbol)is embeddedper-
manentlyinsidea cover imagewhich remainswithin that
cover invisibly evenafterdecryptionprocess.This require-
mentof watermarkingtechnique,in general,needsto pos-
sessthe following characteristics:(a) imperceptibility for
hiddeninformation, (b) redundancy in distribution of the
hiddeninformationinsidethecover imageto satisfyrobust-

nessin watermarkextraction processeven from the trun-
cated(cropped)watermarkedimageand(c) possibleuseof
oneor morekeys to achieve cryptographicsecurityof hid-
dencontent[2]. Besidesthesegeneralproperties,an ideal
watermarkingsystemshouldalsoberesilientto insertionof
additionalwatermarksto retaintherightful ownership.

Theperceptuallyinvisibledatahiding needsinsertionof
watermarkin higherspatialfrequency of the cover image
sincehumaneye is lesssensitive to this frequency compo-
nent. But in mostof the naturalimagesmajority of visual
informationareconcentratedon the lower endof the fre-
quency band. So the informationhiddenin the higherfre-
quency componentsmight belost afterquantizationopera-
tion of lossycompression[3]. Thismotivatesresearchersin
recenttimesto realizetheimportanceof perceptualmodel-
ing of humanvisualsystemandtheneedto embeda signal
in perceptuallysignificantregionsof animage,especiallyif
thewatermarkis to survivelossycompression[4]. In spatial
domainblock basedapproach,this perceptuallysignificant
region is synonymousto low varianceblocksof the cover
image.

It is found in the literaturethat the robust watermark-
ing systemsproposedsofarcanonly withstandsomeof the
possibleexternalattacksbut not all. While spatialdomain
watermarking,in general,is easyto implementon compu-
tationalpoint of view but too fragile to withstandlargeva-
rieties of external attacks. On the other hand, frequency
or transformeddomainapproachoffers robust watermark-
ing but in mostcasesimplementationneedhighercompu-
tationalcomplexity. Moreover the transformdomaintech-
niqueis global in nature(global within the block in block
basedapproach)and cannotrestrict visual degradationof
thecover image.But in thespatialdomainscheme,degra-
dationin imagequality dueto watermarkingcouldbecon-
trolled locally leaving theregionof interestunaffected.

The presentpaperdescribesa computationallyefficient
block basedspatialdomainwatermarkingtechniquefor a
two level watermarksymbol. Theselectionof therequired
block is basedon varianceof the block and watermark
insertion exploits averagebrightnessof the blocks. The



Watermarkrecovery processdoes not require either the
cover/watermarked image or the watermarksymbol only
exceptthesecretimage.

The paperis organizedas follows: section2 describes
the watermarkingprinciples. Section3 describesinsertion
andextractionof watermark.Resultis depictedin section4
with conclusionin section5.

2 Watermarking principles

All watermarkingmethodssharethe samebuilding blocks
[3]: anembeddingsystemandthewatermarkextractionor
recovery system. Any genericembeddingsystemshould
have as inputs: cove (data/image)/hidingmedium(I), wa-
termarksymbol, (w)(image/text/number)anda key (k) to
enforcesecurity. The outputof the embeddingprocessis
alwaysthewatermarkeddata/image.
The genericwatermarkrecovery processneedsthe water-
marked data, the secretkey or public key and depending
on themethod,theoriginal dataand/or theoriginal water-
markasinputswhile theoutputis therecoveredwatermark
W with somekind of confidencemeasurefor thegivenwa-
termarksymbolor an indicationaboutthepresenceof wa-
termarkin the cover documentunderinspection.Depend-
ing on the combinationof inputs and outputsthreetypes
namelyprivate,semiprivate public watermarkingsystem
canbedefined[2].� Privatewatermarking(alsocallednon blind watermark-
ing) requiresat least the cover image and/or watermark
symbolandkey (if usedin embedding)for therecovery of
thehiddeninformation.� Public watermarking(Blind or oblivious watermarking)
systemrequiresneitherthe cover imagenor theembedded
watermarksymbolbut only thesecretkey/imageduringthe
detectionof thehiddeninformation ����� ���
	����� .� Semiprivatewatermarking(or semiblind watermarking),
asa subclassof blind system,is capableof detectingonly
the presenceof the embeddedsymbolwith the help of se-
cret key and the watermarksymbolbut without the cover
image ����� ���
	������������������ .

Figure1: Genericwatermarkscheme

Figure2: Genericwatermarkrecoveryscheme

3 Insertion and Extraction of water-
mark

The cover imageI is a gray-level imageof size ��� �
where �"!�#�$ and digital watermark(logo) W is a two
level imageof size %&�'% where % !(#*) . About the
valueof p andn, +-,/. and(p/n) shouldbeof theorderof
4. In the proposedwork a binary imageof size �0�213�'�41��
aswatermarkand �5#76*1��8#�6*1�� , 8 bits grayimagesascover
imageis considered.

3.1 Insertion of Watermark

In thepresentwork, ablockbasedspatialdomainalgorithm
is usedto hide copyright mark (invisible logo) in the ho-
mogenousregions of the cover imageexploiting average
brightness.

Step1

Thecover imageis partitionedinto non-overlappingsquare
blocks of size ��9:�;9�� pixels. A block is denotedby the
locationof its startingpixel (x, y). If thecover imageis of
size ���/�-�<� , total ���>=?9��-�@=*9�� numberof suchblock is
obtainedfor watermarkinsertion.Next, all suchblocksare
arrangedin ascendingorderbasedon their variancevalues.
Thevariance��ACB�� of a blockof size �EDF�3.G� is denotedby

A B ! �D3.
H�ICJK
L4MCN
) ICJK
OPM�N7Q R ��SG�UTV�XW:Y[Z B (1)

where

Y8! �D�.
H�I�JK
L2MCN
) I�JK
OPMCN R �ES\�]T�� (2)

is thestatisticalaveragevalueof theblock.
The blockshaving small variancevaluesmay be calledas
homogenousblocksand,of course,the smallnessin vari-
ancevalue dependson the characteristicsof imageto be
watermarked. If the Watermarksymbol is a ���^�_�<� bi-
nary image,only �<B homogenousblocksaresufficient to
insertonewatermarkpixel in eachsuchhomogenousblock.



A two level map of size ���@=*9<�`�>=?9�� is constructed
basedon the locationof homogenousblocks in the cover
imageassigningeachhomogeneousblock of thecover im-
ageby value’1’ while all otherblocksby value’0’. This
two level map later modified as multi level image, also
calledassecretimage(s), is usedfor extractionof water-
mark pixels. The formationof multilevel imagefrom two
level mapis describedin step3.

Step2

In theproposedscheme,onewatermarkpixel is insertedin
eachhomogenousblock. Before insertion,the binary wa-
termarkis spatiallydispersedusinga chaoticsystemcalled
”torus automorphism”.Basically, the torusautomorphism
is a kind of image independentpermutationdoneby us-
ing pseudorandomnumberof suitablelength.This pseudo
randomnumberis generatedusing”Linear FeedbackShift
Register”. Thepseudorandomnumberin thepresentcase
is of length256andthespatiallydispersedwatermarkdata
thusobtainedis denotedby a J .
Step3

Fromthe two level imageformedin step2, desiredblocks
of thecover imageareselectedandstatisticalaveragevalue
of theseblocks areusedfor watermarkinsertion. Let for
onesuchblock this averagevalueand its integer part are
denotedby A and bc !ed cgf respectively. Now onepixel
from a J replacesa particularbit (preferablyLeastSignif-
icant Bit planes)in bit planerepresentationof A for each
homogenousblock. The selectionof particularbit in bit
planerepresentationmaybedeterminedbasedon thechar-
acteristics(busyness/smoothnessof regions)of the block.
The bit planeselectionis alsogovernedby global charac-
teristicsof the cover imagebesidesthe local propertyof
candidateblock, suchasmeangray value. For a block of
low variance(homogenouszone)higherbit planemay be
chosenprovidedthatthemeangraylevel valueof theblock
is eitherlessthan h J or greaterthan h B , whereh J andh B are
certainpre-specifiedthresholdvalueswith h J shouldprefer-
ablybecloseto ’0’ (minimum)and h B closeto ’255’ (max-
imum). However, the ’closeness’of h J and h B to ’0’ and
’255’ respectively, is relative,andis stronglyimagedepen-
dent.Usersmaychoosethevalueof h J and h B andalsothe
properbit planeby checkingthe degradationin the image
qualityaffectedby theinsertionof thelogo.

A multilevel secretimage is constructedby inserting
thevalueof bit positionselectedfor differenthomogenous
block locatedin the ’1’ positionof the secretimage. This
positional information as gray value of the secretimage
helpsto extract watermarkpixel from the properbit posi-
tion of themeangrayvalueof theblock.

Watermarkinsertionkeepsall pixelsvaluesof eachho-
mogenousblock eitherunchanged,increasedor decreased
by fixedvalue(basedontheappropriatebit planeselection).

Step4

The choiceof lower order MSB plane(say 3rd or higher
from the bottom plane)may result in more robust water-
markingat thecostof greatervisualdistortionof thecover
image. Furtherbit manipulationis doneto minimize this
aberrationandto countertheeffect of smoothingthatmay
causepossiblelossof embeddedinformation. Theprocess
effectively changesthosemeangray valuesof the blocks
thathavebeenusedin watermarkinsertion.Implementation
is doneby estimatingthe tendency of possiblechangein
meangrayvalueaftertheattacklike meanfiltering. Larger
sizeof spatialmasksuchas �jik�li7� is usedto adjustsuitably
thegrayvaluesof all pixelsof theblock. Theuseof spatial
maskreducesvisualdistortionon andaveragefifty percent
times.

3.2 Watermark Extraction

The extraction of watermarkrequiresthe secretimage(s)
andthekey (k) usedfor spatialdispersionof thewatermark
image. The watermarked imageunderinspectionwith or
without externalattacksis partitionedinto non-overlapping
block of size8x8 pixels. Now from thesecretimage,posi-
tion of thehomogenousblocksareselectedandgrayvalue
of the secretimage indicatesthe correspondingbit posi-
tion in meangray valueswherewatermarkpixel was in-
serted.Hencefrom thesecretimagethemeangrayvalueof
theblocksof thewatermarkedimage/distortedwatermarked
imageis calculatedandwatermarkpixel is extracted.

The spatiallydispersedwatermarkimagethusobtained
is onceagainpermutedusingthesamekey (k) (pseudoran-
dom number)and watermarkin original form is thus ob-
tained.This completeswatermarkextractionprocess.

A quantitativeestimationfor thequalityof extractedwa-
termarkimage m����SG�UTV� with referenceto theoriginal wa-
termarkn�ES\�]T�� maybeexpressedasnormalizedcrosscor-
relation(NCC) where

�:olom!qp L p O n�ES\�]T��r�s�j��SG�]T��
p L p O Q n��SG�UTV�rZ B

(3)

givesmaximumvalueof NCC asunity.

4 Results

Figure3 showsFishingboatimageusedascoverimageand
Figure4 is thewatermarkedimageusinglogo/hiddensym-
bol M asshown in Figure11. PeakSignalto NoiseRatio
(PSNR)of thewatermarkedimageto theoriginal imageis



about42.40dB andhencequalitydegradationscouldhardly
be perceived by humaneye. Robustnessagainstdifferent
attacksis shown in table1 and2 for otherfive testimages
suchasBear,New York,Lena,OperaandPills imagesshown
in Figure18,19,20,21and22 respectively [6,7].

4.1 Mean Filtering

Figure 12 shows extractedwatermark(NCC=0.80) from
blurredversionof watermarkedimage(aftermeanfiltering)
using 6��t6 mask. PSNRvalueof Watermarked imageis
23.80dBandis shown in Figure5.

4.2 Gaussianfiltering

Watermarked image (PSNR=24.15dB)after two times
Gaussianfiltering with variance1 (window size u
�tu ) is
shown in Figure 6. Figure 13 shows the extractedwater-
markwith NCC=0.88.

4.3 Median Filtering

Watermarked image(PSNR=25.22dB) obtainedafter five
timesmedianfiltering usingamaskof size ��v��wv�� is shown
in Figure7. Figure14 shows extractedwatermarkimage
(NCC=0.94).

4.4 ImageRescaling

Thewatermarkedimagewasscaledto onehalf of its origi-
nalsizeandupsampledto its originaldimensions.Figure8
showsthemodifiedimage(PSNR=24.85dB) with many de-
tails lost. Extractedwatermark(with NCC=0.87)is shown
in Figure15.

4.5 JPEG Compression

Figure16 shows theextractedwatermarkwith NCC=0.958
from the watermarked image(PSNR=18.73dB) asshown
in Figure9 obtainedafterJPEGcompressionwith compres-
sionratio 45.0. As compressionratio increasesNCC value
of theextractedwatermarkdecreasesandthequality of the
watermarkwill alsodecreaseaccordingly.

4.6 LeastSignificant Bits manipulation

Two LeastSignificantbit(s) for all pixels(or randomlyse-
lectedpixels)of thewatermarkedimagearecomplemented
andthe modified imagewith PSNR=40.94dBis shown in
Figure 10. The extractedwatermarkwith NCC=0.88 is
shown in Figure17.

4.7 ImageCropping Operation

Robustnessof the proposedmethodagainstdifferenttypes
of imagecroppingoperationsthatmaybeperformed(asde-
liberateexternalattack)onthewatermarkedimagehasbeen
tested.In all casesextractedwatermark,althoughinterfered
by noiseby different amount,still recognizable.Experi-
mentalresultshowsthattheextractedwatermarkwill notbe
sogoodin visualquality if watermarkpixel is insertedeven
in desiredportion of the cover image in sequentialman-
nerratherthanpseudo-randomfashionobtainedby chaotic
mixing.

5 Conclusion

Proposedtechniquedescribesrobustandblind digital image
watermarkingin spatialdomain,which is computationally
efficient. Embeddedwatermarkis meaningfulandrecog-
nizableratherthana sequenceof realnumbersthatarenor-
mally distributed or a Pseudo-Noisesequence.Proposed
techniquehasbeentestedover largenumberof benchmark
imagesassuggestedby watermarkingcommunityandthe
resultsof robustnessto different signal processingopera-
tions are found to be satisfactory. Currently investigation
is being carried out to insert the samewatermarksym-
bol in other region of the cover imagealso to make the
presentschememore resilient to other types of external
attacks. Further researchworks shouldbe carriedout in
spatial domain watermarkingto exploit other higher or-
der factorssuchas size, shape,color, location and fore-
ground/background [5] of thecover imageto generatewa-
termarked imagewith lessvisible impairmentsalongwith
robustnessagainstother typesof external attackssuchas
theimageflip andimagerotation.
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Table1: Resultof mean,medianandGaussianFiltering for Fiveothertestimages

Test Water- PSNR Retrieved PSNR Retrieved PSNR Retrieved
Image marked (dB) logo after Logo (dB) logo

Image after with Five with after with
with mean NCC times NCC Gaussian NCC
PSNR Filter value median value Filter value
(dB) Filter

Bear 41.78 25.43 Yes(0.81) 26.73 Yes(0.97) 26.15 Yes(0.91)
New York 46.40 19.14 Yes(0.91) 19.31 Yes(1.0) 19.49 Yes(0.94)
Opera 43.04 24.48 Yes(0.89) 25.05 Yes(0.95) 24.84 Yes(0.94)
Lena 41.75 25.66 Yes(0.80) 27.90 Yes(0.95) 26.05 Yes(0.95)
Pills 36.18 22.94 Yes(0.83) 25.69 Yes(0.90) 23.45 Yes(0.86)

Table2: Resultof rescaling,JPEGcompressionandLSB manupulationfor Fiveothertestimages

Test Water- Rescaled Retrieved PSNR Retrieved PSNR Retrieved
Image marked image logo (dB) Logo (dB) logo

Image with with after with after with
PSNR PSNR NCC JPEG NCC Bit NCC
(dB) (dB) value with C.R. value inversion value

value
Bear 41.78 27.96 Yes(0.93) 21.70;21.55 Yes(0.75) 41.01 Yes(0.98)
New York 46.40 18.76 Yes(1.0) 16.12;44.27 Yes(1.0) 40.34 Yes(0.91)
Opera 43.04 24.68 Yes(0.89) 21.99;20.53 Yes(0.75) 41.13 Yes(0.87)
Lena 41.75 27.52 Yes(0.92) 17.73;28.78 Yes(0.78) 40.66 Yes(0.92)
Pills 36.18 25.24 Yes(0.91) 17.59;26.14 Yes(0.82) 41.15 Yes(0.87)



Figure3: Cover imageFishingboat,Figure4: WatermarkedImage,Figure5: WatermarkedImageaftermeanFiltering
using(5x5) mask,Figure6: WatermarkedImageaftertwo timesGaussianFiltering with variance1, Figure7: Watermarked
Imageafter five timesmedianfiltering using (3x3) mask,Figure8: Watermarked Imageafter rescaling,Figure9: Water-
marked Imageafter JPEGcompression(C.R=45.00),Figure10:Watermarked imageafter two LSBs manipulation,Figure
11: Watermarkimage,Figure12:Extractedwatermarkfrom Figure5, Figure13: Extractedwatermarkfrom Figure6, Figure
14: Extractedwatermarkfrom Figure7,Figure15: Extractedwatermarkfrom Figure8, Figure16: Extractedwatermark
from Figure9, Figure17: Extractedwatermarkfrom Figure10. Figure18: Cover imageBear,Figure19: Cover imageNew
York,Figure20: Cover imageLena,Figure21: Cover imageOpera,Figure22: Cover imagePills,
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