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Abstract 
 
In this paper, a novel wavelet packet based watermarking 
scheme for copyright protection is presented.  A key is 
used for wavelet bases selection, watermark generation 
and selection of blocks for embedding the watermark bits.  
Watermark is embedded by quantizing the mean of the 
wavelet coefficient block.  A method for exploiting human 
visual system (HVS) characteristics in wavelet packet 
domain is presented.  In our proposed method original 
image is not needed and only private key is required for 
extracting the watermark.  Experimental results show that 
proposed method is robust to different types of attacks and 
is much superior to the other existing methods. 
 
1. Introduction 
 
With the increasing use of Internet and effortless copying, 
tampering and distribution of digital data, copyright 
protection for multimedia data has become an important 
issue.  Digital watermarking emerged as a tool for 
protecting the multimedia data from copyright 
infringement.  In digital watermarking an imperceptible 
signal “mark” is embedded into host image, which 
uniquely identifies the ownership.   The main requirements 
of the watermarking are imperceptibility and robustness to 
intentional and unintentional attacks.  An overview on 
watermarking techniques can be found in [7].   
Watermarking methods can be broadly classified into two 
categories: spatial and transform domain methods.  
Transform domain method are more robust than spatial 
domain methods because when image is inverse 
transformed watermark is distributed irregularly over the 
image, making the attacker difficult to read or modify.  
Among the transform domain techniques wavelet based 
watermarking methods are gaining more popularity 
because of superior modeling of HVS. A detail survey on 
wavelet based watermarking methods can be found in [9].  
Another important issue in watermarking is access to 
original image.  In non-oblivious methods [1], original 
image is used for extracting the watermark but in oblivious 
methods it is not used. In many applications it is difficult 
to have access to original image, so it is desirable that the 
watermarks should be extracted without using original 
image.   
Watermarking methods are also classified into two 
categories based on embedding mechanism [14]. In the 

first method, watermark bits are added directly to the host 
data by encoding or modulating. Example of this type of 
method is spread spectrum watermarking [5].  In the 
second method, single coefficients or group of coefficients 
are mapped to represent one bit of watermark information.  
These methods are free from host interference.  Example 
of this type of watermarking is quantization based 
watermarking [14].  The main problem with additive 
watermarking techniques is that the signal-to-noise ratio is 
very small due to the host interference.   
Many quantization based watermarking techniques have 
been proposed in literature [4], [6], [14], because of no 
interference of host data.  In [6] a method to embed binary 
watermark bits in wavelet domain was given.  In each 
level, coefficients of same spatial location from three 
detail subbands are sorted in ascending order and the 
middle coefficient is quantized to represent one watermark 
bit.  In [4], watermark bits are embedded by quantizing the 
mean of a group of wavelet coefficients.  More recently, in 
[12] a method for embedding the watermark by quantizing 
the wavelet tree was proposed.  The wavelet coefficients 
are grouped into so-called super tree, and watermark bits 
are embedded by using two super trees.  
 Wavelet packets are successfully used for image 
compression [2],[10] to take advantages of better spatial 
frequency representation. Very few wavelet packet based 
watermarking methods have been proposed in literature.  
In [11] & [15] a key is used in selecting the watermarking 
portion and fining the wavelet packet transform for 
watermarking.  The methods discussed above have not 
properly exploited HVS characteristics in embedding the 
watermark and hence these methods are not much robust 
against intentional and unintentional attacks.   
To embed watermark more robustly by exploiting HVS 
characteristics, in this paper, a novel wavelet packet based 
watermarking method is presented.  A method for 
exploiting HVS characteristics in wavelet packet domain 
is also presented.  Watermark is embedded by quantizing 
the mean of wavelet coefficient block.  A secrete key is 
used for wavelet bases selection, watermark generation 
and for selection of blocks for embedding the watermark. 
For extraction of the watermark only secret key is required 
and original image is not needed.  Robustness of the 
proposed method is extensively tested with different types 
of attacks and results are compared with the existing 
methods.  From the results it is be observed that proposed 
method is much better than the existing methods both 
interms of quality and robustness. 



The rest of the paper is organized as follows.  Exploitation 
of HVS characteristics is explained in section 2. In section 
3 mean quantization, watermark embedding and extracting 
algorithms are explained.  Experimental results and 
comparisons with existing methods are given in section 4.  
Finally, the concluding remarks are given in section 5. 
 
2. HVS Characteristics 
 
Number of factors affects the noise sensitivity of the 
human eye like luminance, frequency and texture.  Human 
eye is less sensitive to areas of the image where brightness 
is high or low.  As observed in [13], human eye is less 
sensitive to noise in high frequency bands and bands 
having orientation of 45 degrees.  Sensitivity of human 
eye to noise in textured area is less and it is more near the 
edges.  In [8], these observations are exploited for finding 
weight factors to quantize wavelet coefficients for image 
compression. With some modification, Barni et al. [3], 
used these weight factor in embedding the watermark.  
With some modifications we are proposing a method for 
exploiting HVS characteristics in wavelet packet domain. 
 
 

 
 
 
 
 
 
 
 
 

 
 

 
 

 
 
 

 
 
The wavelet packet basis representation of a 4-level 
transformed image is shown in figure 1.  Let us represent 
the subbands of image size as where 

and is the total number of subbands. 
Let 

NM × mS

mN......3,2,1m = mN

mθ  be the orientation of the mth subband where 
{ HH,HL,LH,LL∈ }θ .  represents the level of mml th 

subband and  represents position as shown in figure 1. 
Let be the total number of subbands in p

mp
pn th position.  For 

the sake of convenience let us represent the lth level 
approximate band in pyramidal structure decomposition 
by . lG

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 Figure 2. Visual mask calculated using method in [3] 

Figure 3. Visual mask calculated using proposed method  
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Based on the above observations of the sensitivity of 
human eye, weight factors for wavelet coefficients can be 
found by using three terms, namely, luminance L, 
frequency and orientation F, and texture activity T as 
given in equation (1) [3]. 

( ) ( ) ( ) ( ) 2.0
m j,i,p,lTj,i,lL,lFj,iw θ=                         (1)         

As per the results given in [8], first term in equation can be 
handled as follows 

Figure 1. 4-level wavelet packet bases representation.   
Shaded bands are used for watermarking
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As per the observations give by Barni et. al [3], human eye 
is less sensitive to noise in bright or dark background 
regions. They calculated the effect of luminance by 
considering the LL  band of highest level as given below   
( ) ( )jilBjilL ,,1,, ′+=                    (3)  
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With the equation (5), the weight factors calculated in 
smooth regions are high as appeared in figure 2 with 
square blocks.  This is because one coefficient in  band 
corresponding to  values in l

0S
l3l3 22 −− × th level subband.  

To avoid this, we modified equation 5, so that it is 
calculated from same level LL  band as given below 

 ( ) ( )j,iG256
1j,i,lB l=        (6) 

Sensitivity to noise in texture areas can be found by 
finding the product of the local mean square value of the 
wavelet coefficients in all detail bands and local variance 
of the approximate band.  These two terms are found in 

 neighborhood corresponding to the location ( .  
Mathematically, it can be represented as  
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Here be the number of first subband in ppt th position.  
Figure 2 and 3 shows the visual mask calculated for the 
Lena image using the procedure in [3] and with our 
method.  From these figures it is observed that in our 
method less weightege is given to smooth region 
compared to the method in [3]. 
 
3. Proposed Watermarking Method 
 
In our proposed method discrete wavelet packets 
transform (DWPT) is used for embedding the binary 
watermark.  Wavelet packets are used to gain the 
advantage of better frequency resolution representation. 
Another advantage of wavelet packet is that it also adds 
the security as the basis is selected using the secret key. 
Watermark is embedded in the middle frequency bands of 
the image as shown in figure 1 with shades.  These 
frequency bands are used because watermark embedded in 
high frequency bands is less robust. 
Block diagram for watermark embedding is shown in 
figure 4.  A secrete key is used for wavelet basis selection, 
watermark generation and selection of blocks for 
watermarking.  Watermark is embedded by quantizing the 
mean of a wavelet coefficients block.  Mean quantization 
is used because quantizing mean of the block is more 
robust than quantizing a single coefficient [4].  This can be 
concluded from statistical principle, which states that for a 
given set of samples, the population mean has a smaller 
variance than that of a single sample. After embedding the 
watermark inverse discrete wavelet transform of the image 
is taken to get the watermarked image. 
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Figure 4.  Block diagram of watermark embedding  
Figure 5 shows the block diagram for watermark 
extraction.  For watermark extraction only secrete key is 
required.  Wavelet packet basis of doubtful image and 
watermarked blocks are found using secret key. After 
extracting the watermark, normalized correlation 
ρ between original and extracted watermark is calculated.  

Finally, ρ  is compared with appropriate threshold T to 
find whether watermark is present or not. 
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3.1. Mean quantization 
 
For quantizing the mean of the wavelet coefficients block, 
a quantization table is used which is available for both 
embedding and extracting.  This quantization table is 
determined by considering the tradeoff between the 
watermarking strength and quality of watermarked image.  
For large value of quantization interval , coefficients are 
quantized heavily, which increases watermarking strength 
but decreases the quality of the image.   

q

Let ml×  is size of the block chosen for embedding the 

watermark bit. nx  is the mean of the  block of 
wavelet coefficients 

thn
( )j,ix  and is calculated as given in 

equation (8) 
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Figure 5. Block diagram of watermark extraction 



Quantization of mean value is illustrated in figure 6.  
Depending on watermark bit, mean value is quantized to 
nearest quantization interval.  If the mean value is to be 
quantized from one qunatization interval to another 
interval then min∆  and max∆  are calculated.  min∆  is the 
minimum updating required so that the mean value will be 
within the required quantization interval.  The maximum 
value of min∆  is .  Therefore quantization interval 

 value is chosen such that  should not give any 

perceptual degradation.  

2/q
q 2/q

max∆  is the maximum updating 
that can be applied so that the mean will be mapped to 
middle of the required quantization interval.  Based on the 
value of min∆  and max∆  each wavelet coefficient in the 
block are updated using equation (9). 
( ) ( ) ( ) ( )minmaxmin j,iwj,ixj,ix ∆∆∆ −∗++=′         (9) 

where  is updated wavelet coefficient and ( )j,ix′ ( )j,iw is 

weight factor of the coefficient , which ranges 
between 0 and 1.  If the mean value of the block is within 
the required quantization level then calculate 

( )j,ix

∆  such that 
it will map the mean to the middle of the same 
quantization interval.  Quantization of coefficients is done 
by equation (10). 
( ) ( ) ( ) ∆∗+=′ j,iwj,ixj,ix                  (10)

    
 
 
 
 

 
 
3.2. Watermark Embedding 
 
Step 1: Generate binary watermark bits of 1±  or 
randomize the owner signature using the secret key.  Let 
us represent watermark bit with where , 

is the length of the watermark. 
ib bN....1i =

bN
Step 2:  Decompose the host image using the key and 
DWPT into required number of levels. 
Step 3:  Choose the middle frequencies subbands and find 
the weight factor of each coefficient in these subbands 
as explained in section 2. 

w

For  do step 4 and step 5. bN....1i =
Step 4: Find the wavelet coefficients block using secrete 
key and the mean using equation (8). 
Step 5: Based on the watermark bit and using 
quantization table quantize each coefficient in the block to 

desire value.  If the mean is within the required 
quantization interval then calculate 

ib

∆  and update 
coefficient using equation (10). Otherwise find min∆  and 

max∆ , and update each coefficient using equation (9). 
Step 6: After embedding the watermark take IDWPT of 
the image to get the watermarked image. 
 
3.3. Watermark Extraction 
 
Step 1: Decompose the doubtful image using secrete key 
and DWPT and select the middle frequency bands. 
For bN....1i =  do step 2 and step 3 
Step 2: Find the wavelet coefficient block using key and 
the mean using equation (8). 
Step 3: Using quantization table determine the watermark 
bit ib′  by finding to which qunatization interval this mean 
belongs. 
Step 4: After extracting all watermark bits find the 
normalized correlation between the given and extracted 
watermark sequence using equation (11). 
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After finding the normalized correlation ρ , it is 
compared with the appropriate threshold value T  to 
decide whether watermark is present or not.  If the  
ρ value is greater than or equal toT  then watermark is 

present, otherwise watermark is not present. 
 
4. Experimental Results 
 

q q2 q3 q4 q5

min∆

max∆
nx

∆

In order to verify the quality and robustness of the 
watermarked image of the proposed method, it is tested on 
different type of images.  Here the results are presented for 
grayscale 8-bit Lena image of size shown in 
figure 7.  Daubechies 9/7 filter coefficients are used for 
DWPT of the image. Block size of is used for 
embedding the watermark bit. The qunatization interval  
equal to 2.5 is used for generating the quantization table.   
Binary watermark bits (

512512×

22×
q

± ) of length 512 are used for 
embedding.  For watermark length of 512, threshold value 

is chosen to be 0.23 with a false positive probability of 
.  To evaluate the quality of the 

watermarked image we have used the peak signal-to-noise 
ratio (PSNR) as a measure.  Even though it is not a good 
measure of quality of the image, it can be used as 
reference for measuring the invisibility. PSNR value of the 
watermarked Lena image shown in figure 8 is 48.23.  

T
7

fp 1003.1P −×=

Figure 6. Illustration of quantization for watermarking 

 To test the robustness of the proposed algorithm 
watermarked Lena image is tested with different types of 



geometrical and non-geometrical attacks. Normalized 
correlation and detector responses with different types of 
attacks are given in tabular form. Detector response ‘Y’ 
indicates watermark is present and ‘N’ indicates 
watermark is not present.  Table I shows the detector 
response after JPEG and SPIHT (Set Partition in  
 Hierarchical Trees) compression of watermarked image. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Table-I. Correlation ρ and detector responses (DR) with 

JPEG and SPIHT compression  

 
To verify the robustness of the algorithm to common 
signal processing attacks, Lena image is tested for 
average, median and Gaussian filtering.  Results are 
shown in table II for average and median filtering and for 
Gaussian filtering the results are given in table III.  

Detector responses after histogram equalization and image 
sharpening are given in table-III. 
 

Table-II. Correlation ρ and detector responses (DR) at 
different filter size of average and median filters 

 

Average 
Filtering Median Filtering Filter 

Dimension ρ  DR ρ  DR 
33×  0.91 Y 0.96 Y 
55×  0.64 Y 0.73 Y 
77 ×  0.46 Y 0.48 Y 
99×  0.24 Y 0.29 Y 

Table-III. Correlation ρ and detector responses (DR) after 
Gaussian filtering Histogram equalization (HS), 

sharpening (IS) and warping (IW) attacks 

 
 To show the robustness of proposed method to 
geometrical attack we verified with resizing, rotation and 
warping attacks.  Table-IV shows detector responses with 
resizing and rotation attacks. For both resizing and rotation 
attacks, image is scaled to original size for watermark 
extraction.  Positive angle represents clockwise rotation 
and negative angle represents anticlockwise rotation.  
Warped Lena image is shown in figure 9 and detector 
response is given in table-III. There are many attacks that 
can be tested for, but the results presented here give a 
good indication of the capabilities of the proposed method.  
 

Table-IV. Correlation ρ and detector responses (DR) at 
different angle of rotation and resizing factor 

 
 To show the superiority of the proposed method we 
compared our results with the method proposed in [12].  A 
detailed comparison of both the methods with robustness 
limit for different types of attacks is given in table-V.  It 
can be observed from the PNSR that the quality of the 
image with our method is much better than the quality 
with the method in [12].  Robustness of our proposed 

JPEG Compression 
(Q factor) 

SPIHT Compression 
(bpp)  

70 30 10 0.8 0.4 0.1 
ρ  0.99 0.83 0.24 0.98 0.85 0.27 

DR Y Y Y Y Y Y 

Gaussian filter 
(radius) 

 

1 2 3 
HE IS IW 

ρ  0.87 0.52 0.31 0.36 0.65 0.38 
DR Y Y Y Y Y Y 

Figure 7.  Original Lena image of size 512512×

Figure 8. Watermarked Lena image 

Resizing 
(scale factor) Rotation in angle  

2 3 0.25 0.5 -0.25 -0.5 
ρ  0.69 0.51 0.52 0.26 0.49 0.24 

DR Y Y Y Y Y Y 



method with different types of attacks is much better than 
the method in [12]. 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

Table-V.  Comparison of the proposed method with the 
method of [12]. Table shows robustness limit with 

different type of attacks 

 
5. Conclusion 
 
In this paper, a novel wavelet packet based watermarking 
method for copyright protection is presented.  Wavelet 
packets are used to gain the advantage of better frequency 
resolution representation. A method for exploiting the 
HVS characteristics is also presented.   Watermark is 
embedded by quantizing the mean of the wavelet 
coefficient block.  Original image is not required for 
extracting the watermark.  The proposed method is more 
secure as the security lies in secrete key, which is used for 
selecting the bases, watermark generation and selecting 
the watermark embedding blocks. Proposed method is 
tested with different type of geometric and non-geometric 
attacks.  There are many attacks that can be tested for, but 
the results presented here give a good indication of the 
capabilities of the proposed method.  Experimental results 
show that the proposed method is much better than the 
method in [12] both in terms of quality and robustness. 
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