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Theme/Scope of Talk

e ' “Can't live with them, can't live without them!"

e Know Your Enemy (threats/Vulnerabilities)
Can cyber/internet crimes cause events like the
following?

July 2006 Mumbai rains

26/11 attack on Mumbai

Gulf of Mexico oil spill

Mangalore air crash

Stop all Mumbai local trains

Damage BARC nuclear reactor

Disrupt all Mumbai mobile phones? (Prof.
Jhunjhunwala's example)

e How to protect Critical National Infrastructure?

e Demo from atlas.arbor.net and cert-in.org.in
Your questions/suggestions now will be invaluable!

[EICERaICE

Passive Defence
Counter Intelligence (Technical side)
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Security Concerns

Match the following!

Problems Attackers
Highly contagious viruses Unintended blunders
Defacing web pages Disgruntled employees or customer:
Credit card number theft Organized crime
On-line scams Foreign espionage agents
Intellectual property theft | Hackers driven by technical challeng
Wiping out data Petty criminals
Denial of service Organized terror groups
Spam E-mails Information warfare
Reading private files
Surveillance

e Crackers vs. Hackers
e Note how much resources available to attackers.

o
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Partial Landscape

SQL Injection

Application

Buffer overflow
Privilege Escalation

DDOS

Host/Os

Metwork
Session Hijacking

Identity Theft

Phising

Wikileaks
Governments

Terrorists Threats

Crackers
Fraudsters
Authentication

Key Establishment \ Cryptography

PKI

Firewalls/IDS/IPS
0S hardening

Secure Programming
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Internet Secur;

Cyber Crime

Y

| Vulnerabilites

Availability

Confidentiality

Requirements }  Integrity

Non-Repudiation
Group Applications

Nmap

Tools )
Metasploit

o Log Analysis
Assurance/ Monitoring

Anomalies

Emergency Response

Disaster Recovery




The Good

The Good side first!

Information Consumers/Producers Blogs, RSS
(Restricted— Copyrights) (OPEN- Information Commons)  PLpS, Wikipedia

Paper Film Magnetic Optical

Libraries Knowledge .
ocle, metdga, : / arch Engines
dublin core ... Students pagerank,
google scholar,
google print
Global Data Collections Teachers Cpen Course Ware
Protein Data Bank, Sens E-leaming (DSPACE)

Moksha : =)
philosophers

How is learning affected?
[EICERaICE &eu@Lomm
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Internet'se Erowth and Charter

INTERNET GROWTH http://www.isc.org/

Hosts 10 1k 80k  qm 45M 16M 147M
Users 2k 30M 100M
Countries 5 0 150 All
Domains 25 20k 50k 800k
WWW sites 500 200k 1.2M
N R B I B I N B |
70s 82 88 93 94 95 9% 97 99 02
Milestones (Tcp/p) ~ Commercial Users
/Academic 3/ WWW Java E-commerce
1 (DoD funds) (steroids)  / 6 /
——= LAN-boom! 4 5

Information AnyTime, AnyWhere, AnyForm,
AnyDevice, ... WebTone like DialTone
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The Good

Search Engines and Page Rank

How to drink water from a firehose?

Search Engines (google) crawl/ the web for us.
Recall (all available?) and Precision (all relevant?)
How to rank the pages? (syntactic?)
Reliability/Trust/Security issues

What do profs do?
Visit www.phdcomics.com to find out!

o
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The Good

Web 2.0 Definition (O'Reilly)
(Web20

Web 2.0

Web 2.0 is the network as platform, spanning all connected
devices; delivering software as a continually-updated service
that gets better the more people use it, consuming and
remixing data from multiple sources, including individual
users, while providing their own data and services in a form
that allows remixing by others, creating network effects
through an architecture of participation, and going beyond

the page metaphor of Web 1.0 to deliver rich user
experiences.

RSS/Blogs/FeedReaders, Slashdot/Digg, Wikipedia (printing
press: people can read, Web2.0: people can write!)
Mashups- ingeniously combining web services e.g. Google
Maps in other applications e.g. Mumbai Navigator

o
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The Good

Semantics and Intelligence (Web 3.0)

Collaboration is necessary, but is it sufficient?
Want to know

e When cheap Mumbai-Chennai round trips are
available

¢ with package tours to Mahabalipuram, if possible
¢ but not on weekdays

e Whenever new articles on chess appear

e only in English, Tamil or German
e but other langauges ok if it is about V. Anand!
e but not written by ...

Two margas for moksha
e Monkey way is Web 1.0/2.0 (syntactic web)

e Cat way is Web 3.0 ( sematic web )

o
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What are Cybeer crimes?

Activity in which computers or networks are a tool, a target,
or a place of criminal activity. (Categories not exclusive).

e Against People

e Cyber Stalking and Harrassment

¢ (Child) Pornography

¢ Phishing, Identity Theft, Nigerian 419
e Against Property

Cracking

Virus and Spam
Software/Entertainment Piracy
Trade secrets, espionage

e Cyber Terrorism!

e Hactivism! (in some countries!)
e Information Warfare

RIEHAR SleuLomm
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The Bad

Internet Attacks Toolkits (Youtube)

Cyber Crime Toolkits

From: openflows Subscribe
Added: September 14, 2007

(more infa)

CBC News Today host Nancy Wilson speaks with Jesse H..

URL | http:/iwww youtube.comiwatch?v=]9hApKU1ZoQ

Embed |<object width="425" height="344"><param name=|

b More From: openflows
¥ Related Videos

Trailer: The New Face of Cybercrime
0327 From: FortifySoftware
Views: 14,203

‘Worlds No. 1 Computer Hacker on the
History Channel

0819 From: nothacker

Views: 67 506

CYBER CRIME “KITS"

Cyber Crime
- 10:27 From: EAStationTV
» @) 1:42 /440 o | =0 E9 Views: 534
Rate: 10 ratings Views: 3,068 Cyber Crime Intro
AR e ! 00:58 From: Nate3169
& share i Playlists [ Fla iowss 1,545

A brief history of computer crime
03.08 From: sakipooh

40 Iy

g Myspace B3 Facebook S pigg more share options
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The Bad

Internet Attacks Timeline

From training material at http://www.cert-in.org.in/

1
9
9
5

ms - DiskiDiskette Sharing | GllentserverPC-LAN Networks
- Apple Il Computer + First Selt-destruct
modure program (Richard
Skrenta)
+ First Self-replicate
program (Skrenta's Elk
Claner) - Stealth virus (Whale)
- Variable Encryption (1260)

+ First Worm : Ken + @Brain Virus

-m (Email, Web, IRC, IM, P2P, File Sharing)

- Slammer
laster

developed i Thompson

Xerox Palo Altc demo first
Trojan Horse
- Fred

Cohen's VAX
Viruses

« Morris' Worm

- Excel Macro
Virus (cross
platform)

jail

Information Warfare

- “Cukoo's Egg"
in LBL.
- FBl arrest "414s”
Hacker Group

+ Kevin Mitnick
arrested, five

+ Robert T Morris

fined $10K, 3 years

probation
imprisonment

Protocol Weaknesses/Buffer overflow
Insecure

Computer Crimes Cyber Crimes

UK Green Book to BS 7799 to ISO 17769

Cyber Crime and Internet Security

+ “Solar Sunrise” -
Two California
Teens attack on 500
Military, Govt, &
Private Computer
Systems:

-DDoSon 13
“root” servers

- Phishing attacks
proliferated
+~SPAM Mails

+Spyware + Pharming

cks

poisoning)




The Bad

Internet Attack Trends

From training material at http://www.cert-in.org.in/

Attacks Orchestration

Social Engrg Identity Theft
(Email/IM/ In-
Person)
Botnet
Controller

DoS Extortion/Piracy/lllegal D
and Information Theft

DNS Attacks
(Pharming)
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Indian IT Act 2000

e Basic Legal Framework

Electronic documents, signatures as evidence

Cyber Crimes & Punishments

Secn 43: Damage to Computers/Network
Secn 65: Tampering source code

Secn 66: * Hacking" (cracking)

Secn 67: Obscenity (bazee.com!)

Secn 69: Interception

Several Initiatives (PKI, CERT-IN, Cyber cells, ...)

o
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The Bad

cert-in.org.in

Accessibility Options | Sitemap | Contact U:

certm<ll

Handling Cormputer Securty Incidents

Indian Computer Emergency Response Team

HOME ABOUT CERTIn  KNOWLEDGEBASE TRAINING ADVISORIES | VULNERABILITY NOTES HSE:;'S&LE‘;‘-ICY&

Full Member Seizsy
Full Member éﬁng_RI

[* ) Welcome to CERT-In

CERT-In is operational Since Januray 2004. The constituency of CERT-In is the Indian Cyber Community. CERT-In is th
Global Research nodal agency for responding to computer security incidents as and when they occur.
Partner

In the recent Information Technology Amendment Act 2008,CERT-In has been designated to serve as the national age
ABOUT CERT-In perform the following functions in the area of cyber security:

a

Charter & Mission
Roles & Functions

® Callection,analysis and dissemination of information an cyber incidents.

® Forecast and alerts of cyber security incidents

= = =
Advisory Committee z Emergency measures for handling cyber security incidents

.

o

Pt Coordination of cyber incident response activities.
Issue guidelines,advisories,vulnerability notes and whitepapers relating to information security practices, proces
<En
Press prevention,response and reporting of cyber incidents.

Tender SEE Such other functions relating to cyber security as may be prescribed
Download Brochure

Subscribe Mailing List

o
.

o

o
o Contact Us o
j Latest Security Alert Current Activities
REPORTING e ot e
« Incident Reporting % CERT-In Vulnerability Note CIVN-2012-0106 ‘€EI /Skype bogus messages spreading Dorkbot TEH

# Vulne rability Reporting (Oetober:t5, 20023 | (October 19, 2012)

RIEHHAN &eu@Lomm
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The Bad

2011 Annual Report

Security Incidents 2004 | 2005 | 2006 | 2007 | 2008 | 2009 | 2010 | 2011
Phishing 3 101 339 392 604 374 | 508 674

Nemfork Scanning / 11 40 177 223 265 303 D7 1748
Probing

Virus / Malicious s 05 19 358 408 596 | 2817 | 2765
Code

Spam - - - - 305 285 181 2480
Website Compromise

& Malware - - - - 835 | 6548 | 6344 | 4394
Propagation

Others 4 18 17 264 148 160 | 188 | 1240
Total 23 254 552 1237 2565 | 8266 | 10315 | 13301

Table 2. Year-wise summary of Security Incidents handled

o
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The Bad

Excellent Training Programs

Workshop on "Data Centre Security” on October 21, 2011
A workshop on "Data Centre Security” was conducted on October 21, 2011. The workshop was targeted for
State Data Centres. Aim of this workshop is to explore State Data Centre environment and related security
issues. The workshop addresses Data Centre Security Parameters, Devices in Data Centre Design, Security
Devices, Security Policy Implementation and Audit and ISMS. Data Centre managers, System/Network
administrators, IT/ Information Security Managers from these organizations attended the workshop.

[Presentation Material]

Workshop on "Log Management, Compliance & Auditing” on October 17, 2011
A workshop on "Log Management, Compliance & Auditing” was conducted on October 17, 2011. The workshop
was targeted for Govt. Depts./Ministries, PSUs and critical sector organizations. Aim of this workshop is to
explore Log Management and related security issues. The workshop addresses Log management architecture,
Log Monitoring, review, compliance & auditing , Log Management latest tools & techniques and necessity of ISO
27001 standard in context of Log Management. System/Network administrators, IT/ Information Security
Managers and senior IT officials from these organizations attended the workshop.

[Presentation Material]

Workshop on "Phishing Attacks and Mitigation” on September 29, 2011
A 1-day workshop on "Phishing Attacks and Mitigation” was conducted on September 29, 2011. The workshop
was targeted for Banking organizations/financial institutions and critical sector organizations. Aim of this
workshop is to explore current trends in phishing threats & mitigation strategies. The workshop addresses
current phishing attacks scenario and countering techniques & solutions. Senior IT/ Information Security
professionals from these organizations attended the workshop.

[Presentation Material]

Workshop on "Web Application Security : Current threats & mitigation” on September 09, 2011
A 1-day workshop on "Web Application Security : Current threats & mitigation was conducted on September 09,
2011. The workshop was targeted for Govt. Depts./Ministries, PSUs, ISPs and critical sector organizations. Aim
of this workshop is to explore current trends in threats to web applications & its mitigation strategies. The
workshop addresses technologies critical to protect the enterprise data and applications, emerging security
trends in cyberspace and exploring of protection tools. Information Security professionals, application
developers and senior officials from these organizations attended the workshop.

[Presentation Material]

o

RIEHAR SleuLomm

yber Crime and Internet Security



Defending a Critical National Infrastructure

N/ Civil Engineering
Department

Recent fibre cut.

o
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Defending a Criticai= National Infrastructure
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he Goc The Ugly
Vulnerabilities

e Application Security

¢ Buggy code
e Buffer Overflows

e Host Security

e Server side (multi-user/application)
¢ Client side (virus)

e Transmission Security
Network Security

Secrecy @-ﬁ
Integrity @

B ,® ® @
@

(Modification) (Fabrication)
Availability (A)=> |
UGG SleuLomm
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; 1 The Ugly
Denial of Service

Small shop-owner versus Supermarket

Crossmargs

DDOS increasingly the biggest worry on Internet.
(Pearl Harbour comparison)

o
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What can the attacker do?

What has he gained or
compromised?

What defence mechanisms
are possible?

e Screening visitors using
guards (who looks
respectable?)

e VVIP security, but do
you want to be isolated?

what is the Internet
equivalent?




. r The Ugly
Security Requirements

Informal statements (formal is much harder)

o
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Confidentiality Protection from disclosure to
unauthorized persons

Integrity Assurance that information has not been
modified unauthorizedly.

Assurance of identity of originator of
information.

Non-Repudiation Originator cannot deny sending the
message.

Availability Not able to use system or communicate
when desired.

Anonymity/Pseudonomity For applications like voting,
instructor evaluation.

Traffic Analysis Should not even know who is
communicating with whom. Why?

Emerging Applications Online Voting, Auctions (more
later)

SleuLomm



Mutual Authenticatieo!ﬁy

S

A and B to verify that both know the same secret
number. No third party (intruder or umpire!)

o
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Mutual Authenticatieo!ﬁy

A and B to verify that both know the same secret
number. No third party (intruder or umpire!)

A tells B: I'll tell you first 2 digits, you tell me the last
two...

poa 'm""’fn
-

f\

SleuLomm
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Cryptography andTBl;It‘;a Security

e sine qua non [without this nothing :-]
e Historically who used first? (L & M)
¢ Code Language in joint families!

[ Confidentiality] { Datal ntegrity} - Non-Repudiatiol

k-/ \-
: Se T

ashing } [Signaturis

// /

(N

@

Q
i)

=

]

»
o
—

I
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. ¢ The Ugly
Security Mechanisms

e System Security: " Nothing bad happens to my
computers and equipment"
virus, trojan-horse, logic/time-bombs, ...

o
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. ¢ The Ugly
Security Mechanisms

e System Security: " Nothing bad happens to my
computers and equipment"
virus, trojan-horse, logic/time-bombs, ...
¢ Network Security:
¢ Authentication Mechanisms " " you are who you
say you are"

e Access Control Firewalls, Proxies * “who can do
what"

o
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. ¢ The Ugly
Security Mechanisms

e System Security: " " Nothing bad happens to my
computers and equipment"

virus, trojan-horse, logic/time-bombs, ...
¢ Network Security:

¢ Authentication Mechanisms " " you are who you
say you are'

e Access Control Firewalls, Proxies * “who can do
what"

* Data Security: " for your eyes only"
e Encryption, Digests, Signatures, ...

o

REFHAR SleuLomm
Cyber Crime and Internet Security



The Ugly
Network Security Mechanism Layers
PGP
S-HTTP, S-MIME Application

——SSL, TLS

Firewalls
_ = IPVG’ AH’ e

Encryption can be done at any level!

Higher-up: more overhead (for each application)
but better control

mechanisms. Real Challenge to design good ones for

Cryptograhphic Protocols underly all security
key establishment, mutual authentication etc. J

\_@—;

REgar SleuLomm
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The Ugly

Forensics

From www.forensicswiki.org

Topics

Analysis:

le Formats: PDF, DOC, DOCX. JPEG, GIF, BMP, LNK, MP3, AAC, Thumbs.db, ...
= Forensic file formats: AFF, gfzip, sgzip, ...

= File Systems: FAT, NTFS, ext2/ext3, ufs, ffs, reiserfs,
= Cryptographic File Systems: ile Vault, EFS, CFS, NCryptfs, TCFS, SFS, ...

= Hardware:

- Fi

= Busses: IDE, SCS, firewire, USB, ...
= Media: RAM, Hard Drives, Memory Cards, SmartCards, RFID Tags.

= Personal Digital Devices: PDA, Cellphones, SmartPhones, Audio Devices, ...
= Other Devices: Printers, Scanners, ...

ad data, deleted data, overwritten data, Sanitization Standards

= Encryption

- GPs

= Forensic Corpora

= Network forensics: O fingerprinting, Hidden channels, Proxy servers

= Steganography. Steganalysis

= Metadata: MAC times, ACLs, Email Headers, Exif, ID3, OLE-2, ...

= Legal issues: Case law

= Further information: Books, Papers, Reports, Jourals, Websites, Blogs, Mailing lists,
Organizations, Vendors, Conferences

o

RIEHAR SleuLomm

yber Crime and Internet Security

Tools

Disk Imaging: dd, dc3dd, dcfldd, dd_rescue, sdd, aimage,
Blackbag, ...

Data Recovery:
Disk Analysis: EnCase, SMART, Sleuthkit, foremost,
Scalpel, frag_find
= Live CDs: DEFT
Knoppix STD, ...
Metadata Extraction: wvWare, jhead, hach

nux, Helix (Pro), FCCU Gnuj/Linux Boot CD,

r-metadata,

= File Analysis: file, Idd, Itrace, strace, strings, ...

= Network Forensics: Snort, Wireshark, Kismet,
NetworkMiner...

= Anti-Forensics: Slacker, Timestomp, wipe, shred,

Other Tools: biew, hexdump, ...




3 The Ugly
Network Forensics

From en.wikipedia.org/wiki/Networkforensics

Network forensics is a sub-branch of digital forensics relating
to the monitoring and analysis of computer network traffic
for the purposes of information gathering, legal evidence, or
intrusion detection. Unlike other areas of digital forensics,
network investigations deal with volatile and dynamic
information. Network traffic is transmitted and then lost, so
network forensics is often a pro-active investigation.

o
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GLOBAL INDIA

View: Activity | Sources | Malicious Servers

Qutput: Print | XML | CSV
ACTIVITY (past 24 hours)

SCANS ATTACKS DOS

The Ugly

Surveillance- atlas.arbor.net

0ct 2012
2k
15k
1k
05k j
0 i - - -
- L 11 13m0 15m 1700 1gm 2™ 23m I - Fm 5m
Tue 23
Key Service: Bytes persubnet Percentage
[ ] TCP/Z3 (tehet) 405kB B 26.0%
oft-ds) 3.03kB B 20.1%
[ ] 237 kB B2 158%
Ea 1.74 kB B 1.6%
1.36 kB B 9.0%

BACKGROUND

Murmbai »
e ccan
Hyderbdd _u(ichakhapatnam
Panail !
Marmagac' Sevgatury o
{Banjalore) Channai s

Qabout sPondcherry  Port B
Cachiny,  Madurai

™ SR
Tuticorin” ||\, LanKkA =

Internet Statistics
Internet Hosts (est.) 2,707,000
Internet Users (est.) 80,000,000

nt Threat Rank

1 I#lca (Canada)

LIS (Linited States)




The Ugly

Who is scanning?

SOURCES (past 24 hours)

SCANS ATTACKS

BY ASN =
Oct 2012
2k
15k
1k
05k
Ok — »
17 1gmo 2 23w I 1w 3m 5m
Tue 23
Key ASN Bytes per subnet Percentage
AS17908 (TCISL} 4.00kB B 26.6%
ASATSS (TATACOMM-AS) 270kB Bl iTo%
] AS18101 (RELIANCE-COMMUNICATIONS-IN] 226 kB
[ | ASGE79 (BSNL-NIB) 1.55kB
AS3ITIBE (TULIP} 1.35 kB
] AS334B0 (WEBWERKSAS1) 1.10 kB
| AS24560 | AIRTELBROADBAND-AS-AP) 81847 B

eU@GLomm
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The Ugly

Who is hosting phising sites?

MALICIOUS SERVERS (past 24 hours)

BOTNETS PHISHING

BY TARGETED BRAND

Brand Name Phished URLs Percentage
PayPal 3z B 45
Other 60 R G527
BY ASN =
ASN Phishing URLs Percentage
hosted
AS45815 (HOSTCOIN-AS-IN-AP} 25 B 27 2w
AS18229 (CTRLS-AS-IN) 19 B 20.7%
AS4755 (TATACOMM-AS) 13 B 14.1%
AS32613 (IWEB-AS) 13 Bl 14.1%
AS510925 (NETELLIGENT 8 Bars
AS59583 (SIFY-AS-IN) 4 B43%
ASITI8E (TULIP) 4 14.3% A

Cyber Crime and Internet Security



The Ugly

Malicious Servers

EY HOST -
Jun 2010

ozoﬂn 2200 | 200 400 [5:1] goo 1000 1200 1400 1600 1800
Wed 9
Key Host Bytes per Percentage
subnet

§1.246.241 44 (ABTS-MP-Static-
§1.246.241 44 (ABTS-MP-Static- o

B (43241 245 61 airtelbroadband i) 43918 2 131
59.162.50.217 4.31 kB | REELY

M 586846 390 kB B 116%

M 115.113.79.98 (115.113.79 .98 static-hyderabad vsnlnetin) 263 kB Hrew
21021214180 261 kB Hrew

M 2037612999 25248 Hrs%

M 115113.41.196 (115.113.41 196 static-kolkatavenlnetin) 231 kB Beoos

AAM AEN AN AT flncd 440 OED A AL AT rocdiffcdnn nnmnl ERE RN oo oca

QU@ LD
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The Ugly

Offence is Best Defence?

Honeypots - to attract bees. http://www.honeynet.org/
Security HoneyPots =

Security Honeypots are closely monitored network decoys serving several purposes: they can distract
adversaries from more valuable machines on a netwaork, they can act as an early warning system for new
attack and exploitation trends, and they allow in-depth examination of adversaries during and after the
exploitation of a honeypot.

Honeypots are a highly flexible security tool with different applications for security. They are not a one-time
solution to a single problem. Instead, they have multiple uses, such as prevention, detection, or information
gathering. Honeypots all share the same concept: a security resource that should not have any production or
authorized activity. In other words, the deployment of honeypots in a network should not affect critical
network services and applications. A honeypot is a security resource who's value lies in being probed,
attacked, or compromised without allowing the crucial systems on your network to be harmed.

Security HoneyPOT
Scanning Attack

| Firewsall DMZ to HoneyPOT

Scan Attack Logged

E=ra

At Sarvhes Redar pata Samiews HonsyPOT

Internal Network

RIEHHAN &eu@Lomm
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The Ugly

Open Proxy (CERT-IN Stats)

Open Proxy Server Statistics

Open Proxy Servers are widely prevalent on the Internet and are being
misused by malicious users to route traffic bypassing network controls.
Open Proxy Servers are major sources of Spam on the Internet and are
also used to launch attacks on other systems. CERT-In is regularly
tracking open proxy servers hosted in India. CERT-In also contacts the
open proxy owners and helps them to reconfigure their servers properly.
For further details on Open proxy servers refer to white paper (Open
Froxy Servers), published by CERT-In. The following statistics represents
the number of open proxy servers being identified by CERT-In monthly.

Open Proxy Server Statistics of 2010

400
350

300 2B 225

230 55
200

150 1
100
50 1

Mo. of Open Proxy Server

SleuLomm
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The Ugly

War Driving: Mumbai Police

Mumbai police to look out for unsecured Wi-Fi
connections

PTI, Jang,

[ artice |l == aA S B bk (orEy]

4.18pm IST

MUMBAI: City policemen will be soon seen roaming in the streets with laptops in their hands in
search of unsecured Wi-Fi connections
In an initiative taken by the Mumbai police, in the backdrop of terror mails sent before blasts and terror
attacks, policernen wil be sent to various locations in the city in search of unsecured Wi-Fi
connections.
"If a particular place's Wi-Fi is not password protected or secured then the policemen at the spot has
the authority to issue notice to the owner of the Wi-Fi connection directing him to secure the
connection," DCP Sanjay Mohite said.
The notice will be issued by the palice under section 149 of the Criminal Procedure Code which is to
prevent the commission of a cognizable offence.
The step was taken at a conference today where around 80 police personnel were present to learn
about Wi-Fi connections and cyber crime.

Heywood in MNavi Mumbai, the mail sent prior to the Delhi blast was traced to a residence in suburban
REFHAN &eu@Lomm
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The Ugly

War Driving: Google way
Google: Oops, we spied on your Wi-Fi

by Marguerite Reardon and Tom Krazit BN ENFort size & Print (9| E-mail 9 Share 100 comments

200 m 343 9 | ¢hiog

Google admitted in a blog post Friday that ithas been
snooping on Wi-Fiusers as its Street View cars have been
riding around neighborhoods throughout the world collecting
data for its mapping semwice.

In a blog post, the company said it has parked its Street View
cars and stopped collecting data after it realized that it has
been inadvertently collecting data about people's online
activities from unsecured Wi-Fi netwarks over the past four
years. The disclosure could not come at a worse time for
Google, following strident criticism over its Google Buzz
launch from privacy experts and a growing unease among
consumers regarding the amount of data it collects.

A Google Street View car makes its rounds in
Singapore in 2008,
(Credit: CNET Asia)

Google had apparently told German authorities last month
thatit had heen collecting "publicly broadcast SSID
information (the Wi-Fi netwark name) and MAC addresses (the unigue number given to a device like a Wi-Fi
router) using Street View cars." But it said that it did not collect payload data or information sent over the network.

Google now says that information was incorrect.
REHHAR &eu@Lomm
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