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• The Good (Web 1.0, 2.0, 3.0)
• The Bad (Vulnerabilities, Attacks)
• The Ugly? (Defence, Offence, Forensics)
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The Good The Bad The Ugly

.. Theme/Scope of Talk

• ``Can't live with them, can't live without them!''
• Know Your Enemy (threats/Vulnerabilities)
Can cyber/internet crimes cause events like the
following?

• July 2006 Mumbai rains
• 26/11 attack on Mumbai
• Gulf of Mexico oil spill
• Mangalore air crash
• Stop all Mumbai local trains
• Damage BARC nuclear reactor
• Disrupt all Mumbai mobile phones? (Prof.
Jhunjhunwala's example)

• How to protect Critical National Infrastructure?
• Passive Defence
• Counter Intelligence (Technical side)

• Demo from atlas.arbor.net and cert-in.org.in

Your questions/suggestions now will be invaluable!
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The Good The Bad The Ugly

.. Security Concerns

Match the following!
Problems Attackers

Highly contagious viruses Unintended blunders
Defacing web pages Disgruntled employees or customers

Credit card number theft Organized crime
On-line scams Foreign espionage agents

Intellectual property theft Hackers driven by technical challenge
Wiping out data Petty criminals
Denial of service Organized terror groups
Spam E-mails Information warfare

Reading private files ...
Surveillance ...

• Crackers vs. Hackers
• Note how much resources available to attackers.
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The Good The Bad The Ugly

.. Partial Landscape
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The Good The Bad The Ugly

.. The Good side first!

How is learning affected?
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The Good The Bad The Ugly

.. Internet's Growth and Charter
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The Good The Bad The Ugly

.. Search Engines and Page Rank

• How to drink water from a firehose?
• Search Engines (google) crawl the web for us.
• Recall (all available?) and Precision (all relevant?)
• How to rank the pages? (syntactic?)
• Reliability/Trust/Security issues

.
What do profs do?
..
......Visit www.phdcomics.com to find out!
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The Good The Bad The Ugly

.. Web 2.0 Definition (O'Reilly)

.
Web 2.0
..

......

Web 2.0 is the network as platform, spanning all connected
devices; delivering software as a continually-updated service
that gets better the more people use it, consuming and
remixing data from multiple sources, including individual
users, while providing their own data and services in a form
that allows remixing by others, creating network effects
through an architecture of participation, and going beyond
the page metaphor of Web 1.0 to deliver rich user
experiences.

.
Examples
..

......

RSS/Blogs/FeedReaders, Slashdot/Digg, Wikipedia (printing
press: people can read, Web2.0: people can write!)
Mashups- ingeniously combining web services e.g. Google
Maps in other applications e.g. Mumbai Navigator
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The Good The Bad The Ugly

.. Semantics and Intelligence (Web 3.0)

Collaboration is necessary, but is it sufficient?
Want to know
• When cheap Mumbai-Chennai round trips are
available

• with package tours to Mahabalipuram, if possible
• but not on weekdays
• ...

• Whenever new articles on chess appear
• only in English, Tamil or German
• but other langauges ok if it is about V. Anand!
• but not written by ...
• ...

Two margas for moksha
• Monkey way is Web 1.0/2.0 (syntactic web)

• Cat way is Web 3.0 ( sematic web )
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The Good The Bad The Ugly

.. What are Cyber crimes?
.
Cybercrime
..

......
Activity in which computers or networks are a tool, a target,
or a place of criminal activity. (Categories not exclusive).

• Against People
• Cyber Stalking and Harrassment
• (Child) Pornography
• Phishing, Identity Theft, Nigerian 419

• Against Property
• Cracking
• Virus and Spam
• Software/Entertainment Piracy
• Trade secrets, espionage

• Cyber Terrorism!
• Hactivism! (in some countries!)
• Information Warfare
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The Good The Bad The Ugly

.. Internet Attacks Toolkits (Youtube)
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The Good The Bad The Ugly

.. Internet Attacks Timeline
From training material at http://www.cert-in.org.in/
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The Good The Bad The Ugly

.. Internet Attack Trends
From training material at http://www.cert-in.org.in/
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The Good The Bad The Ugly

.. Indian IT Act 2000

• Basic Legal Framework

• Electronic documents, signatures as evidence

• Cyber Crimes & Punishments

• Secn 43: Damage to Computers/Network
• Secn 65: Tampering source code
• Secn 66: ``Hacking'' (cracking)
• Secn 67: Obscenity (bazee.com!)
• Secn 69: Interception

• Several Initiatives (PKI, CERT-IN, Cyber cells, ...)
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The Good The Bad The Ugly

.. cert-in.org.in
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The Good The Bad The Ugly

.. 2011 Annual Report
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The Good The Bad The Ugly

.. Excellent Training Programs
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The Good The Bad The Ugly

.. Defending a Critical National Infrastructure

Recent fibre cut.
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The Good The Bad The Ugly

.. Defending a Critical National Infrastructure

Our Solution
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The Good The Bad The Ugly

.. Vulnerabilities

• Application Security
• Buggy code
• Buffer Overflows

• Host Security
• Server side (multi-user/application)
• Client side (virus)

• Transmission Security

A B

C

Network Security

Secrecy

Integrity

Availability

A B

C

A B

C

A B

C

(Modification)
(Fabrication)

(Denial of Service attack)
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The Good The Bad The Ugly

.. Denial of Service

Small shop-owner versus Supermarket

Crossmargs

Anamika

• What can the attacker do?

• What has he gained or
compromised?

• What defence mechanisms
are possible?

• Screening visitors using
guards (who looks
respectable?)

• VVIP security, but do
you want to be isolated?

• what is the Internet
equivalent?

DDOS increasingly the biggest worry on Internet.
(Pearl Harbour comparison)
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The Good The Bad The Ugly

.. Security Requirements
Informal statements (formal is much harder)
• Confidentiality Protection from disclosure to
unauthorized persons

• Integrity Assurance that information has not been
modified unauthorizedly.

• Authentication Assurance of identity of originator of
information.

• Non-Repudiation Originator cannot deny sending the
message.

• Availability Not able to use system or communicate
when desired.

• Anonymity/Pseudonomity For applications like voting,
instructor evaluation.

• Traffic Analysis Should not even know who is
communicating with whom. Why?

• Emerging Applications Online Voting, Auctions (more
later)
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The Good The Bad The Ugly

.. Mutual Authentication

.
Goal..

......
A and B to verify that both know the same secret
number. No third party (intruder or umpire!)

.
Solution?..

......
A tells B: I'll tell you first 2 digits, you tell me the last
two...
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The Good The Bad The Ugly

.. Cryptography and Data Security

• sine qua non [without this nothing :-]
• Historically who used first? (L & M)
• Code Language in joint families!

Confidentiality Data Integrity Authentication Non-Repudiation

Encryption
Digital

Signature
Message

authentication
User

Identification

Ciphers
BlockStream

Ciphers
Hashing Signatures

Pubic-Key
Methods

Secret Key
Establishment

Key Management
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The Good The Bad The Ugly

.. Security Mechanisms

• System Security: ``Nothing bad happens to my
computers and equipment''
virus, trojan-horse, logic/time-bombs, ...

• Network Security:
• Authentication Mechanisms ``you are who you
say you are''

• Access Control Firewalls, Proxies ``who can do
what''

• Data Security: ``for your eyes only''
• Encryption, Digests, Signatures, ...
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The Good The Bad The Ugly

.. Network Security Mechanism Layers

Application

TCP/Socket

IP 

Data Comm.

Application

TCP/Socket

IP 

Data Comm.

IPv6, AH, ..

SSL, TLS

PGP
S-HTTP, S-MIME

Firewalls

Encryption  can be done at any level!

Higher-up:  more overhead (for each application)

but better control
.

......

Cryptograhphic Protocols underly all security
mechanisms. Real Challenge to design good ones for
key establishment, mutual authentication etc.
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The Good The Bad The Ugly

.. Forensics

From www.forensicswiki.org
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The Good The Bad The Ugly

.. Network Forensics

From en.wikipedia.org/wiki/Networkforensics
Network forensics is a sub-branch of digital forensics relating
to the monitoring and analysis of computer network traffic
for the purposes of information gathering, legal evidence, or
intrusion detection. Unlike other areas of digital forensics,
network investigations deal with volatile and dynamic
information. Network traffic is transmitted and then lost, so
network forensics is often a pro-active investigation.
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The Good The Bad The Ugly

.. Surveillance- atlas.arbor.net
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The Good The Bad The Ugly

.. Who is scanning?
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The Good The Bad The Ugly

.. Who is hosting phising sites?
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The Good The Bad The Ugly

.. Malicious Servers
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The Good The Bad The Ugly

.. Offence is Best Defence?
Honeypots - to attract bees. http://www.honeynet.org/
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The Good The Bad The Ugly

.. Open Proxy (CERT-IN Stats)
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The Good The Bad The Ugly

.. War Driving: Mumbai Police

िशवकुमार G. Sivakumarசிவகுமார்Computer Science and Engineering भारतीय ौोिगकी संान म ुबंई (IIT Bombay) siva@iitb.ac.in

Cyber Crime and Internet Security



The Good The Bad The Ugly

.. War Driving: Google way
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