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Topic 01: Overview
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Inside Computer

Inside View
System Fan Microprocessor fan - Memory Optical Drive
{3 Fans Total) Power Supply and heat sink Modules 5.25" Bay Available

Network Interface Card

(4) Slots Slots Available (Top to Bottom) Hard Drive  3.5" Bay Available
Available (1) PCle x16, (2) PCle x1, & (1) PCI



Internet protocol stack

Application: supporting network applications

— FTP, SMTP, HTTP
Transport: process-process data transfer application
- TCP, UDP

Network: routing of datagrams from source to transport
destination

network

— |P, routing protocols

Link: data transfer between neighboring network link
elements

- PPP, Ethernet physical

Physical: bits “on the wire”




Networking Code Organization

 Most applications are
implemented as user space
processes.

* Protocols are implemented in
the system kernel
— Socket layer
— Protocol layer
— Interface layer

HTML Browser, Email Clients

Processes »

i Systern Calls

Socket Layer

Frotocol Layer
TCFE UDF [P ICMF, [GMP

Interface Layer
Ethernet, PFP, IEEE 80211, etc.

I Media




Network Configurations Files

When a host is configured to boot locally, network configuration
parameters are stored in files.

When the system boots up, parameters are read from the files
and used to configure the daemons and the network interface.

A parameter may be changed by editing the corresponding
configuration file.

Examples:
— Jetc/hosts

— /etc/services
— [etc/network/interfaces



Naming and Addressing

 Uniquely identify processes in different computers for

communications.

www.cse.iitb.ac.in

e Domain name
application application
e Port number
N
o |P address transport transport
« MAC address o hetwork network
-~ link link
v
Asterix.iitb.ac.in
physical physical

How to figure out the addresses of the corresponding host?




Domain Name

A user friendly name to identify a host

Domain Name System (DNS): resolves a domain name to the
corresponding IP address.

Example:
— www.cse.litb.ac.in — 59.162.23.130 (outside world)

— www.cse.litb.ac.in — 10.105.1.3 (inside IITB)
A host first contacts its local DNS server to get the mapping

— host needs to know the local DNS server address
(specified in configuration file)


http://www.cse.iitb.ac.in/
http://www.cse.iitb.ac.in/

IP Address

 Each interface in a host is assigned an IP address.
* |Pv4, 32 bits, dotted-decimal notation

128.238.42.112 means
10000000 in 15t Byte
11101110 in 2nd Byte

00101010 in 3 Byte
01110000 in 4th Byte

m |Pv6, 128-bit address



Media Access Control Address

 Apart from IP address, each interface in a host also has a
hardware address (MAC address)

 Ethernet MAC address is 48 bits long
- E.g 00:18:F3:96:C2:A7

* ARP protocol is used to translate an IP address to MAC
address



Port Numbers

 Address for the application layer user process.

 Port Number field specified in TCP or UDP header.

 Well-known port numbers
— 1 to 255: Internet wide services
— 256 to 1023: preserved for Unix specific services

- 1024 and up: ephemera
— Port 80 is associated wit
— Port 25 Is associated wit

port numbers
N http (web server)

N emall
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Encapsulation

 The application data is sent down
 Each layer adds a header to the data (PDU) from its higher layer.

[ Tser daim

App header | User data

TCP header

Application data

PP segmeni——™

[P header

TCP header

Application data

(L=

[ datagram

Fthemet header

[P header

TCP header

Application data

Fthemiet trailer

[."14'1'-Ii-:.||in||ﬁj|

l

[

[ Ethemet Diriver }|

E

-

Ethemet frame
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Multiplexing and Demultiplexing

« Different higher layer protocols can use the service by the same lower
layer protocol.

I[E’nr:-:r'-sus ] [:]’nu:u:iw:-'- :l I:E‘nr:cs'-ﬁur'- ‘] [E’nr.'u:::ius ] [:l‘luccw.u :l

x

TCP PortNumber ([ TCP | [ UDP | UDP Port Number

[CMP [GMP OSPF

]jl

' EARF
Frame Tvpe | Ethernel driver

Ethernet
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Application Header

o Example: Show Email Header
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UDP Header Format

16

32

Sanrce Por

 Number

Destination Port Number

Lengt

1

Checksum
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TCP Header Format

16

32

soree Port Number

Destination Port Number

Sequence Number

Acknowledgement Number

Hdr Len|  Reservad |

Tags Window Sire

TCP Checksum

Urgent Pointer

Options (if any}

[Dala (oplional )
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IP Header Format

« Size: 20 bytes without options.

0 16

32

Hdr Len Differentiated

Version o [otal Length
SEIVICES
[dentificaticn Flags Fragment Offset
[me 1o Live Protocol Header Checksum

souree [P Address

Destination 1P Address

Options — (1f any, <= 40 bytes)

[t
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®m Source Ethernet (MAC) Address
B Destination Ethernet Address

Ethernet Frame Format

B Frame Type: used to identify the payload

B CRC: used for error control

Destination SOUrce Irame s
Address Address Type Lata CRO
6 byles 6 byles 2 byles 461 500 bytes 4 byvles
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Packet Sniffer

 Sniffs messages being sent/received from/by your
computer

« Store and display the contents of the various protocol
fields in the messages

 Passive program

— never sends packets itself
— no packets addressed to it
— receives a copy of all packets (sent/received)

18



Packet Sniffer Structure

packet application (e.g., www
analyzer browser, ftp client)

Transport (TCP/UDP)

packet Network (IP)
capture Link (Ethernet)
(pcap) Physical

-
to/from network to/from network

Figure 1: Packet sniffer structure



Diagnostic Tools

* Tcpdump
- E.g tcpdump -enx host 10.129.41.2 -w exe3.out

* Wireshark
— wireshark -r exe3.out

http://openmaniak.com/tcpdump.php
http://openmaniak.com/tcpdump.php
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http://openmaniak.com/tcpdump.php
http://openmaniak.com/tcpdump.php

command
memo

listing of
captured
packets

details of
selected
packet
header

packet
content in
hexadecimal

and ASCI

Screen Shot

11, 620320

165.195.125.224

- [ craplure > - Ethereal -Itﬂgﬂ
File Edit Capture Display Tools Help
MNo. . |Time Source Destination Protocal |Info [+

192.158.1.10 165.193.123.224 HTTP GET /kurose-ross HTTP/1.1

HTTP,/1.1 302 Moved Temporari

34 11.990459 192.168.1.105 165.193.125. 218 HTTP GET /kurose-ross HTTP/1.1
36 11.717668 165.193.123. 218 192,168.1.1405 HTTP HTTP/1.1 302 Moved Temporarily
40 11.740930 192.168.1.105 165.193.123. 218 HTTF GET /kurose-ross/ HTTP,/1.1
42 11.773356 165.193.125, 218 192,168.1.145 HTTP HTTP/1.1 200 oK
43 11.773602 165.193.123, 218 162,.168.1.145 HTTP Continuatiaon
52 11.855518 192.168.1.105 209, 202.161.1352 HTTP GET /Jaw_kurose_network_2,/ HTTF/L1.1
56 11.880120 209.202.161.132 162,168.1.105 HTTPR HTTR/1.1 204 wot Modified
58 11.921507 192.168.1.105 209, 202.181.132 HTTP GET /aw_kurose_network_2,/0,7240,227080-top,00.F
Bl 11.9509809 192.168.1.105 209, 202.161.132 HTTP GET Saw_kurose_network_2/0, 7240, 227080-main, 00.
62 11.970119 209.202.161.132 192.168.1.105 HTTP HTTP,/1.1 304 nNot Modified
63 11.984506 192.168.1.105 209.202.161.132 HTTP GET JSwps /media/styles 20/ _wps_stylesspace. gif +
63 12.00319]1 209,.202.101.132 192,.168.1.105 HTTF HTTP,/1.1 304 not modified
66 12.017287 192.168.1.105 209,202.161.132 HTTP GET Jwps/media/styles/ 20/ wps_styles/Togoaw. jpg
A7 1?7 MaG?F? 206 207 1681 132 162 1648 1 108 HTTD HTTE ™M 1 2IMd st MoaddF4ad ..I"
H Adddaas I ‘.-'
Frame 30 (250 bytes on wire, 250 bytes captured) £l
E Ethernet II, Src: 00:06:25:da:af:73, Dst: 00:08:74:4F:36:23
B Internet Protaocol, src addr: 165.153.123.224 (165.193.123.224), Dst Addr: 192.168.1.105% (192.168.1.105)
B Transmission Control Protocol, Src Port: http (80), Dst Port: 4621 (4621), Seq: 3337260317, ack: 3624086792, Len
E Hypertext Transfer Protocol
HTTR/L.1 302 Moved Temporarily\riyn
Server: Netscape-Enterprise /3.6 SP3Wryn
Date: Mon, 11 Aug 2003 02:17:06 GMTYZryn
Location: http:ijww.aw-hc.cnmfkurnse-rnss\r\n
content-length: OWrwn
Ccontent-type: text htmlyrin —
“r'vn 4
I~ | -
0000 0D OB 74 4f 36 23 00 06 25 da af 73 08 00 45 00 LLLOGE, . X LS. E. 3|
00LO 00 ec 2a cd 40 00 32 06 39 8¢ a5 <1 7b e0 <0 a8 L9820 9.1, L
D020 01 &% 00 S0 12 0d c6 ea 8d 1d dB 03 2d 08 50 18 B T = e o
0030 fd Sc 49 3d 00 00 48 S4 54 50 2F 31 2e 31 20 33 SJI= L HT TP/1.1 3
D040 30 32 20 4d of 76 65 64 20 54 65 6d 70 6Ff 72 61 02 Moved Tempora 7

Filter:| {http j Reset| Apply|| File: <capture> Drops: 0

Figure 1.22 ¢ An Ethereal screen shot




Miscellaneous Stuff

 Time is tight: Don't loiter, get on with the task asap

* Discuss with partner to ensure both understand what is
being done

» Take turns (both need to learn what is happening)

 Each student reports “self” and “partner's” contribution to
the lab

— Reality check via exam
— Total marks weighed accordingly
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