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What is IP address

ler for a computer or device on a TCPI/IP network.

the TCPIIP protocol route messages based
f the destination.

fo;‘mat of an 'IP address is a 32-bit numeric address
n as four numbers separated by periods. Each
er can be zero to 255.

xample: 10.129.50.94 could be an IP address.

k You can assign IP addresses at random as long as each
one is unique.

The four numbers in an IP address are used in different
ways to identify a particular network and a host on that
network.



Classes of IP
classes of available IP ranges:

Class C, Class D and Class E, while only A, B and C
iIon hosts on each of 127 networks.

upports 65,000 hosts on each of 16,00 networks.
191.255.255.254

Supports 254 hosts on each of 2 million networks.
192.0.1.1 to 223.255.254.254

KCIass D : Reserved for multicast groups.
| 224.0.0.0 to 239.255.255.255

Class E : Reserved for future use, or Research and Development
Purposes. 240.0.0.0 to 254.255.255.254



etwork Configuration

Interface
ces----Network Settings

iguration Protocol (DHCP) is a network protocol
automatically assign an IP address to a
d range of numbers configured for a

mputer fro
given network.

The Netmask, together with the IP address, defines the network
computer belongs to, that is which other IP addresses the computer
can touch directly in the same LAN.

ode on a network that serves as an entrance to another

network. In enterprises, the gateway is the computer that routes the
traffic from a workstation to the outside network that is serving the
Web pages.

Gateway:



ing Terminal

interfaces



: COMMAND

ernet program that allows a user
rticular IP address exists and

S by sending an Internet Control Message
(ICMP) Echo Request to a specified
e on the network and waiting for a reply.



PING PACKET SNIFFING USING
WIRESHARK

@ Capturing from Intel{R) PROJ100 YE Network Connection {Microsoft's Packet Scheduler) - Wireshark
File Edit VYiew Go Capture &nal}fze Statistics  Telephorny  Tools  Help

SN BEXTE A+»aTL(EE QQanD #EM%| B

Filcer ; |icm|3 |' Expression... Clear  apply

Mo, Time: J0Urce Destination Protocol | Info
104 3.4058239 10.120.12. SHElRE i ICMP  E<ho (ping) Cic U
105 3.40550% 10.129. 10.129.12.5 ICMP  Echo (ping) reply Cid=nx0200,
151 4.400905 10,129, Lo L2, 0. ICMP E<ho (ping) request  (id=0=x0200,
132 4.401136  10.129. 10.129.12.6 ICMP  Echo (ping) reply (id=0x0200,
163 5.400809 10.1259. 10.125.1.1 ICMP Echo (ping) reguest  (d=0=x0200,
164 5.401143 10.129. 10.129.12.6 IcMe  Echo (ping) reply (id=0%0200,
181 6.400907 10.129. T ICMF Echo (ping) reguest (id=0x0z200,
182 6.4010157 10,125, 10.12%.12.6 ICMP  Esho (ping) reply (id=0=0200,

sagibel1e)=15 &

seqlbe/l1e=1536+6,
seqithe e)=1792/7,
saqibe e)=17927,
seqibe1el=204 88,
saqibe1e=2048-8,
seqibe/1eh=2304 49,
segibe/1el=2304 /0,

[ Frame 104: 74 bytes on wire £592 bits), 74 bytes captured (592 bits)

# Ethernet II, Zrc: Intel_le:66:82 (00:19:dl:1e:66:820, Dst: Intel_bd:40:86 (00:04:23:b4d:40:867)
# Internet Protocol, Src: 10.129.12.46 (10.129.12.60, Dst: 10.125%.1.1 {10.12%.1.1)

# Internat Control Massaga Protocol
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Telnet

| that allows you to connect to remote
P/IP network.

<host>

e a connection with the remote host. The Telnet
ill send a request to the Telnet server (remote

e server will reply asking for a user name and

d. If accepted, the Telnet client will establish a
on to the host and allows you to access the host's
computer.



Telnet Packet Sniffing using
Wireshark

&' Capturing from Intel{R) PRO/100 VE Network Connection (Microsoft's Packet Scheduler) - Wireshark

Filz

= B e e

Edit  Wieww  Go

Capkure

Analyze

Skakiskics

Telephory  Tools

Help

XZe|la++wT 2 |[EE QD #BB % B

|
Hmn|mhﬁ

Mo,

| *  Expression... Clear Apphe

s,
23. 045606
23.300844
23.8159753
23.820258
24. 024584
24, 220560
24. 381064
24. 624557
24. 820645
25.060294
25.200747F
25.421555
25, 604940
2h. 605270
754 25, 90200L
FE0 26,163441

S

ael
670
674
703
Tk
P
714
f22
728
730
738
739
743
745

Source

SLume o w U

10.129.12.
10.129.12.
10.129.12.
10.1259.12.
1o0.129.12.
10.129.1:.
10.129.1:2.
10,129,142,
10.12%9.1:,
10.129.12.
1o.129.12.
1o.129.12.
10,129,112,
10,129,450,
10,129, 50,
10,129,540,

L
C

oo O T O O o T

1020
1920
1920

[Ceskination

10.1259.50.190
10.125.50.190
10.125.50.190
10.1259.50.190
10.129.50.190
10.1259.50,.190
10.129.50.190
10.129.50.190
10.1259.50,190
10.1259.50.190
10.129.50.190
10.129.50.190
10.129.50,.190
10.129.12.6

10.129.12. 6

10.129.12. 6

Pratocal
TELMET
TELKNET
TELKNET
TELNET
TELKMET
TELMET
TELMET
TELMNET
TELMNET
TELHET
TELMET
TELMET
TELMET
TELMET
TELMET
TELNET

i SN
Telhnet
Telnet
Telnet
TElnet
Telnet
Telnet
TElNET
Telnet
Telnet
Telnet
Telnet
TElhnet
Telnet
Telhnet
Telnet
TElnat

(e

Cata ...
Lata ...
Lata ...
Data ...
Data ...
Lata ...
Lata ...
Lata ...

Cata

Data ...
Data ...
Data ...
Data ...
Lata ...
Lata ...
Data ...

[ Frame 443: 66 bytes on wire (528 bits), 66 bytes captured (528 hits)

# Ethernet II, 5rc: IntelCor_ed:%1:89% (00:1c:cO:ed:BL1:8%%, Dst: Intel lde:66:82 (00:1%9:dl:1le:65:820

# Internet Protocol, Sro: 10.12%9,59.190 (10,129,50.190), Dst: 18.129.12.%9 (10.12%.12.4)

F Transmission Control Protocol, Src Port: telnet {233, bst Port: 3324 (33240, Seg: 1, Ack: 1, Len: 12
H Telnet

oo
wly]
e
16

cf ed @1 8% 08 00 45 14
5 0c 0a 8L 22 he 03 81
1k 1h o7 fod b7 81 50 18
18 ff fd 20 £f fd 23 ff

15 dl 1e 66 B2 00 1c
34 1 81 40 00 40 06
05 00 17 0c f< b4 3T
do al fa 0o 0d Ff fd




nhelo

end email using Telnet
ense SMPT with Wireshark



Zelemncilbsernvercom Hello [192.168.125.237]


mailto:email@test.org

Onnection to host lost.



Secure Shell

ogram to log into another
twork, to execute commands
| te m nd to move files from one
Ine to another. ovides strong

tication and secure communications over
e channels.

hen using ssh, the entire login session, including

- transmission of password , is encrypted, therefore
It Is almost impossible for an outsider to collect
passwords.



SH Packet Sniffing using Wireshark

“4" Capturing from Intel(R) PROJ100 VE Metwork Connection (Microsoft's Packet Scheduler) - Wireshark
File Edit \iew o Capture Analyze Stafiskics  Telephony  Tools  Help

S EEXEE A+ TLE/|EE QAQAP §ES % X

Filter: |55h |"’ Expression... Clear  Apply

M. Time Source Destinakion Frotocol  Info
212 11.98l740 10.129.50.190 R G R SSHYZ  Server Protocol: SsH-2.0-0penssH 4. 7pl Debia
213 12, 080875 10.129.12.6 10.12%9, 50.190 SSHy?2 Client pProtocol: sSH-1.99-2,2.9 S5H Secure S
215 12, 082102 10.129.50.190 10.129.12.4 SSHY2  Serwver: Key Exchange Init
216 12, 088339 10.129.12. 10.12%9, 50.190 ==HvZ Client: Ignore[malformed Packet]
220 12.125405 10.1z298.1z. 10.12%, 50.150 s=HvZ Client: Diffie-Hellman Key Exchange Init
222 12.128384 10.129.50 10,125,126 SSHYZ  SErver: MNew Keys
223 12.200459 10.1256.12. 10.02%. S0_1590 S5HvZ Client: hlew Eeys
228 17. 237389 10.126.12. 10.12%, 50,150 TCP [TCP s=egment of a reassembled PDU]
230 12, 237728 10.125.50 10.12%. 12 6 TCP [TCR =egment of a reassembled POU]

F Frame 212: %4 bytes on wire (752 bits), 94 bytes captured (752 bits)

Ethernet IT, src: Intelcor_ed:91:89 (00:lc:cO:ed:91:890, DsT: Intel_le:65:82 (00:19:dl:le:E6:82)

Internet Protocol, Sec: 10.129.50.190 (10.129,50.1%900, Dst: 10.129.12.68 (10.129.12.6]

Transmission Control Protocol, =rc¢ Port: ssh (220, Dst Port: cs-remote-db (36300, seq: 1, ack: 1, Len: 40
S5H Protocol




Telnet Vs SSH

fault, does not encrypt any
r the connection including
It Is often practical to
esdrop on the communications and
the password later for malicious

~ SSH by default encrypts password and
- traffic. SSH is recommended for all use.



HTTP

Hypertext Transfer Protocol -
tandard for Web browsers
communicate.

IS an application layer network

tocol built on top of TCP. HTTP clients
ch as Web browsers) and servers
nmunicate via HTTP request and
response messages.

HTTP utilizes TCP port 80 by default



Packet Sniffing using Wireshark

4’ Realtek 10/100/1000 Ethernet NIC (Microsoft's Packet Scheduler) - Wireshark
File Edit %ew Go Capbure  Analvze  Statistics  Telephony  Tools  Help

B EEX2E A¢»aTFTELIEE QAR @EM%| O

Filter: !http | ™ Expression... Clear Apply

Mo. Time Source Destination Protocol Info
1.209637 Ted0::452d:8cch: 82 TTO2::¢C SEDP M-SEARCH % HTTF/L.1
2.044905  Ffe80::=02d:30c3:83cffo2::¢ SEDP M-SEARCH ¥ HTTR /1.1
4, 221713 fean: 1452d:8cch:gdz fFO2:: ¢ ZSDP M-SEARCH % HTTFR/ 1.1
4,.353165 10.129.178.125 10.200.13.50 HTTP GET http:fAwww. google. coms HTTRAL. O
5.045210 fTes80::ed2d:30c3i83cffoz:ic =SDP M-SEARCH % HTTP/ 1.1
§.008288 10.200.13.50 10.125.178.125 HTTF HTTR/L. 0 302 Maoved Temporardily (text /hHtml)
5.101318 10.129.175.12% 10.200.13.50 HTTP GET http: fweww. google. co.inS HTTR .0
5.321579 10.200.13.50 10.129.178.125 HTTP HTTP/1L.0 200 ok (textshtmll
5.328227 10.129.178.125 10.200.13.50 HTTP GET http: hwew. google. co.ingen_204 7atyp=9&ghp=Fhg HTTP 1.0
5.355544  10.129.178.125 10.200.13.50 HTTP GET http:/ clientsl. google.co.infgenerate_204 HTTR/1.0
5.36717FS 10.129.178.125 10.200.13. 50 HTTP GET http: lAwww. google. co.in/csi?v=3&s =webhp&action=&e=1725%, 26537, 274
5.493613 Sl ] 10.1259.178.125 HTTP HTTP/L.0 204 no Content
5.553162 St T ] 10.125.178.125 HTTP HTTP/L. 0 204 mMo Content
moiee e i S e i b B 10.200.13.50 HTTP GET http:/  clientsl.google.co.infcompletesearch?hl=en&client=hp&expI
5. 044554 Tedl: e0d2d:30c3:83cfFR2::c S0P M-SEARCH % HTTP 1.1
B.085491 10.125.178.125 10.200.13.50 HTTF GET http:/ clientsl.google.co.infcompletesearch?hl=en&client=hp&expI
B.129736 SiiE 2l e ] 10.129.178.125 HTTP HTTR/L. 0 200 oK (text javascriptl
8.24781la fTed0::d452d:8cch:8d2 fTO2::c¢C SSDP M-SEARCH % HTTF/L.1
8.287803 Sl T ] 10.129.178.125 HTTP HTTR/L. 0 200 ok (text javascriptl
ey L e e o B 10.200.13.50 HTTP GET http:/ /clientsl.google.co.incompletessearch?hl=en&client=hp&expI
EiE b s e e T = e B S 10.200.13.50 HTTR GET http: A cldentsl. google. co.dinfcomplaetessearch?hl=en&client=hpéexpI
5.609258 10.200.13_50 10.129.178.125 HTTP HTTR/L. 0 200 oK  (text javascriptl
5.7F6L583 10.200.13.50 10.129.178.125 HTTP HTTR/L. 0 200 oK  (text javascriptl
A.RFIOR b i e B = B T0.200.13.50 HTTF =FT hrro: AfcTldenrs1  mnnnle. oo dndenmnler edsecarch?h] =en&eTd ent =hn&e=n T

= Internet Protocol, Src: 10.129.178.125 (10.129.178.125), Dst: 10.200.13.50 (10.200.13. 500
= Transmission Control Protocol, Src Port: sm—pas-5 (29427, D=t Port: http (80), Seq: 1, Ack: 1, Len: 673
= Hypertext Transfer Protocol
= GET http:Awww. google. coms HTTRAL. Ohrin
= [Expert ILnfo (Chat//sequencel): GET http: Awew. google. comsS HTTRA L. 0% n]
recuest Method: GET
request URI: http: /Awww. google. com/
Reguest wersjon: HTTR/L1.0
Accept: dimagesoif, dimagesx—xbitmap, dmageSped, imagespipeg, applicationdx—-shockwawe-flash, applicationsvnd.ms—excel, applicatio
AcCCept-Languadge: efn-ush iy
[truncated] Cookie: PREF=ID=4239Cd8l988l62es: U=56c821b2ed 509eh9e: TM=1281184973: LM=1281608835:GM=1:S=2zZabty2wTahPxvin; HNID=37=EcCHs
User—-agent: Mozillas4.0 Ccompatible; MsSIE 6.0; windows WMT 5.1:; swl; InfoPath.2)Nrhwn
|

=

& Frame Cframe}, 727 .bvl:es Prackets: 514 Displayed: 60 Marked: 0 Droppe: Profile: Default




HTTPS

Hypertext Transfer Protocol
. Layer, or HTTP over SSL.

ts the page requests
iInformation between the client

eb server using a Secure Socket Layer

HTTPS by default uses port 443



[TPS Packet Sniffing using Wireshark

"%’ Realtek 1041001000 Ethernet NIC (Microsoft's Packet Scheduler) - Wireshark
File Edit Miew Go Capture Analvze  Statistics  Telephony  Tools  Help

B o e  EEX2E A+e+ HTFL|I[EE QA @EMR| B

Filter:ihttp I‘ Expression... Clear apphy

Mo, Time Source Drestination Prokocol Info
2.723368 Tago: 5 =RBeEE O SSDPF M-—SEARCH % HTTPA1.1
Z.419790 feso: 5 | t8dz Ffoz:: SSDP M—SEARCH ® HTTPA1.1
S.722388 Tago: SRR M-—SEARCH % HTTRPAL1.1
5.4195a7 feso: 5 | :8dz £foz: SSDP M—SEARCH ® HTTPA1.1
B.72283¢ fes0: 2 :83ctfoz2: SSDP M-—SEARCH * HTTP 1.1
5. 419625 fago: SSDP M-SEARCH * HTTPA1.1
12.723154 Tes0: SSDP M-SEARCH * HTTPA1.1
419875 fTes0 SSDP M-—SEARCH * HTTPA1.1
AEE s b T B 9 o T it 10 13.50 HTTF COMMECT www. google. com:443 HTTR L. 0O
. B2a584 5 5 e L D B = e PR HTTF HTTRL.0 200 Connection establishead
L B2719E 5 A o Forgele e Ss5kwv Client Hello
.D02884 5 ; z SAze.AF8.125 SSLw3 Server Hello
.902897 5 5 z o e P e By R SSLVE Ccertificate, =serwver Hello Done
903462 5 5 : .200.13.50 SSLws Client Key Exchange, Change Cipher spec, Encrypted Handshake mess
. 975465 5 5 3 GRS E TS SSLw3E Change Cipher sSpec, Encrypted Handshake Message
L9FELeT 5 5 : L200.13.50 SSLw3E Application Data
.0B5821 z ; : L1289.178.125 SSLws Application Data
L0E59470 5 5 2 F Emle o Prds B bl SSLw3E Application Data
055067 5 ; z o B B B e e SSLw3 Application Data
.DEE1LE5 3 5 3 o e P Bl e bl TCR [TCP segment of a reassembled PDU]
. 0Ee6e192 5 5 : Llze 178,125 SSLwE Application Data
S eirui=Tsr] 3 5 3 o e P Bl e bl TCR [TCP segment of a reassembled PDU]
LOF09TF2 5 “A=050 L129.178.125 SSLw3E Application Data
S CARRROZS e SPO0.T3080 HTTR COMMECT www. nannle. cnm:443 HTTEAT .0

i ol | s [ | oo f o | o f

] Frame 174: 324 bytes on wire (2592 bits), 324 bytes captured (2592 bits)
Ethernet II, sSrc: IntelCor_2e:7c:5d (00:27:0g:2e:7c:5d), DsTt: Extremer_l10:ab:60 (00:04:96:10:a6:6070
Internet Protocol, Src: 10.129.1F78.125 10 129 . 178.125), Dst: 10.200.13.50 ¢1o0.200.1=2.500
Transmission Control Protocol, Src Port: hyperip (39190, Dst Port: http (800, seqg: 1, ack: 1, Len: 270
Hypertext Transfer protocol ' : : ' : o '
ONNECT www. google. com:443 HTTR/L. 0%rn
= [Expert Info (Chat /Ssaquencel: COMKHECT www.google.com:443 HTTRAL. O%rihl]
[Message: COMMECT www.google. com:443 HTTRPA L. Orwm]
[Severity lewvel: Chat]
[Eroup: sequenceal]
rReguest Method: COMMECT
Reguest URI: www.google. com:443
Request version: HTTRS1.0
10 aa e Ze 5d (e]s] g 355 353
58 40 1t 72 81 B -G, e o s eain
4 00 ea 21 = 18 1o, .. P.
20 00 de 4e 43 7T cee e T MMECT wiw
af &F 2e 63 5d 33 w.google . com:443
i

ca 20 A cc | uTTn PR B PN

OCLIME 1 abhitLOCALS~1 Templwire. . | Packets: 517 Displaved: 127 Marked: 0 Dropped: 0 | Profile: Default




" HTTP Vs HTTPS

't encrypt data at all with all its
lon pretty much readable,
Ing, translation or

d, Completely insecure

IS a secure connection, which means
data between the client and Web
2r is encrypted.

HTTPS uses public key encryption to secure
data
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