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P Packet Sniffing using Wireshark

4’ Realtek 10/100/1000 Ethernet NIC (Microsoft's Packet Scheduler) - Wireshark
File Edit %ew Go Capbure  Analvze  Statistics  Telephony  Tools  Help

B EEX2E A¢»aTFTELIEE QAR @EM%| O

Filter: !http | ™ Expression... Clear Apply

Mo. Time Source Destination Protocol Info
1.209637 Ted0::452d:8cch: 82 TTO2::¢C SEDP M-SEARCH % HTTF/L.1
2.044905  Ffe80::=02d:30c3:83cffo2::¢ SEDP M-SEARCH ¥ HTTR /1.1
4, 221713 fean: 1452d:8cch:gdz fFO2:: ¢ ZSDP M-SEARCH % HTTFR/ 1.1
4,.353165 10.129.178.125 10.200.13.50 HTTP GET http:fAwww. google. coms HTTRAL. O
5.045210 fTes80::ed2d:30c3i83cffoz:ic =SDP M-SEARCH % HTTP/ 1.1
§.008288 10.200.13.50 10.125.178.125 HTTF HTTR/L. 0 302 Maoved Temporardily (text /hHtml)
5.101318 10.129.175.12% 10.200.13.50 HTTP GET http: fweww. google. co.inS HTTR .0
5.321579 10.200.13.50 10.129.178.125 HTTP HTTP/1L.0 200 ok (textshtmll
5.328227 10.129.178.125 10.200.13.50 HTTP GET http: hwew. google. co.ingen_204 7atyp=9&ghp=Fhg HTTP 1.0
5.355544  10.129.178.125 10.200.13.50 HTTP GET http:/ clientsl. google.co.infgenerate_204 HTTR/1.0
5.36717FS 10.129.178.125 10.200.13. 50 HTTP GET http: lAwww. google. co.in/csi?v=3&s =webhp&action=&e=1725%, 26537, 274
5.493613 Sl ] 10.1259.178.125 HTTP HTTP/L.0 204 no Content
5.553162 St T ] 10.125.178.125 HTTP HTTP/L. 0 204 mMo Content
moiee e i S e i b B 10.200.13.50 HTTP GET http:/  clientsl.google.co.infcompletesearch?hl=en&client=hp&expI
5. 044554 Tedl: e0d2d:30c3:83cfFR2::c S0P M-SEARCH % HTTP 1.1
B.085491 10.125.178.125 10.200.13.50 HTTF GET http:/ clientsl.google.co.infcompletesearch?hl=en&client=hp&expI
B.129736 SiiE 2l e ] 10.129.178.125 HTTP HTTR/L. 0 200 oK (text javascriptl
8.24781la fTed0::d452d:8cch:8d2 fTO2::c¢C SSDP M-SEARCH % HTTF/L.1
8.287803 Sl T ] 10.129.178.125 HTTP HTTR/L. 0 200 ok (text javascriptl
ey L e e o B 10.200.13.50 HTTP GET http:/ /clientsl.google.co.incompletessearch?hl=en&client=hp&expI
EiE b s e e T = e B S 10.200.13.50 HTTR GET http: A cldentsl. google. co.dinfcomplaetessearch?hl=en&client=hpéexpI
5.609258 10.200.13_50 10.129.178.125 HTTP HTTR/L. 0 200 oK  (text javascriptl
5.7F6L583 10.200.13.50 10.129.178.125 HTTP HTTR/L. 0 200 oK  (text javascriptl
A.RFIOR b i e B = B T0.200.13.50 HTTF =FT hrro: AfcTldenrs1  mnnnle. oo dndenmnler edsecarch?h] =en&eTd ent =hn&e=n T

= Internet Protocol, Src: 10.129.178.125 (10.129.178.125), Dst: 10.200.13.50 (10.200.13. 500
= Transmission Control Protocol, Src Port: sm—pas-5 (29427, D=t Port: http (80), Seq: 1, Ack: 1, Len: 673
= Hypertext Transfer Protocol
= GET http:Awww. google. coms HTTRAL. Ohrin
= [Expert ILnfo (Chat//sequencel): GET http: Awew. google. comsS HTTRA L. 0% n]
recuest Method: GET
request URI: http: /Awww. google. com/
Reguest wersjon: HTTR/L1.0
Accept: dimagesoif, dimagesx—xbitmap, dmageSped, imagespipeg, applicationdx—-shockwawe-flash, applicationsvnd.ms—excel, applicatio
AcCCept-Languadge: efn-ush iy
[truncated] Cookie: PREF=ID=4239Cd8l988l62es: U=56c821b2ed 509eh9e: TM=1281184973: LM=1281608835:GM=1:S=2zZabty2wTahPxvin; HNID=37=EcCHs
User—-agent: Mozillas4.0 Ccompatible; MsSIE 6.0; windows WMT 5.1:; swl; InfoPath.2)Nrhwn
|

=

& Frame Cframe}, 727 .bvl:es Prackets: 514 Displayed: 60 Marked: 0 Droppe: Profile: Default




HTTPS Packet Sniffing using Wireshark

"%’ Realtek 1041001000 Ethernet NIC (Microsoft's Packet Scheduler) - Wireshark
File Edit Miew Go Capture Analvze  Statistics  Telephony  Tools  Help

B o e  EEX2E A+e+ HTFL|I[EE QA @EMR| B

Filter:ihttp I‘ Expression... Clear apphy

Mo, Time Source Drestination Prokocol Info
2.723368 Tago: 5 =RBeEE O SSDPF M-—SEARCH % HTTPA1.1
Z.419790 feso: 5 | t8dz Ffoz:: SSDP M—SEARCH ® HTTPA1.1
S.722388 Tago: SRR M-—SEARCH % HTTRPAL1.1
5.4195a7 feso: 5 | :8dz £foz: SSDP M—SEARCH ® HTTPA1.1
B.72283¢ fes0: 2 :83ctfoz2: SSDP M-—SEARCH * HTTP 1.1
5. 419625 fago: SSDP M-SEARCH * HTTPA1.1
12.723154 Tes0: SSDP M-SEARCH * HTTPA1.1
419875 fTes0 SSDP M-—SEARCH * HTTPA1.1
AEE s b T B 9 o T it 10 13.50 HTTF COMMECT www. google. com:443 HTTR L. 0O
. B2a584 5 5 e L D B = e PR HTTF HTTRL.0 200 Connection establishead
L B2719E 5 A o Forgele e Ss5kwv Client Hello
.D02884 5 ; z SAze.AF8.125 SSLw3 Server Hello
.902897 5 5 z o e P e By R SSLVE Ccertificate, =serwver Hello Done
903462 5 5 : .200.13.50 SSLws Client Key Exchange, Change Cipher spec, Encrypted Handshake mess
. 975465 5 5 3 GRS E TS SSLw3E Change Cipher sSpec, Encrypted Handshake Message
L9FELeT 5 5 : L200.13.50 SSLw3E Application Data
.0B5821 z ; : L1289.178.125 SSLws Application Data
L0E59470 5 5 2 F Emle o Prds B bl SSLw3E Application Data
055067 5 ; z o B B B e e SSLw3 Application Data
.DEE1LE5 3 5 3 o e P Bl e bl TCR [TCP segment of a reassembled PDU]
. 0Ee6e192 5 5 : Llze 178,125 SSLwE Application Data
S eirui=Tsr] 3 5 3 o e P Bl e bl TCR [TCP segment of a reassembled PDU]
LOF09TF2 5 “A=050 L129.178.125 SSLw3E Application Data
S CARRROZS e SPO0.T3080 HTTR COMMECT www. nannle. cnm:443 HTTEAT .0

i ol | s [ | oo f o | o f

] Frame 174: 324 bytes on wire (2592 bits), 324 bytes captured (2592 bits)
Ethernet II, sSrc: IntelCor_2e:7c:5d (00:27:0g:2e:7c:5d), DsTt: Extremer_l10:ab:60 (00:04:96:10:a6:6070
Internet Protocol, Src: 10.129.1F78.125 10 129 . 178.125), Dst: 10.200.13.50 ¢1o0.200.1=2.500
Transmission Control Protocol, Src Port: hyperip (39190, Dst Port: http (800, seqg: 1, ack: 1, Len: 270
Hypertext Transfer protocol ' : : ' : o '
ONNECT www. google. com:443 HTTR/L. 0%rn
= [Expert Info (Chat /Ssaquencel: COMKHECT www.google.com:443 HTTRAL. O%rihl]
[Message: COMMECT www.google. com:443 HTTRPA L. Orwm]
[Severity lewvel: Chat]
[Eroup: sequenceal]
rReguest Method: COMMECT
Reguest URI: www.google. com:443
Request version: HTTRS1.0
10 aa e Ze 5d (e]s] g 355 353
58 40 1t 72 81 B -G, e o s eain
4 00 ea 21 = 18 1o, .. P.
20 00 de 4e 43 7T cee e T MMECT wiw
af &F 2e 63 5d 33 w.google . com:443
i

ca 20 A cc | uTTn PR B PN

OCLIME 1 abhitLOCALS~1 Templwire. . | Packets: 517 Displaved: 127 Marked: 0 Dropped: 0 | Profile: Default




ents of HTTPS

re'éession (HTTPS), these protocols

col (ARP)

SSL/TLS

Client Gateway Gmail.com



quest and Reply

B Client wants to find
B ARP Request: Who

B ARP Reply:

MAC: 00-30-

Client CEVCEL Gmail.com



Demonstration
iIng ARP with Wireshark

B Start Wireshar

[ | e
|

Source Destinakion Protocol | Info

- Supermic_B8Z:11:bhc  Broadcast ARF il = A e e o T s B = I W = T e e
BelkinCo_02:ed:7h  Supermic_82:1l:bc  ARP 152.168.2.1 s at 00:30:bhd:02:ed:7b



and Response

B Client wants tc
B DNS Query: Whe _

B DNS Response3:

Client Gateway Gmail.com



_Demonstration
g DNS with Wireshark

Source Destination Prokocol | Info
AlE sl T U TR S TR DS Standard guery A gmail.com
192.168. 2 .' 192.168.2.28 D5 standard E1LJEF" forasponse A b4 25350171,

o i - -



L Handshake

SSL handshake has

Hellos

- Cert, Key Exch & Auth

Chg Ciph Spec ' A

Client Gateway Gmail.com



1onstration
niffing SSL
ake with
eshark

captu

Info
5.168,; P 1180 > https Y] S S _
19, 73 lnn 74 192.1658.2.28 P https = 1180 [Svn, ACK] S 0 Ack=1l wWin=56553
.. F% L2 209, 73,168, ?4 1180 > https [ACK] Sed=1l AcCk=1 Win=l75320 |TCP
=, 'Eh.x_n.a_’f'ﬁ mg 73.168. SsLv? Client Hello
= Serwer

L# Swl |"IEH'II'1I-' Cipher spec, E
209, 75,168, ?4 TLSW1l Application Data




ocket to Port
443

® Thisis the usual !
TCP handshake

® Port 44 ed for HT

Prokocal | Info
TCR | _
TCP https = 1180 [5vM, ACK] Seqd=0 Ack=]l Win=65535

Client KEey Exchange, Chan Spec,

Change Cipher spec, Encrypted Handshake Message |
TLSY]l Application Data |




Proktoc |‘||

TR 1120 = https L%ymj-zeq=ﬂ Len=0 M35=1460 :
TCP https = 1180 [S¥M, ACK] Sed=0 Ack=l Win=65
L ackd ERfg=l fck=]l Win=L¥>Z20 |T
server Hello, Certificate, Server Hello Done
CRangeE L YE
Change Cipher spec, Encrypted H
TLSw]l Application Data




Cipher Spec

e éipher Spec"
her Spec"

lient can

Protocol  Info
TCR 1180 > https [3YMW] Seq=0 Len=0 M55=1460
e https > 1180 [

server Hello Done

Cipher Spet,'Eﬂcrypted Handshake Mezﬂage




Protocol  Info

TZR 1180 > https [SYMN] Seq=0 Len=0 M35=1460

TCFP https = 1180 [SvN, ACK] Seq=0 Ack=l win=635
1150 > | = '

=Sy Client Hello

Hello Done

TERL

Change Cipher spec,
TLSW1 application Data




_ of HTTPS Process

e has three stages:

hange, and

cipher spec" — handshake finished

SSL/TLS

Client Gateway Gmail.com



Viem=1n 1t a-Middle Attack

" Hacker intercepts
traffic

® Must defeat ARP,
~ DNS, and SSL

Client Gateway Gmail.com



ARP Cache Poisoning

ARP cache poisoning, also known as ARP
spoofing.

It IS the process of falsifying the source Media
Access Control (MAC) addresses of packets
being sent on an Ethernet network.

Itis a MAC layer attack that can only be carried
out when an attacker is connected to the same
local network as the target machines.

yourname@s214-081u:~% sudo arpspoof -1 192.168.2.14 192.168.2.1

Password: ;
8:c:29:59:69:d9 8:10:b5:e:5c:8a 0806 42: arp reply 192.168.2.1 is-at 0:c:29:59:6|
9:d9 5

0:c:29:59:69:d9 0:10:b5:e:5c:8a 0806 42: arp reply 192.168.2.1 is-at E:E:EQ:EQ:EE
9:d9 5



MNMormal Traffic Pattern

Target Computer Switch Router

Sniffer

Paoisoned ARP Cache

Target Computer Switch Router




DNS SPOOFING

anism of DNS spoofing is based on
the fact of presenting false or fake DNS
formation to the victim in a response to their
S request and as a result forcing them to
ISit a site which is not the real one.

yourname@s214-01u:~% sudo dnsspoof

FPassword:
dnsspoof: listening on ethl [udp dst port 53 and not src 192.168.2.38]
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