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ABSTRACT

Large <ale ditributed appications typically involve a
nunber of nodes which may be spread over a large
geogmaphical area. The dient-Sewver(CS) paradigm has
beenfound useful for desgning dstributed appications
However CS approach doesnot sale well when the
nunber of participating nodesincreas and buid conplex
relationswith one anadter. Also, increas in geogaphical
spread and uneliable netvork connecivity pos problens
for CSimpemenations.

Mobile Agens (MA) is energing asa useful paradigm for
overcorring the above ilmitations [6] . We have desgned
and implenened a large dstributed appication, viz
distance evalaton, which ues MA as the undetying
desgn approach. Qir system provides the infragructure
for conducing conputer based esting of sudens who nay
be dipersed around he globe.

In this paperwe present the software engheeing lessons
learnt from our implenentation and putforth the various
issues that energe. W show that MA paradigm can be
exploited foreffective sucturing of large-<ale digributed
applicatons We claim that conpared b other
approaches MA basd apppbach gives us seveal
advantages swch as: scdability, flexible stricturing,
dynamic extersibility, push-pull modes o information
dissemination, frangarency b varying communicaton
channels application layer multicaging, and dynamic
content delivey.
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1. INTRODUCTION

Large scale distributed applicatios are claracterized bya
number of nodes which may be dstributed over a large
geograplical area. e various conporerts of such an
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applicationmay charge their relatiorships with eachother
over a period oftime; for exanple, a cormporernt which
behaves asa cliert may subsequently becone a rver for
same other components. The underlying network
characteritics, such as link bardwidths and delays, may
also vary over a period of time. It is difficut ard
cumbersane to model such applications using only
tradtional archtectues like cliert-server, peerto-peer,
master-slave etc.

We argue that the MAs are particdarly suitable for these
large-scale applicatiors. A MA is an autonomous software
ertity that can migrate hketween various rodes o the
network ard perbrm conputatiors at these nodes MA
carriesits stateinformation while moving from one rode to
arother. A MA will usually have anitinerary, which is a
list of nodes it needs to visit, assoiatedwith it. [3] and [6]
give several reasons for usihg nobile agents[1] and [7]
provide the notivation for using mobility to striucture
distributed appicatons.

We propoe to $ow that oftware nobility in general and

mobile agerts in particular relp in effective structuring of

large-scale dis¢ributed application The gains are interns
of scalable ard flexible architectues ard dynamically
extersible applications. MAs erable both push ard pull

modes of information dissenmnation. They facilitate
application level multicastig ard delivery of dynamic

contert. Where wnderlying network arclitectue is
unpredictableor frequently charging, MA ba®d approach
provides letter sdutions.

We have implenerted Mobile Agerts bagd system for
Distance Evaluation (MADE) for conputer bagd teging of
studerts distributed over large areasWe have used the MA
approachfor desgning ard implemerting our system We
have found that this approachyields many adwentagesover
other tradtional approactes.

In this paper we detail our experiences ad the insights
ganed through MADE. Section 2 provides an overview of
MADE. In section 3 we disauss he sdtware engineering
issLes that exst in largescale dstributed applications and
how they may be addressal through nobile agents. In
secion 4 we corclude ou discussion.



2. DESIGN OF MADE

Distarce ewluation of studerts canstitutes acrucial facta
for the success bdistarce edication. Tradtional Computer
Basead Testing (CBT) techniques, which have relied upon
CS desgn, are row beirg exerded to tke Internet basd
teding [2]. Thee gstens face drawacks like
susceftibility to network outages arm network latercies.
Moreower, many of thee systems do rot cower the full
examnation proces (desribed belowy ard corcertrate
only on testirg and evaluation.

We have desgned ard implenerted a Moble Agert basd
system for Distance Ewaluation (MADE), which provides
an integated ard conprehensive olution to ewluate
students who are connected through the Internet. MADE
provides support not only for testing but also for paper
sdting and evaludion.

In MADE, we divide the examnation processinto three
stages: (i) examination settirg, (i) distribution ard testiry,
ard (iii) evaluation ard resut compilation
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Fig 2.1 Examination Settirg

2.1 Examination Setting

The exanmination setting proces (Fig 2.1) takes placein a
collaborative manner anong the papersetters who are at
different renote locations. Instdl Agerts are sed to irstall

the paper-settirg application on their machines. An Install
Agent doesthis by moving to a papersetter node, cloning

itself and then moving to the rext node (Steps 1 ard 2).

Eachsetter preparesa partial gegionnaire (Step 3). WWen
it is time to cdlect these partial questian papers, Fetch
Agentsare dspatched to these eaminers. The itineraryfor

Fetch Agerts is dynamically decided and they can
repeatedly visit the rodes in ary order (Step4) until they
have gathered all the partial question papers. The Paper

Assembler node creagsa final quegion paper baed onthe

inputs from differert examners (Step 5). On the dwe dake

ard time, tHs camprehensive questian paper is forwarded

to the dstribution certer.
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2.2 Distribution and Testing

This sta@ (Fig2.2) involves dstributing the questian paper
to differert certers supplying the guedion paper to eacbf
the errolled students ard then collectig back their
arswers The gledion paper isdispatcted to tle different
examination certerswith the telp of Courier Agents (Step
13, 1b). Having finished their distribution work, the Courier
Agerts either get terminated or tley retun to their place of
origin. The dstribution seners at tesecerters have a list
of cardidates errolled for that cener. The digribution
server creates Quesion Agents which contain the
examnation paper (Step 2), andigatches them to each
studert machine in the center (Step 3). Te Quedion
Agerts can time themselves ait after a fxed interval of
time. When a gudert finishes arswering a quedion paper
or is timed od, the arswers are dgven back to the
distribution server of the certer (Step 4). Distribution
saver launches an Answer Agentfor eachstudernt arswer-
paper.We have segregated tle Quedion Agerts from the
Answer Agents to minimize the rik of a fudent node
tampering with the Question Agert ard finding out the
evaluation process @tails. Firglly, the Answer Agerts
make their way to the Evaluation Certer (Stepb).

2.3 Evaluation and Result Compilation

In this stage studernts arswersare ewaluated, aml the resits
are conpiled and published (Fig 2.3). Ore an Answer
Agert reaclesthe ewaluation center (Step 1), it isupplied
with anitinerary of the examners. The Answer Agert can
alsomove to an Objective Questin Evaluator (Step2), if it
possesses answers to objective questions, to get its answers
evaluated. The Answer Agents move from one exaniner to
other, until all of the questions areevaluated (Step3). They
then move to the Rublishing Center wherethey supply their
reallts and where tke fina conprehensive resilts are



conpiled (Sep 4) aml puwblished (Sep 5).
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We have implenerted tte aboe g/stem using Voyager
ORB[4] framework and have succesfully teged it in an
experimental setup on a canpus network. In the rext
sectionwe pren the ©ftware emgineerirg lessons that we
learrt from our experierce with MADE.

3. SOFTWARE ENGINEERING USING MOBILE
AGENTS

Our experience with the MADE gave rise tothe following
insights on the we of MAs for effective gructuring of
large-scale dstributed applications:

3.1 Scalable applications
MA based design erabes eficient addition (or ewven
deletion) of nodes participating in anagplication.

In MADE, the itinerary of various agrs can be
dynamicaly decded aml new distribution certer, paper-
setter, examner and dudent nodes can be added to #
system without affecting the perbrmance of the system
Since eachof these mdes isauonomous, its addition does
not unduly load aly single conporen of the g/stem

3.2 Flexible structuring of applications

If the conporerts of an applicationare MAs (or nobile
objecty, they can be placed aywhere on the network
effortlessly ard duing run time. They are placed where
they are fest uilized. New componerts ard relations canbe
added 6 or renoved fromthe yystemeasly.

For exanple, in MADE, duing the papersetting proces,
we use Irstall Agerts to set yp the whole callaborating
infrastricture. Thus a clarge in system architectue will
just involve suwpplying the rew installatin rules am
componerts tothe Install Agerts.

Distributed appicaitons that are basd onMA's canthus be
re-organized eay. This leadsto improvemernt in crah

recowery times and dynamically cortrolling the sze ard
spreadof application. This is in contrast toother distributed
conmputing mechanisms, say CORBA, which are baed on
the tradtional client-server approach ard hence possesso
explicit mecharism to achieve the aboe.

3.3 Dynamic extensibility

MAs can be sed to ypgrade anapplicationdynamically.
Functionality can be thus added to or removed form the
systemat run-time.

In MADE, during the paper-setting stag, tte FetchAgerts
attachanagert object to the papersetter’s applicationwhen
they move there. This attacted obgct becores anintegal
part ofthe papersetter’s application We even erhance the
graphcal user interface of the applicatios using this
mecharism at rutime. The paper-setter is tkn abe to
manipulate ths interface obgct directly. After the
interactiors are ower, tre obpct canbe detacéd from the
application.

Dynamic exersibility, thus, canhelp in version control ard
propagtion, protocolreplaceren, ard auomatic software
upgrades.

3.4 Push-Pull modes

MASs usegenera execution environments and thus can be
used to support both the pwsh ard pul modes of
information dissenmnation.

For exarmple, in MADE, the qiedion papersare deliered
(or pushed) to the studerts justin-time ard all the students
taking a particdar teg are ewaluated s$multaneously. For
examination setting and ewaluation, a conination of both
the approacés viz. puwsh ard pul, is used.

Client-server operates pincipally in pull mode while MAS,
depemling upon the requremerts, canbe ether simmoned
or digpatched bythe wser.

3.5 Adapting to varying communication channels

When we use MAs, the interactiors becone local aml
depemnlercy on the retwork is redwed. The retwork does
not take part in the camputation process; it aly helps in
trarsfer of proces ard reources Cases, where proceses
can work auonomously for large intervals of time, are
good cadidats for MA solution.

In MADE continuous nnettions ae not required.
Message excharges are reqired mostly during agent
trarsfersand rarely otherwise. Infact, $udert terninals can
be dsconneced fom the nmein network during the period
the guderts are beig examined.

Additionally, an application that is @timized for a
particular set 6 network characteristicswill find it difficult
to adust if the retwork charges its cafiguration.

3.6 Application layer multicasting
Content carrying MAs @n route themsdves through te
networks nodes. They cawse tle information to be



duplicated ad forwarded oty at the poirts whereit is so
requred.

For exanple, in MADE, the couier agerts carry only a
single copyof the quegion paper.The distribution servers
thenduplicate them depenling uponthe rumber of sudernts
errolled.

3.7 Variety of delivered content

By using MAs to deliver the catert, information content
can be dynamically varied snce the eecuion logic is
coupled with the data. MADE provides br inclusion of
dynamic cortert in quedion papersin the form of audio-
video clips a multimeda.

We believe that the albve gains in structuring applications
arise mainly due to the “mobile agent based design”. It
would be exrenely intricate aml cumbersome to provde
these adantages wing tradtional client-server paradgms.

4. CONCLUSIONS

Most applications of mobile agerts cener an using MA as
the repregnative of a wser; where tle MA trawels around
the neawork performing tasks @ the use’s behdf. We
claim that the MA paradign is much more powerful than
this ard is exremely well suited for designing large-scale
applications.  Applications whose canponerts have
complex changing relationshps and are geographically
distributed would most bergfit from using MA desgn.

We desgned and implenented ore such application viz.
MADE, ard found that thHs approachgave us a clear
advantage in terms o scalalflity, flexible stricturing,
dynamic extersibility, ard reduced dependercy on the
characteritics of the underlying network. Other advantages
gained were in the form of application layer multicasting,
support for dynamic cortert, ard provsion for both push
ard pull mode of information dissenination. Additionally,
we found that mobile agerts ready map onto many of the
real life nobile ertities, resiting in more efective designs
of those systems.

We arenow in the proces of extending MADE to support
other agectsin the digance edegation domain such as
lecture conent delivery ard collaboratie works.
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