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Abstract. Cyber security has become a critical concern in today’s digi-
tal age, and log data analysis plays a pivotal role in investigating the root
causes of cyber attacks. However, the teaching and learning of the log
data analysis process is intricate, especially in root cause analysis (RCA),
necessitating diverse domains of expertise and background knowledge.
This study addresses a significant research gap in the existing literature
by a comparative analysis of cyber attack RCA performed by novices
and experts through log data analysis. The study design process initially
involved novices with limited cyber security experience (senior under-
graduate Computer Science students) performing a log data analysis of a
cyber attack, followed by industry professionals (subject matter experts)
performing the same log data analysis. In the research, the participants
identified the root causes of a cyber attack through log data analysis, cul-
minating in generating an attack tree as an outcome. The objective was
to assess novices’ ability to identify and deduce the root causes of cyber
attacks from log data and generate a comprehensive attack tree through
causal reasoning. The follow-up observation and reflections were supple-
mented by artefact analysis and simulated recall interviews. The study’s
findings shed light on the disparities in log data analysis skills between
novices and subject matter experts. It reveals novices’ key challenges
compared to experts and the nature of novices’ difficulties. The results
of this research also offer valuable insights into the industry practices
of log data analysis by experts and their advice contributing to devel-
oping more effective teaching-learning methodologies for cyber security
education.

Keywords: cyber security * log data analysis + novice vs expert - root
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1 Introduction
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Cyber security has become a critical concern in today’s digital age, as cyber-
attacks pose severe threats to individuals, businesses, and national security.
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Effective incident response and root cause analysis (RCA) of cyber-attacks are
crucial for mitigating their impact and preventing future occurrences. RCA
involves investigating the underlying causes of a security breach and identify-
ing vulnerabilities that enabled the attack. However, performing RCA is a com-
plex task that requires diverse domains of expertise and background knowledge,
making it challenging for novice learners in cyber security. This study addresses
a significant research gap by analyzing the differences between novice learners
and industry professionals (subject matter experts) in performing RCA of cyber
attacks using log data analysis. The primary objective is to assess novices’ abil-
ity to identify and deduce the root causes of cyber attacks from log data and
generate comprehensive attack trees through causal reasoning.

While there is a substantial body of literature on RCA methods and tech-
niques, there is a lack of comparative evidence on the processes followed by
experts and the specific challenges faced by novices in this domain. Under-
standing these differences is crucial for developing effective teaching-learning
methodologies and bridging the gap between novice and expert performance in
cybersecurity education. The study focuses on the following research question:

What are the various challenges and difficulties encountered by novice learn-
ers when undertaking the task of performing RCA?

To address these research questions, the study employs a mixed-methods app-
roach. Novice participants (senior undergraduate Computer Science students)
and industry professionals analyze simulated cyber attack log data using RCA
methods such as the 5 Whys, fault tree analysis, fishbone diagrams, and attack
tree creation. Observations, reflections, artefact analysis, and simulated recall
interviews are used to collect both quantitative and qualitative data, providing
insights into the decision-making processes and challenges faced by novices and
experts. By identifying the root causes of the difficulties faced by novice learners
and contrasting their approaches with those of experts, this study contributes
to the ongoing efforts to enhance cybersecurity education and practice.

This paper is organized as follows: Sect. 2 briefly describes the existing litera-
ture and how the work connects to the skills of RCA. Section 3 details the design
of the study, participants, resources used and experimental phases. Our findings
are presented and discussed in Sects. 4 and 5 while highlighting various chal-
lenges faced by novices and industry experts’ opinions, including the limitations
involved with the study in subsections. The paper is concluded in Sect. 6.

1.1 Problem Background: Log Data Analysis Techniques for RCA

Performing vulnerability assessment through RCA is a crucial step in incident
response after a cyber attack. RCA involves systematically investigating the
underlying causes of a security breach to identify vulnerabilities and develop
mitigation strategies [18]. In a rapidly evolving cybersecurity environment, a
multifaceted approach to analyzing cyberattacks is critical to understanding
their nature, origin, and potential impact. This study uses a comprehensive set
of analytical tools to analyze and interpret cyber attack data, including reading
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log files, the 5 Whys technique, fault tree analysis, fishbone diagrams, and attack
trees. The following methods show how log data can be used for RCA.

— Log file reading (Identifying tags): It involves examining detailed records
of system events focusing on key elements such as UserID, URLs, requests,
responses, timestamps and duration. This method helps in identifying pat-
terns and anomalies associated with cyber attacks [24].

— 5 Whys Technique: It is a root cause analysis technique that involves
repeatedly asking “why” questions to dig deeper into the root cause of a prob-
lem. In cyber security, this helps uncover the underlying reasons for an attack
and go beyond the surface-level symptoms to identify key vulnerabilities [25].
Fault Tree: Constructing a fault tree for a scenario is a deductive failure
analysis method. It helps to visualize the logical combinations of different
factors that could result in a successful attack [26].

— Fishbone Diagram: Also known as the Ishikawa diagram, is a cause-effect
diagram that helps in identifying potential causes for a problem. In cyber
security, it can be used to categorize and analyze various factors that con-
tribute to security breaches, such as environmental factors, people, technology
and processes [27].

— Attack Tree: It is a conceptual diagram that shows how an asset can be
attacked through various routes. Starting with the target as the root node,
the tree branches out to show different ways as attacker can reach the target,
which helps in threat modeling and risk assessment [28§].

Various frameworks, such as NIST SP 800-61, the SANS Incident Handling Pro-
cess, and ISO/IEC 27035 [35], provide guidelines for conducting RCA and ana-
lyzing log data to determine the appropriate response.

2 Literature Review

While the importance of RCA in cyber security is well-established, the existing
literature primarily focuses on the technical aspects and methodologies involved.
However, there is a lack of research exploring the challenges faced by novice
learners in acquiring and applying these skills effectively. Most studies in this
domain concentrate on expert practitioners’ perspectives and industry best prac-
tices [14,23,36], overlooking the unique difficulties encountered by novices during
their learning journey.

Several studies have investigated the differences between novice and expert
performance in cybersecurity-related tasks. For instance, Silva et al. [34] exam-
ined expert and novice performance within computer security incident response
teams, while Koutcheme et al. [21] explored how students solve open-ended
assignments in SQL injection. However, these studies do not specifically address
the challenges faced by novices in performing RCA using log data analysis, which
is a critical component of incident response and vulnerability assessment.

While the literature acknowledges that log analysis is an essential part of
RCA [35], there is a lack of research investigating the specific difficulties novice
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learners encounter when analyzing log data to identify root causes. A study was
done by Scheponik et al. [36] where they interviewed 26 learners on cyber secu-
rity concepts. Related similar cyber security studies were the work of Silva et.al
[34] which focused on Expert-Novice performance in cyber security incidence
response and the study by Koutcheme et al. [21] which explored how students
solve open-ended assignments in SQL injection. Most existing studies focus on
technical aspects, such as log analysis tools [1,23] or machine learning tech-
niques [4], rather than the cognitive and pedagogical challenges faced by novices
in this domain. Additionally, the literature lacks a comparative analysis of the
approaches and strategies employed by experts and novices when performing
RCA using non-technical methods, such as the 5 Whys, fishbone diagrams, fault
tree analysis, and attack tree creation. While these methods are often recom-
mended for novice learners [12,14,22], there is limited empirical evidence on the
specific challenges encountered by novices in applying these techniques and the
differences in approaches compared to experts.

Addressing this research gap is crucial for developing effective teaching-
learning methodologies and interventions to bridge the gap between novice and
expert performance in cybersecurity education. By identifying the root causes
of the difficulties faced by novice learners and contrasting their approaches with
those of experts, this study aims to provide valuable insights for enhancing
introductory-level cyber security education, particularly in the context of log
data analysis and RCA.

3 Study Design

In order to address the research questions, it was suggested to utilize a mixed-
methods approach [6]. The study process involves several stages: Stage 1 includes
providing log data of cyber attacks to both novice students and industry experts.
Stage 2 consists of an orientation session, detailing the specific instructions for
student participants (novices) and industry experts, respectively. Following the
orientation, Stage 3 involves analyzing log data using the 5 why method, identi-
fying and creating the fault tree, also focusing on constructing a fishbone model
by identifying all potential causes, and developing an attack tree to identify the
root cause of the attack. The process was followed by stage 4 - observations and
reflections by the participants which were supplemented by artefact analysis [34]
and a simulated recall survey [7]. Figure 1 shows the entire study design process.
For this study, the quantitative data is collected through the log data analysis
and the fishbone and attack tree models, while the qualitative data is collected
through observations, reflections, artefact analysis, and simulated recall inter-
views. The 5 Why method and fault tree analysis are quantitative techniques
that help to identify the root cause of the attack. The fishbone model and attack
tree are visual tools that help to organize and analyze the data. The observa-
tions and reflections of the participants provide qualitative insights into the
decision-making process and the effectiveness of the techniques used. The arte-
fact analysis and simulated recall interviews validate the findings and provide
additional insights into the participants’ experiences and perspectives.
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Fig. 1. Study design process

3.1 Datasets and Resource Material

To ensure a fair assessment of expertise, participants were required to have
completed standard undergraduate-level Computer Science Network courses
(semester subjects) as a prerequisite. This baseline knowledge was deemed essen-
tial for all participants. The study included a diverse group of Indian students,
categorized as follows in Table 1. This breakdown of participants allows for a
comparison between novice and expert approaches to cyber attack log analysis.

Table 1. Participant Profile.

Participant Type/Gender|Age RangeNo.
Novice Male |21-24 17
Novice Female|21-24 7
Expert Male (35-40 3

3.2 Sample Log Data
Below is a sample log file of a simulated DoS attack:

Timestamp: 2023-11-05T13:03:12-08:00

IP Address: 192.168.1.100

User Agent: "Mozilla/5.0(X11; Linux x86\_64)AppleWebKit/537.36
(KHTML, like Gecko) Chrome/107.0.0.0 Safari/537.36"

Request: GET /index.php HTTP/1.1

Response: 200 OK
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This log file records a single HT'TP request for the page index.php from the
IP address 192.168.1.100. The response code is 200 OK, indicating a successful
request.

Root Cause: The root cause of the DoS attack is the attacker flooding the
server with numerous requests for the same page. This overloads the server,
rendering it inaccessible to other users.

The following logfile parameters help determine the root cause of the DoS
attack:

— Timestamp: Shows when the request was received.

— IP Address: Identifies the attacker’s location.

— User Agent: Reveals the browser and operating system the attacker is using
i.e. tools being used.

— Request: Indicates the specific page the attacker is targeting, aiding in pin-
pointing the vulnerability being exploited.

— Response: The HTTP response code 200 OK suggests that the attacker
successfully exploited the vulnerability.

Analysis of web server log files can reveal patterns indicative of Denial of Ser-
vice (DoS) attacks, distinguishing them from regular web traffic. In this study,
we examined log data from an experimental setup designed to demonstrate DoS
attack patterns to students. The logs exhibited several key characteristics con-
sistent with a DoS attack: high-frequency requests from a single IP address,
with multiple identical GET requests targeting the same URL and using the
same user agent, all occurring within seconds. Notably, these requests consis-
tently resulted in 499 status codes, suggesting the server’s inability to process
the high volume or potentially invalid nature of the requests. The uniformity of
these requests—identical IP, URL, and user agent—maintained over an extended
period, as evidenced by the broader dataset, serves as a significant indicator of
malicious activity. While log files do not inherently differentiate between regular
access and DoS attacks, the presence of these patterns provides strong evidence
for distinguishing between benign traffic and potential security threats.

3.3 Experiment Phase

Phase 1: Pilot Study Phase. This study was conducted as a proof of concept,
to get better clarity on various aspects of complexity that a student might face
while doing the activity. It was an open resource study, where participants were
allowed to access the internet to seek help on certain concept explanations.
However, they had to mention in their answer sheets wherever they used the
internet for help mentioning the details. Approximately 120 min were given to
a student to perform the entire activity.

— Participants: - 7 novices and 1 expert
— Purpose: - Face validity testing
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— Task: - Participants were given log files of three distinct cyber attacks(SQL
Injection, XSS, DoS) to identify the tentative root cause of an attack using
the 5 Why method. They were also tasked with generating a Fault tree,
preparing a fishbone model, and creating an Attack tree. This was followed
by a post-task questionnaire to gather their observations and reflections. The
questionnaire consisted of 9 open-ended questions based on the five methods
performed and the challenges the participant faced while working with the 5
Why methods. For instance, “What are the five whys you identified, and why
did you choose those?”, “What Challenges did you encounter when using the &
whys method and why?”. Participants were needed to answer the questionnaire
after every attack analysis, thus having 3 responses for all three attacks.
Once the analysis task was completed, all the participants had to answer the
feedback survey, which was designed to gather the various challenges faced
while doing the activity using all 5 methods and their perspective on the
entire RCA activity. The feedback form comprised of 16 choice-based and 1
open-ended questions.

Phase 2: Extensive Study Phase

— Participants: - 24 novices and 3 experts

— Task: - Similar to Phase 1, participants were asked to identify the root cause
of an attack using the 5 Why method, generate a Fault tree, prepare a fishbone
model, and create an Attack tree. However, this phase included structured
questions for each method. There were two sets of questions: Question Set
1 focused on the procedural aspects of the task, for e.g. “What were the 5
Whys you identified, and why did you choose those?”; while Question Set
2 addressed the challenges and obstacles faced by the participants during
task execution, regardless of the outcome. For e.g. “What challenges did you
encounter when using the 5 Whys method, and why?”.

4 Data Analysis and Result

4.1 Methodology

The research methodology employed a mixed-methods approach, combining
quantitative and qualitative analysis to investigate challenges faced by novice
students in the cybersecurity domain. The data sources used for analysis included
student and industry expert answer sheets, post-task questionnaire responses and
post-study feedback responses from both student and industry experts. Initially,
4 teacher interviews were conducted to identify student challenges in cyber secu-
rity problem analysis, which followed the approach suggested by Seidman [29].
These insights, along with a comprehensive literature review [30-32], informed
the development of a set of categories and themes as shown in Table 2 cap-
turing various challenges faced by students and teachers. This framework was
then used as the basis for a deductive coding process on student and Industry
experts’ post-task questionnaires and feedback responses as outlined by Saldana
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[33]. The deductive coding process aimed at identifying common categories and
themes of challenges that students could encounter during the RCA process and
also identifying the gap between novice and industry expert approaches for RCA.
To identify challenges faced by novices while doing RCA, the following meta-
analysis approaches were employed on the student answer sheets: 1) Structural
Analysis: 1) Examining the completeness of each diagram. ii) Evaluating the
coherence and logical flow of the 5 whys responses. 2) Content analysis: 1) Ana-
lyze the accuracy and relevance of identified causes and effects. ii) Evaluate the
use of cyber security terminology and concepts. 3) Pattern identification: i) iden-
tify common mistakes or misunderstandings across artefacts. ii) Identifying gaps
in knowledge. iii) Identify patterns of misinterpreted log data. 4) Time-based
analysis: analyzing time spent on each method. 5) Thematic analysis: Identify
recurring predefined themes and categories.

Table 2. An Overview of Challenges faced by Novices - Themes and Categories

Themes Categories

Teaching Methods Traditional Teaching methods, Practical Teaching

Learning Challenges Knowledge Gap, Curriculum constraints, Teaching
challenges

Pre-requisite Knowledge Programming skills, OS understanding, CS foundations

Motivation Interest and importance, Emerging career options,

Passion for cyber security

4.2 Result

Time Duration Analysis for Each Attack. The distribution of time for
experts was more consistent, as evidenced by the lower standard deviation
(17.85) compared to novices (32.60). Both groups had a similar minimum time
(15 min), indicating that the fastest individuals in each group solved problems at
a comparable speed. Table 3 shows a comparison of the time taken for problem
analysis between Novice and Experts.

Table 3. Comparison of Time taken for problem analysis between Novice and Experts

Metrics Group
Novice Experts

Mean (mins) 57.05 41.67
Standard Deviation(mins) 32.60 [17.85
Min(mins) 15 15
Max(mins) 141 |60

25th Percentile(mins) 35 25

50th Percentile (Median - mins)45 45

75th Percentile(mins) 35 60
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However, the maximum time for novices (141 min) was much higher than
for experts (60 min), suggesting that some novices took considerably longer to
solve problems. The median time for both groups was 45 min, indicating that
half of all participants, regardless of their expertise, solved the problems within
this time frame.

The first problem (SQL injection) proved to be the most time-consuming,
with each student spending over an hour on it. However, the time required for
subsequent attacks (XSS and DoS) showed a significant reduction, indicating a
learning curve as participants became more familiar with the analytical methods.

5 Discussion

5.1 Challenges Faced by Novices

To seek answers to the given Research Question and get deeper insights into the
challenges faced by novices while doing RCA using log files, the study analyzed
the post-task questionnaire. The key findings of the meta-analysis on challenges
faced by novice learners are as follows:

1. Difficulty in identifying the attack activities i.e. difficulty in understanding
the meaning, which required additional effort to comprehend each line of the
log file and the mode of attack.

2. Superficial Analysis: Stopping the analysis too early and not addressing
deeper root causes. Not digging deep enough to uncover the root cause.

3. Assumption and Bias: Influence of preconceived notions or biases on the
analysis.

4. Single-Cause Bias: Oversimplification of complex problems by attributing
them to a single cause.

5. Lack of Cross-Functional Input: Narrow analysis due to not involving various
other computer science concepts.

6. Not familiar with XSS-based malware attack. Almost 71% of students found
this as a major challenge.

7. Complexity of the System: Difficult to capture all potential failure modes
accurately in complex systems with numerous dependencies and interactions.

8. Assumption of Linear Causality: Oversimplification by assuming linear
cause-and-effect relationships, potentially overlooking interconnected fac-
tors. This also shows a lack of critical thinking ability.

9. Inadequate Expertise: Lack of necessary expertise to conduct a thorough
analysis.

10. Insufficient Information: Incomplete or ambiguous data due to limited access
to information, complex systems, or lack of comprehensive documentation.

At the end of the study, the student also had to answer a feedback survey
which was designed to gather their experience and perception about the RCA
activity using log files. Based on the analysis of student responses, four main
themes were identified: teaching challenges, knowledge gaps, curriculum con-
straints, and resource limitations. The findings reveal that teaching challenges
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were the most prominent issue, accounting for 43.9% of the responses. This was
closely followed by knowledge gaps, which represented 39.0% of the feedback.
Curriculum constraints were cited in 14.6% of the responses, indicating a less
significant but still notable concern. Resource limitations appeared to be the
least prevalent issue, mentioned in only 2.4% of the responses. Figure 2 demon-
strates the graphical representation of the analysis. These results suggest that
improvements in teaching methods and addressing students’ knowledge deficits
should be prioritized to enhance the effectiveness of log analysis activities also
emphasizing the need for more orientation sessions on how to read and inter-
pret log files, while curriculum adjustments and resource allocation may require
attention but to a lesser extent.

Teaching challenges

Knowledge gaps

Fig. 2. Challenges faced by Novice learners

5.2 Analysis of Industry Experts Study

Based on the expert analysis, the methods for RCA of cyber attack i.e. 5 whys,
fault tree, fishbone and attack tree, using log files each have their strengths and
limitations. Common challenges across these 5 methods as mentioned by the
experts in their responses include incomplete data resources, time constraints,
and the need for deep technical knowledge. The analysis suggests that these
methods can be subjective, potentially leading to biased interpretations. They
also struggle to capture the full complexity of modern cyber attacks, which often
involve multiple layers of technology and diverse techniques. The experts noted
that creating comprehensive analyses is challenging without complete informa-
tion, and that staying updated with emerging attack techniques is crucial. Based
on the analysis of industry experts’ responses to the post-activity feedback sur-
vey, several key themes emerged. The most significant issue identified was the
lack of expertise, accounting for 15.6% of the responses. This was followed by
three equally prominent themes: lack of foundational knowledge, log data analy-
sis tools, and simulation demos, each representing 9.4% of the feedback. Several
themes tied at 6.3% of responses, including cyber security upskilling, continu-
ous learning, emerging challenges, introductory SIEM education, and real-world
examples. Less frequently mentioned but still notable were themes such as infras-
tructure upgradation, curriculum enhancement, student growth and success, pas-
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sion for cyber security, interest and importance, operating systems understand-
ing, networking expertise, and cyber security foundations, each accounting for
3.1% of the responses. Figure 3 summarizes the analysis graphically. These find-
ings suggest that while addressing the lack of expertise is crucial, a multi-faceted
approach encompassing foundational knowledge, practical tools, and hands-on
experience is necessary to improve log analysis education and training in the
cyber security field.

Industry Expert Theme Analysis

Fig. 3. Themes from industry expert analysis

Suggestions by Industry Experts. In response to the open-ended question
in the feedback form “What additional resources or support would help a novice
better understand and apply these analysis methods to cyber attacks?”, the fol-
lowing themes emerged:

1. Use of tools in classroom - experts recommend teaching tools like machine
learning techniques [37], and SIEM tools [1,23] to analyze log data.

2. Inclusion of log analysis in the curriculum - experts proposed revising the
digital forensics curriculum to include data analysis.

3. Experts also suggest More practices and case studies with log data.

5.3 Takeaway for the Computer Science Education Community:
Pedagogy Perspective

Novice learners face distinct challenges in cyber security problem solving com-
pared to experts. The analysis reveals the following pedagogical factors:

1. Lack of Foundational Knowledge: The pieces of evidence indicate a significant
gap in basic cyber security knowledge among novice learners, which hinders
their ability to tackle complex problems effectively. The frequent mention of
“lack of theoretical knowledge” in student responses, coupled with the industry
perspective emphasizing the need for concept understanding in Networks and
Data Communication, underscores the critical need for a stronger theoretical
base in cyber security education.
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2. Technical Complexity and Comprehension: Novice participants struggle with
interpreting technical data, in particular the log files. This difficulty is evi-
dent from both students (“ Wasn’t able to understand the URL so I used Chat-
gpt”)and industry (“Difficulty in interpreting data”) responses. The fact that
some students adopted tools like ChatGPT for understanding URLs suggests
a need for more training sessions on how to read and interpret log files, as
comprehending and analysing log data is fundamental in cyber security.

3. Methodology Implementation: The evidence shows that novices struggle with
formulating appropriate “Why” questions and constructing logical flow charts
(“finding the proper questions starting from why was challenging.”, “ To link
the questions that sequence wise explains the attack.”). This indicates that
while the students are taught about these methodologies, they need more
practice and guidance in applying these methods to real-world scenarios.

4. Analytical Thoroughness: The analysis reveals that novices face difficulties
in connecting events and synthesizing information into a coherent analysis.
Given that cyber security issues/attacks are often interconnected, the chal-
lenge of synthesizing information is notable. As reported by the student, “ Can-
not synthesize the attack information”, mandates the need for developing a
more holistic view of cyber security scenarios.

5. Information Synthesis and Interpretation: Developing a comprehensive ana-
lytical model from sparse information is a skill that novices find challenging.
The evidence of students being “unable to create final output” points out to
a gap in their ability to make informed inferences and construct meaning-
ful analyses from limited data resources. In real-world cyber security attack
scenarios, this skill is crucial where complete information is rarely available.

5.4 Limitations of the Study

The study has limitations due to the small size of the expert group, the use
of simulated data, and insufficient training sessions for students. However, it
provides valuable insights for cyber security education and suggests the need for
further research to address challenges faced by novice learners. Future research
could involve expanding the scope of participants from Indian undergraduate
students to computer science students worldwide.

6 Conclusion

This research contributes in the quest to enhance cyber security education and
practice through an in-depth analysis of novice challenges and industry expert
insights. The study identifies the areas where novices face the most difficulties
and highlights essential elements for effective log analysis.

The findings emphasize on the identification of key parameters for analyzing
cyber attack log data. By addressing the cognitive biases and technical obstacles
that novices encounter, this research also offers valuable guidance for educators
and curriculum developers to enhance cybersecurity training programs.
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