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Product Marketing - 75 years ago

You can have
any color,

as long as its
black !
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Product Marketing - Today
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Effect on manufacturing

" Need to ensure error-free, custom assembly

" Need inventory of components for the various
customization options

= Critical Issues
— Assembly process control
— Inventory management
— Supply chain integration
— Customer insight

" One solution: RFID
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What is RFID?

" RFID = Radio Frequency |Dentification.

"= An ADC (Automated Data Collection) technology
that:

— uses radio-frequency waves to transfer data between
a reader and a movable item to identify, categorize,
track..

— |s fast and does not require physical sight or contact
between reader/scanner and the tagged item.
— Performs the operation using low cost components.

— Attempts to provide unique identification and backend
integration that allows for wide range of applications.

= Other ADC technolo]gfies: Bar codes, OCR.
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RFID system components
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RFID systems: logical view

Product
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Write data Items with Read . Application
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FID tags: Smart labels

A paper label
with RFID inside

> —
r- _"-';‘ % .

—
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an antenna,
printed, etched
or stamped ...

... ONn a substrate
e.g. a plastic
foil ...

... and a chip
attached to it

RFID 2005 IIT Bombay 9
Source: www.rfidprivacy.org



Some RFID tags

—
"I tag

L=

G lag Placed inside cap

Fag placed inside bix
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RFID tags

"Tags can be attached to almost anything:
— ltems, cases or pallets of products, high value goods
— vehicles, assets, livestock or personnel

"Passive Tags
— Do not require power — Draws from Interrogator Field
— Lower storage capacities (few bits to 1 KB)
— Shorter read ranges (4 inches to 15 feet)
— Usually Write-Once-Read-Many/Read-Only tags
— Cost around 25 cents to few dollars

"Active Tags
— Battery powered
— Higher storage capacities (512 KB)
— Longer read range (300 feet)
— Typically can be re-written by RF Interrogators

— (Cost around 50 to 250 dollars
RFID 2005 IIT Bombay
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Tag block diagram
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RFID tag memory

" Read-only tags
— Tag ID is assigned at the factory during manufacturing
* Can never be changed
* No additional data can be assigned to the tag

" Write once, read many (WORM) tags
— Data written once, e.g., during packing or manufacturing

* Tag is locked once data is written
* Similar to a compact disc or DVD

= Read/Write

— Tag data can be changed over time
* Part or all of the data section can be locked

RFID 2005 IIT Bombay
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RFID readers

— Remotely power tags

— Establish a bidirectional data link

— Inventory tags, filter results An
— Communicate with networked server(s) '
— Can read 100-300 tags per second

" Readers (interrogators) can be at a fixed point such as
— Entrance/exit
— Point of sale

"= Readers can also be mobile/hand-held

= Reader functions: 1

RFID 2005 IIT Bombay



Some RFID readers

—
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Reader anatomy

Digital
Signal
Processor
(DSP)

Network
Processor
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RFID application points

@) .U

" Assembly Line

" Sh|pp|ng POrtaI%T Bombay
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RFID applications

" Manufacturing and Processing
— Inventory and production process monitoring
— Warehouse order fulfillment

= Supply Chain Management
— Inventory tracking systems
— Logistics management

" Retall
— Inventory control and customer insight
— Auto checkout with reverse logistics

= Security
— Access control
— Counterfeiting and Theft control/prevention

Location Tracking

— Traffic movement control and parking management

— Wildlife/Livestock monitoring and tracking
RFID 2005 IIT Bombay
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Smart groceries

= Add an RFID tag to all
items in the grocery.

= As the cart leaves the
store, it passes through
an RFID transceiver.

" The cartis rung up in
seconds.

RFID 2005 IIT Bombay 19



Smart cabinet

SN TN,
Reader antenn7's p{éced_\,_lr_h_:_i_é each shelf
-t " . . Bt

—h

Tagged item is removed
from or placed in
“Smart Cabinet”

\ 1. “Smart Cabinet”
‘ periodically

\‘ interrogates to assess
\ inventory

'\ 1. Server/Database is
: updated to reflect item’s
_| disposition

_/ 1. Designated individuals
/' are notified regarding
) items that need
7/ attention (cabinet and
’ shelf location, action
required)

‘\‘

Passive .
read/write tags \
affixed to caps

of containers
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Smart fridge

" Recognizes what's been put in it

" Recognizes when things are removed

= Creates automatic shopping lists

" Notifies you when things are past their expiration

= Shows you the recipes that most closely match
what is available

RFID 2005 IIT Bombay 21



Smart groceries enhanced

" Track products

through their entire

lifetime.
0 Radio tag placed on carton.
9 Dairy ships carton to grocery store.
9 Consumer purchases tagged carton.
9 Consumer recycles milk carton.
e Carton arrives at recycling center.

Manufacturer produces replacement.
9 Manufacturer tracks product through
I wireless radio communication.
RFID 2005 IIT Bombay 22
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Some more smart applications

= “Smart” appliances:
— Closets that advice on style depending on clothes available.
— Ovens that know recipes to cook pre-packaged food.

= “Smart” products:
— Clothing, appliances, CDs, etc. tagged for store returns.

= “Smart” paper:

— Airline tickets that indicate your location in the airport.
= “Smart” currency:

— Anti-counterfeiting and tracking.

= “Smart” people ??

RFID 2005 IIT Bombay



RFID advantages over bar-codes

" No line of sight required for reading
" Multiple items can be read with a single scan

" Each tag can carry a lot of data (read/write)
" Individual items identified and not just the category

" Passive tags have a virtually unlimited lifetime
" Active tags can be read from great distances

" Can be combined with barcode technology

RFID 2005 IIT Bombay 24



Outline

RFID Technology Internals
— RF communications; Reader/Tag protocols

RFID 2005 IIT Bombay
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RFID communications

Reader
Antenna

Power from RF field
Reader->Tag Commands ;;

Tag->Reader Responses

Reader

Tags

RFID Communication
Channel

RFID 2005 IIT Bombay

26




RFID communication

Host manages Reader(s) and issues Commands

Reader and tag communicate via RF signal
Carrier signal generated by the reader
Carrier signal sent out through the antennas
Carrier signal hits tag(s)

Tag receives and modifies carrier signal

“sends back” modulated signal (Passive Backscatter — also referred to
as “field disturbance device”)

Antennas receive the modulated signal and send them to the
Reader

Reader decodes the data
Results returned to the host application

RFID 2005 IIT Bombay 27



Antenna fields: Inductive coupling

IC or microprocessor

Transceiver
Tag Reader

antenna

antenna
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Antenna fields: Propagation coupling

IC or microprocessor

/
@ a

—

Transceiver 4@M/
Tag Reader Tag

RFID
antenna

o P/
/

antenna
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Operational frequencies

(Passive Tags)

UHF Microwave
Frequency LF HF
Ranges 125 KHz 13.56 MHz 861\8/Ii-19215 2'258%1_11_12&
'll;yp:;tzll; Max Shortest Short Medium Longest
cad Range 17-127 2724 1°-10° 1°-15°

Tag Power

Generally passive
tags only, using

Generally passive
tags only, using
inductive or

Active tags with
integral battery
or passive tags

Active tags with
integral battery or
passive tags using

Source inductive coupling capacitive u81n§t§?§§ecltlve capacitive storage,
coupling E-ficld coupling E-field coupling
Data Rate Slower Moderate Fast Faster
Ability to read
near Better Moderate Poor Worse
metal or wet
surfaces
Access Control &
Security
Identifying widgets Library books supply chain nghw'a.y to'll Tags
through . Identification of
. Laundry tracking ] ;

A lications manufacturing identification Highway toll private vehicle

pp processes or in fleets in/out of a
. Access Control Tags o1
harsh environments Empl D yard or facility
Ranch animal ployee S Asset tracking
identification
Employee IDs
RFID 2005 IIT Bombay 30




Reader->Tag power transfer

Reader

Tag
Antenna
Separation
distance d

If a reader transmits Pr watts, how much power Pt
does the tag receive at a separation distance d?

It depends-
UHF (915MHz) : Far field propagation : Pt [0 1/d?
HF (13.56MHz) : Inductive coupling : Pt 001/d®

RFID 2005 IIT Bombay 31



Limiting factors for passive F

Reader transmitter power Pr

Reader receiver sensitivity Sr
Reader antenna gain Gr

Tag antenna gain Gt
Power required at tag Pt

Tag modulator efficiency Et

RFID 2005 IIT Bombay
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Implications

= Since Pt J 1/d?, doubling read range requires 4X
the transmitter power.

" Larger antennas can help, but at the expense of
larger physical size because G{t,r} [I Area.

" More advanced CMOS process technology will
help by reducing Pt.

" At large distances, reader sensitivity limitations
dominate.

RFID 2005 IIT Bombay 33



RF effects of common materials

Cardboard

Absorption (moisture)
Detuning (dielectric)

Conductive liquids Absorption
(shampoo)

Plastics Detuning (dielectric)
Metals Reflection

Groups of cans

Complex effects (lenses,
filters)

Reflection

Human body / animals

RFID 2005 IIT Bom|
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Communication protocols

= Listen before talk
" Mandatory listen time of >5 msec before each transmission

Max 4 sec TX then re-listen for 100 msec
Transmission from other Readers

| LA ()

265MHz 200KHz 867MHz

RFID 2005 IIT Bombay 35



ETSI EN 302 208 standard

= Shared operation in band 865.0 — 868.0 MHz at transmit
powers upto 2 W ERP.
— Operation in 10 sub-bands of 200 kHz.
— Power levels of 100 mW, 500 mW and 2 W ERP.

" Mandatory “listen before talk” and “look before leap”.

865.0 MHz

«——100my

T

8656 MHz

W

8676 Mhz

500 mi

LT

FT

< B0k

LT

—

< B0k

T

LT

B D -

T

T

868.0 MH:z

—>

865.1 MHz

RFID 2005

8655 MHz

865.7 Mhz

IIT Bombay

8675 MHz

867.7\Hz

8679 MHz
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Reader Collision Problem

" Reader-Reader Interference
" Reader-Tag Interference

Reader to Reader Interference Reader 1o Tag Interference

RFID 2005 IIT Bombay 37



Reader Collision and Hidden Terminal

" The passive tags are not able to take part in the collision
resolution or avoidance, as in other wireless systems

" Consider: RTS-CTS for hidden terminal problem in 802.11

— rfid: T is not able to send a CTS in response to an RTS from R

" In case multiple readers
try to read the same tag,
the tag cannot respond &) . &)
selectively to a particular
reader

R?2 is a hidden terminal for R1 — T communication

RFID 2005 IIT Bombay 38



TDMA based solution

" Assign different time slots and/or frequencies to
nearby readers

— Reduces to graph coloring problem (readers form
vertices)

" Only reader to reader interference
— Assign different operating frequencies

" Only multiple reader to tag interference
— Assign different time slots for operation

" Both types of interference
— First allot different time slots, then frequencies

RFID 2005 IIT Bombay 39



Beacon based solution

" A reader while reading
tag, periodically sends a
beacon on the control
channel

" Assumptions

— Separate control channel
between readers

— The range in the control
channel is sufficient for a
reader to communicate .
with all the possible 6
readers that might interfere
in the data channel

RFID 2005 IIT Bombay
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Beacon based solution (contd.)

IDLE

Want to read tag

Reading KComplete

=T
o | WWair
Tirne Since Last Beacon = [ SIRNE
Time Since Last Beacon ==T / Beacon Hea
Choose a2 new 'R’
=T
1[
Mo Beacon Till 'R’ time wait
Reading Corntend

Collision! Choose 2 new 'R’
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Multiple Tags

When multiple tags are in range of the reader:
— All the tags will be excited at the same time.
— Makes it very difficult to distinguish between the tags.

Collision avoidance mechanisms:

" Probabillistic:
— Tags return at random times.

" Deterministic:
— Reader searches for specific tags.

RFID 2005 IIT Bombay 42



Tag Collision Problem

" Multiple tags simultaneously respond to query
— Results in collision at the reader

= Several approaches
— Tree algorithm
— Memoryless protocol
— Contactless protocol
— |-code protocol

RFID 2005 IIT Bombay
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Tree Algorithm

— Reader queries for tags

— Reader informs in case of collision and tags
generates 0 or 1 randomly

— |f 0 then tag retransmits on next query

— If 1 then tag becomes silent and starts incrementing
its counter (which is initially zero)

— Counter incremented every time collision reported
and decremented every time identification reported

— Tag remains silent till its counter becomes zero

RFID 2005 IIT Bombay 44



Tree Algorithm — Example

Reader informs tags in case of collision and tags generate 0 or 1

*If 0 then tag retransmits on next query, else tag becomes silent and starts a counter.
Counter incremented every time collision reported and decremented otherwise.

o O
om0 O/’ © .

Connter = 2

Connter =1 Connter =0

Counter = 1 Counter =10

Counter =1

Counter =0

I:l Unidennfied silsnr tazs Unidenrified tags responding to queries Idemrified silenrt tazs



Tree Algorithm - Complexity

" Time Complexity — O(n) where n is number of
tags to be identified

" Message Complexity
— n is unknown — 8 (nlogn)
— nis known - 6(n)

" Overheads

— Requires random number generator
— Requires counter

RFID 2005 IIT Bombay

46



Memoryless Protocol

" Assumption: tagID stored in k bit binary string
= Algorithm
— Reader queries for prefix p
— In case of collision queries for p0 or p1i
" Time complexity
— Running time — O(n)
— Worst Case — n*(k + 2 —logn)
" Message Complexity — k*(2.21logn + 4.19)

RFID 2005 IIT Bombay



Memoryless Protocol — Example

Reader queries for prefix p

In case of collision, reader queries for p0 or p1

Example: consider tags with prefixes: 00111, 01010, 01100, 10101,
10110 and 10111

Step | Query Prefix | Response

1 1] Collision

2 1 Collision

3 (00 00111 {Identified)
1 i1 Collision

5 10 Collision

4] 11 No Response

K 010 1010 [I(]E*ntiﬁ(‘cl}
] 011 (110 [Idi'ntiﬁ(‘(l}
4] 100 No Response

10 101 Collision

11 10110 10101 [Idi*ntiﬁ(‘cl}
12 1011 Collision

13 101110 10110 [I(]E*u‘riﬁ(‘(l}
14 10111 10111 [Idi*ntiﬁ(‘cl}

RFID 2005

D No Fesponse
I:I Minltipla tag responses
Ldantificd tags
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Contactless Protocol

" Assumption: tagID stored in k bit binary string
= Algorithm
— Reader queries for (i)th bit

— Reader informs in case of collision
* Tags with (i)th bit 0 become silent and maintain counter
* Tags with (i)th bit 1 respond to next query for (i+1)th bit

" Time complexity — O(2)

= Message complexity — O(m(k+1)), where m is
number of tags

RFID 2005 IIT Bombay 49



Contactless Protocol — Example

= Reader queries for (i)th bit

= Reader informs in case of collision
— Tags with (i)th bit 0 become silent and maintain counter
— Tags with (i)th bit 1 respond to next query for (i+1)th bit

= Fvamnla- tane with nrafivee- N1 1N and 11

Counter =0 .
O o 1
Coumter = 1 Counter =0 Counter =2 O !
Counter =1 Commter =10

Couter=10

I:l Unidentified tags in wait state Trnidentified tags responding to gueries Idenrtified silent tags

RFID 2005 IIT Bombay



|-Code Protocol

" Based on slotted ALOHA principle
= Algorithm

— Reader provides time frame with N slots, N calculated
for estimate n of tags

— Tags randomly choose a slot and transmit their
information

— Responses possible for each slot are
« Empty, no tag transmitted in this slot — ¢
« Single response, identifying the tag — ¢,
 Multiple responses, collision — ¢,

RFID 2005 IIT Bombay 51



|-Code Protocol

— New estimate for n : lower

bound
g,(N, ¢, c,c)=c+ 2c,

— Using estimate n, N calculated
— N becomes constant after some time

N slots 16 | 31 | 64 | 128 | 256
n_low L1017 51 | 112
n_high 9 12756129

— Using this N calculate number of read cycles s to identify tags with a given level of accuracy a

= Time complexity — t,*(s+p)
_ L is time for one read cycle

— p number of read cycles for estimating N

= Message complexity — n*(s+p)

RFID 2005

IIT Bombay
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QOutline

— Middleware architecture; EPC standards

RFID 2005 IIT Bombay
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How much data?

Consider a supermarket chain implementing RFID:

»12 bytes EPC + Reader ID + Time = 18 bytes per tag

» Average number of tags in a neighborhood store = 700,000
»Data generated per second = 12.6 GB

»Data generated per day = 544 TB

»Assuming 50 stores in the chain,

»data generated per day = 2720 TB

» Stanford Linear Accelerator Center generates 500 TB

RFID 2005 IIT Bombay 54



RFID middleware
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Middleware framework: PINES™

Data Collection & Device Management Engine
Device
> Management |
Engine and
ul

Movement and
Device Emulator
Engine

Layout
Management Ul

EIS Da'ta
Connectr

Server
. . Real-time /
Decision Query Engine
i and Ul
Support Action
Engine Rule
- 4 .
:zgr:‘]ceatalro]:; Graphica| /q U tom a ted
I Dashboard Automatic Actuation
Actionable — Enaine
Rules g /
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Retail case study: Enabling real-time decisions

[ Retail Outlet 1 J [ Retail Outlet 2 ] [ Retail Outlet 3 } 900

12 Lot hree | our
event data lert on prodyct X
— =
Persistware for Internal Network EPC Solutions (PINES™) 1 1 . Promotional
2. Log data T offer alert
S — =~ PML Product
Event Log :D:
_’. _Zi s DB

3. Query o/p data i r

a Collection Engine
sensor network

10. Promotional
offer update

‘ Scenario Simulator for virtual deployment roll-outs ‘

4. Off-take data

9. Promotional
on X product

offer update
5. Four hours to close of

retails stores and product '
X sales target for the day [ Flash promotions App H ERP App }
not met! T A I
6. Notifications for approval of 8i pprova A |
promotional offer on product X alert . Approva
[ Corporate Dashboard App }
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PINES ™ Architecture Overview

Physical RF I1:)evice Setup
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Layout Management Framework
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a Welcome to PINES - Microsoft Internet Explorer _ |ﬁl |5|

File Edit ‘iew Fawvorites Tools  Help i

Back ~ = - () ) | ‘Qhsearch  [EFavorites iMedia o4 | - S W - 2
Address ﬂjhttp:,f,l'gatewa\,.-'.pspl.co.in:61E|4,|'index.htm| j f»}GD Limks **
PINES gédés
RFID Based Soln
f/r- Horme A spplications N a Help N\ PERSISTENT
Layout Map 2iHelp |
Administration e
Layout Mansgement Locations
Device Management . Scale
Event Store Management EI‘III:):(IZI(I:; Forth (1 Unit = 7px]) East (1 Unit = 12px]
— parameter 5 — g
o s rom
! In Entry L1 (20, 6, 0] main
Movement Emulation . ;
- —— Lz [16, &, 0] rnain
e el *Le - sl = *LE In L3 [16, 22, 0] main
L4 [1&, 32, O] rain
an LS [1&, 40, 0] rain
e *L7 In Exit L6 [18, 53, 0] main
L7 [10, 32, 0] rmain
e L10 #L9 an La [10, 2, 0] rnain
L2 [7, 32, 0] rnain
o LIl L1z oL13 oL14 o L15 an L1io [7, 9, 0] rnain
L1l [3, 2, 0] rnain
in L1z [3, 52, 0] rmain
L13 [3, 40, 0] main
L14 [3, 45, 0] main L
> Specify the layout for a reader and antenna )} " " U®° [3, 53, 0] main
setup by means of locations and junctions o _ .
n Ii':'cat.l.un Ir;pr.i_sentsp‘glfl?ess FI'Iru:ussesmg
T = = ane ar asitians ntenna
> Ablllty to CO“tI“UOUSIY modlfy/update the Entr Location that accepts goods within system
Iayout ¥ boundaries
I | nratinn that disnatches annds ta notside af E
£] Done > Provide access to reader and antenna [ | 4 nternet
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3 PINES - Microsoft Internet Explorer provided by PA-SP-CP Site =] x|
J File Edit Wiew Favaorites Tools  Help ﬁ
J = Back - = - @ b | | @Search [G2] Favarites @Histury | %v =

J.ﬁ.ddress IE htkps i flocalhost: 3080/ pines/inde:x. jsp j 'E'JQG':'

J Links @ Design Patterns Tukarial @ Extreme Programming & Gentle Introduction. MwStuFFWorks - Learn how Everything Wwaorks! @ indes @ Introduction ko 5501 =

Site
Definition

désdd PINES™

. - One site = Many floors
J,/ Home "-._,/ Applications

Configuration

Administration
Console

' scale

Layout Definition :

Layout Managetmernt

Site : Site 1 Floor1

Device Managetmernt

Emulation Console Site Hame | Site 1

Goods Movemernt
Emulation Breauith 300 mtrs

Lendgth 200 mirs

Logger Service Origin {0,

MaotificationZervice

Floor

cueryFiterService L
Floor Properties

Floor Level |1
Floor Height |5.0
Description |Floor 1

Browse Floor Cancel

Copyright 2004-2005, Persistent Systerns Private Limited

|@ Applet in.co. persiskent, pines, gui.layoutmanagement, SiteDesign starked g' Local intranet
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3 PINES - Microsoft Internet Explorer provided by PA-SP-CP Site =] x|

J File Edit Wiew Favaorites Tools  Help ﬁ
J = Back - = - @ b | | @Search [G2] Favarites @Histury | %v =

J.ﬁ.ddress IE htkps i flocalhost: 3080/ pines/inde:x. jsp j 'E'JQG':'

J Links 4&]Design Patterns Tukorial & ] Extreme Programming & Gentle Introduction, & Google & ] HowStUFFWorks - Learn how Everything Works! @ ]index & Introduction ba S5L >

Zone
Definition

Floor
Definition

One site = Many zones

désdd PINES™

J,'. Horne "'-{". Applications

=,

Configuration

Administration
Console

- Floor Properties

E:Site FLOOR:1 :

oo 30 B0 90 120 150 180 210 7{/2?0 200

Layout Management Site Site
Device Management Floor Lewvel |1

20 —
= Zone 1
Zone Properties 40
-
Goods Movemernt Zone Zone 1 a0
Emulation Breadth 1200 e
Lenith 200.0

12
Reference 1 (20, 10 iz

LoggerService

16
MaotificationZervice 18
cueryFiterService 20

Back | Browse fone Cancel

Copyright 2004-2005, Persistent Systerns Private Limited
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J File Edit Wiew Favaorites Tools  Help ﬁ
J = Back - = - @ b | | @Search [G2] Favarites @Histury | %v =

J.ﬁ.ddress IE htkps i flocalhost: 3080/ pines/inde:x. jsp j 'E'JQG':'

J Links 4&]Design Patterns Tukorial & ] Extreme Programming & Gentle Introduction, & Google & ] HowStUFFWorks - Learn how Everything Works! @ ]index & Introduction ta S5L >

Location
Definition

désdd PINES™

—_ - One zone = Many
J,/ Home "-.:/ Applications H

loc

Configuration

Administration
Console

- Scale

Layout Management I 00 50 40 B0 80 (2 120 140 160 180 200 ]
Device Managetmernt ) -
Location Properties = Salll el Sl
Goods Movemernt Zone Zone 24
Emulation Location L&
& L10 & L2
Description| Shelf A 36 - 113 - L3
LoggerService ¥ Co-ord a0 LE
MotificationService ZCoord |0 . ® L1z ® Lo ® L7 ® L4 =
cueryFiterService
T
o4 & L14 #® L5
15
108a =
® Li |
® L15 -
Cancel
Copyright 2004-2005, Persistent Systerns Private Limited
|@ Applet bype started g' Local intranet
RFID 2005 IIT Bombay 63

Source: Persistent Systems



Device Management Framework
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2} Welcome to PINES - Microsoft Internet Explorer

File Edit ‘Wiew Fawvorites

Tools  Help

=18] x|
&=

GBack ~ = - ) ) | ‘Qhsearch  [EFavorites iMedia o4 | - S

Address ﬂj htkp: ffgateway . pspl.co.in: 6104 /indesx. html

~| @Go | Links >

PINES gétsd

RFID Based Soln

g

B -\- /"-- . . -\-
S Hore ) applications

Administration
Congole

Layout Mansgement

Device Management

Event Store Management

Emulation Console

Movement Emulation

Hardware Emulation

Reader Detail

List of Readers

Alien 1
Alien 2
Alien 3

Alien 4

Mo Of Antennas

~ '\_
4 Help

Click to
view reader

antenna

PERSISTENT
Click to 2 nelp
administer
reader and

antenna

Mode Trigger Type Status tion
(el ALL HELE Running
(el ALL HELE Running
OFF ALL XXX Mot Running
OFF ALL %LELELE ot Running
Add Mew

Status view for all readers at a glance

@ Dane
RFID 2005

l_ l_ l_ |4 Internet
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2} Welcome to PINES - Microsoft Internet Explorer

=121 ]
File Edit ‘iew Fawvorites Tools  Help i

Back ~ = - () ) | ‘Qhsearch  [EFavorites iMedia o4 | - S W - 2
Address ﬂjhttp:,f,l'gatewa\,.-'.pspl.co.in:61E|4,|'index.htm| j f»}GD Limks **
REID Based Soln @
- -\- - . . -\- - -\- 1
'/ Home %~ Applications ) " Help PERSISTENT
F
Administration Reader Details RE_BS’?I' @) iel
Console I
Layout Management Reader Settings Physical Attributes
Device Management Reader Id Alien 1 Communication Mode  Serial
Evert Store Management Mo Of Antennas 3 Reader Type Manoscanner
Reader Mode O Cperating Frequency 915
Emulation Console 1P address 19216822 FPower 10
tovement Emulstion Part 300 Location Mot Set
Hardware Emulation Motify Trigger ALL
Tag Mask WK
Status Running One reader = Multiple
Antenna List
Id Hame Location Operational
Marme 3 Mot Set Tes
Marme 2 Mot Set Tes
Marme 1 Mot Set Tes

> Reader and Antenna configuration and
status view for specific reader

> Ability to remotely monitor and configure
Reader and Antenna parameters

]

] Done l_ l_ l_ |4 Internet
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Sophisticated Query Processing

RFID 2005 IIT Bombay 67
Source: Persistent Systems



| Welcome to PINES - Microsoft Internet Explorer

File Edit Wiew Fawvorites Tools  Help

s=Back » = - @ at | @Search [3&] Favorites @Media a | %v =p

rEH 9w

=18 %]
| @ ]

Address @ http:figatewsy . pspl.co.in:6104/inds:x . hkml

~| e |Links >

PINES #&&é

RFID Bazed Soln Application
S T, -~ T, i T, Query
/" Hame “ cConfiguration " Help Builder PERSISTENT
- H I e
Query Builder - Event Query Builder @—EE —
Store
Wiew Al ables [ Query Columns “‘\ Query Parameters “‘\ SOL Query “‘\ Result -‘\_

Ciuety Wizard —

Description here
Fiter Builder - Event

Store
— EPC_EYENT x SERIAL ITEM x RF_ANTENNA x
bl Column Mame Type Column Mame Type Column Mame Type
Filter Wizard EPC String EPC String READER_ID String
READER_ID String 0BJ_CLASS ID String o int
Graphical Dashboards AMTERMA_ID int DOM_MGR_LOCK D int LOCATION D int
s A EVEMT_TYPE String DESCRIFTION String DESCRIFTION revarchar
ST ——— OCCURRENCE DateTime PRICE Decimal IN_BOUND smallirt
MANUFACTURE DATE = DateTime RUMN_SIZE int
EXPIRY_D&TE DateTime BATCH_SIZE int
Alerts and DOM_MGR_ID String CUT_BOUKD smallint
Hotifications
— CAN_SINK smallirt
ik EPC_\WAIT TIME  int
Motification Wizard

Pick Table Add Query Result o . . .
> Ability to configure queries for continuous
Relations execution on event store
Table Column Table Column
EPC_EWENT EFC =  SERIAL_ITEM EPC

AND  RF_ANTENNA | ID = EPCEVENT | ANTEMMAL . .
AND  RF_AMTENMA = READER_D = EPC_EVENMT = READER_ID Programmable querying interfaces

Enterprise Data (PML)

Manipulation

Data Wiew

Incorporates querying on PML information

Drata Manipulation

Define Relations > Provides data filtering abilities

& | Done # Internet
&l T
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| Welcome Lo PINES - Microsoft Internet Explorer =] =]
File Edit ‘iew Fawvorites Tools  Help ﬁ
A Back = = - @ it | @Search [Gg] Favorites @Media a | %v =8 2
Address 32_1 http:ffgateway .pspl.co.in:6104/index . html j f»}GD Limks **
RFID Based Soln Snapshot of
all Queries
-~ T ~ ) ) T i T, 1
._z/ Harme “ Configuration %" Help PERSISTENT
F
Query Builder - Eve Query Li (2)nelp
—
gy All Select Title Administration Yiew
Guety Wizard r Evert Log ™ ﬂ _:Eg_ Sl
Thiz Window Showes the complete log - L
. . Stock Report - Product wise SOl N8 S0l
;'tl't__f:; Builder - Event r Shovey the procuct wize stock at the warehause. - ﬂ "Ea - ﬂ'
- Stock Report - Location wise oL 8 0L
gy All r Showy thie Productwize - Locationwize stock at the warehouse. - ﬂ "Ea - ﬂ
Fitter Wizard r on-torving Stock s ﬂ _:Eg_ T
Lizt all the products which are at the warehouze more than 15 minutes. - L -
. Warranty Expiry Tracking S0l N8 S0l
Graphical Dashboards r List all the products with their remaining days for Expiry. - ﬂ ;@t\ -
Wigse &l - Yiarranty Expired Products i | _:Eg_ 01
Dashboard Wizard Shove all the expired praducts inthe warehouse. - S -
r Process Tracking el ﬂ _“ég_ oL
Shovy the average time taken by each Processing Unit to process a product . - L -
Alerts and - Stock Received - 30 MMS ET R . e
Hotifications Showe hoee much stock is arrived in last half He for each product. - S -
Wigwy All &ll Product Types 0L il 0L
| Slleroduct Tvpes ETTU T 3 s i
Mtification Wizard Shovwy all product types.

Delete Add Mew

Enterprize Data (PML})

Manipulation

Datar igw > Access configuration panels of specific
Diata Manipulation q ueries
> View tabular and graphical outputs for all
queries
[]
] Done I_l_l_lﬂ Internst
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Dashboards

Corporate dashboards for enhanced decision
making
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File Edit Wiew Faworites Tools  Help ( Q'uerﬂry >
J = Back - = - @ ol | @5&arch [Ge] Favarites @History | %v =N / e e
J.ﬁ.ddress IE http: Hflocalhost: 3030/ pines/index. jsp
JLinks & Design Patterns Tutarial & ] Extreme Pragramming & Gentle Introduckion, & Google & ] HowsStuffwtarks - Le o Everything Works! @& ]index & Introduction ka S51 ”

4} Results - Microsoft Internet Explorer provided by PA-SP-CP Site o ] |

fédds PINES™ Show the log of events of tags detected. 2 L] )
J,"-.-chrne ™ Total Murnber Of Records = 30 Refresh
PROD_ITEM_EPLC LOCATION_ID MOYEMENT OCCURREKNCE E EIEH]IE
54.11 12 365 L1 I Sep T 2004 4:51Ph
Wiewe Al 54.11.12.520 L1 I Sep 7 2004 4:51PM
| 41112622 L1 I Sep 7 2004 4:51Ph —( Query result
Event Hotification 54.11.12 640 L1 I} Sep 7 2004 4:51PM — snapshot
Map I| 5411383257 L1 In ¥
e & 54.11.38 436 L1 Sep 7 2004 4:51PM
54 11.38 9670 L1 I Sep 7 2004 4:51 P
54.22.15.4901 L1 [I¢] Sep 7 2004 4:51PM
Wos4.22158337 L1 I Sep 7 2004 4:51 P
54 22161 L1 [I¢] Sep 7 2004 4:51PM
S4. 22161215 L1 I Sep 7 2004 4:51 P
a4 221622 L1 I Sep ¥ 2004 4:51PM
5422224558 L1 I Sep 7 2004 4:51Pm
5435311 181 L1 I Sep ¥ 2004 4:51Pw
54.33.11.2345 L1 I Sep 7 2004 4:51PM —
54 3311 6596 L1 I Sep ¥ 2004 4:51Pw
5433221779 L1 I Sep 7 2004 4:51PM
54 33221846 L1 I Sep ¥ 2004 4:51 P
54.33.22.4594 L1 [I¢] Sep 7 2004 4:51PM
54 33225190 L1 I Sep 7 2004 4:51 P
5411124235 L1 [I¢] Sep 7 2004 4:49PM EI
=]
|#] Dore I_I_ (@ Local intranet & B
Copyright 2004-2005, Persistent Systerns Private Limited
|@ javascript;viewResult'event_log_guery',"Shaw the log of events of tags detected.','10000% l_l_ g' Laocal intranet
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3 PINES - Microsoft Internet Explorer provided by PA-SP-CP Site

=18 %]
File Edit Miew Faworites Tools  Help ( Query ) ﬁ

: definition
J = Back - = - @ ol | @5&arch [Ge] Favarites @History | %v =N )
J-ﬁ-ddress IE htkp:f localhost: 080/ pines/finde:x. jsp j E‘{;’GD
J Links @ Design Patterns Tukorial @ Extreme Programming & Gentle Introduction, @ Google @ HowsStuFfworks - Learn hWDrks! @ inde:x @ Introduction ko S5L B

dtésé PINES™ s
,’/-- Haorme ™ applications a Results - Microsoft Internet Explorer provided b»Za-SP-CP Site - |I:I|i|
. Show the current pallet/case/item stock count at the arrival dock. 2 L]
Result Dashboards M Total Mumber Of Records = 1 Refresh
Wiewe Al ey E—
Title COUNT
Ewent Log 108
Event Hotification
Map Prociuct Wia
e Al Stock of tel
Stock Rece
Current Pall
Stock of tel
, Query result >
Spuriously 1
snapshot
Stock Repo
Stock Maon b
Stock Repo
Todays Pall
|@ Done |&] Done (22 Local inkranet Z
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3} Welcome to PINES - Microsoft Internet Explorer

File Edit Wiew Fawvorites

Tools

Help

=181 %]
| &

GBack ~ = - 2} it | ‘Qhsearch  [GFavorites  fMedia o4 | Yy S B

Address

@ http: ) fgateway . pspl.co.in: 6104 findex. html

j @GD

Links **

PINES ggsé

RBFID Based Solmn

=,

" Home

Guery Builder - Event
Store

e Al
Ciery Wizard

Filter Builder - Event
Store

e Al
Filter Wizard

Graphical Daghboards
Wiy Al
Dashboard Wizard

Alerts and
Hotifications

ey Al
Matification Wizard

Enterprize Data (PML)

Manipulation

Data Wiew

Data Manipulation

4 Configuration

™ Py - "
W Help

Product Stoc

Inw.

Sales

Acceptable
Inventory
Threshold

Monitored

Daily

Daily
Monitor
Indicates
Need for
Action

(9

PERSISTENT

Daily
Monitor
Reflects

Result of
Action

Date

24

T I
26 27

Notification on sales
target not being met

Corrective Action via
PML Manipulation

> Flash promotions application as reflected
in a corporate dashboard

@ Diane
RFID 2005
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a Welcome to PINES - Microsoft Internet Explorer ;Iilﬂ
File Edit ‘iew Faworites Tools  Help i
= Back « = - @ ot | @Search [G] Favarites @Media a | %v =8 3 3
Address ﬂjhttp:,l',l'gatewa\,.-'.|:|5|:|I.cu:u.in:6104,l'inde><.html j PG | Links *
PINES #éddd Graphical
EFID Based Soln dashboard

/" Home " Configuration % Help ) bu_llder_to PERSISTENT
provide visual
Query Builder - Event Graph Wizard
Store
Wigwr Al Main Graph [ zub Graph .
Cery Wizard . -
Graph Title > Choose from multiple types of graphs
. . Selected query Event Log - - - . .
Filter Builder - Event > Configuration panels for visualization effects
Store Color Schere Iblues vI
Wiews Al Auto Refre Zrval (in seconds) > Configuration panels for drilled down views
Fitter Wizard
h Type Legend

[ m Bar Bar Graph For Column: Stock
iewe Sl s ELine Column Title Color Condition Yalue
Dashhoard wizard ~ |l Avea X-EiE ||:|r|:n:|uct type ;I Froduct Type @ |{=j' S

= B Pie V-EEIE ||:|r|:n:|uct quantity =] |Stock * ] |-=:= 'I 15
Alerts and - |} -] 15
Hotifications
Wigwae Al Save | Cancel
Matification Wizard

Enterprize Data (PML)

Manipulation

Data Wiew

Data Manipulstion

]
&] Done I_I_I_lﬁ Internet
iﬂStart”J ] & > ”|J1nbux-m...|@nduhe ph...| GJRFIOmay... | Epmes - k... | NewPINE...”@Welcom... {ZAuntitled - | el SR AR T aasem
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Welcome to PINES - Microsoft Internet Explorer

File Edit Wiew

Fawarites

Tools  Help

=18 %]
a

s=Back » = - @ at | @Search [3e] Favorites @Media @ | %v =8

Address Ej http:figatewsy .pspl.co.in:6104/inds:x . hkml

PINES #éid

EBFIDl Bazed Soln

5

Harme

Query Builder - Event
Store

e &ll

Query Wizard

Fiter Builder - Event
Store

e Al
Filter Wizard

Graphical Dashboards
e Al
Dazshboard Wizard

Alerts and
Hotifications

ey all
kotification Wizard

Enterprise Data (PML)

Manipulation

Data Wiew

Data Manipulation

~| Peo |Links >
Drill-down view
of Query result
" Canfiguration ¥ Help § PERSISTENT
Graph View of Prebuilt Queries -
P B
LocationWise Details about a Specific Product (DiscMan)
20
16 -
12 -
B -
4 -
ﬂ =
”
Legend Color Schemes
X Axis - Location In Warehouse | LB @ Default
Pastel Col
[¥ Axis - Quantity in Numbers | P mtn % Nongons
@ Buisness & GrayScale
i i k’- Formal @ Nature |
|

RFID 2005
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| Welcome to PINES - Microsoft Internet Explorer

=] x|
File Edit Wiew Fawvorites Tools  Help i
sHBack » = - @ at | @Search [3&] Favorites @Media a | %v =p

Address ﬁj hiktp: figakeway, pspl,co.in: G104 indes . hkml j @G0 | Links *
PINES itébd Snapshot of all
RFID Based Soln application
- W - dashboards .
/" Home 7 Configuration " Help FERSISTENT
. F
Query Builder - Event Dashboard List (2)Help
Store
R = | Select Graph Title Query Type of Graph Drilldown V¥Yiew
GIery Wizard - Product Types - Categorywize - &l Product Types Fie Graph N 50U ﬂ
r Stock Locationwize Stock Repart - Location wise Bar Graph [il] E ﬂ.
Filter Builder - Event —
Store - Stock Details Productwize Stock Report - Product wise Pie: Graph Mo im ﬂ
i All —
i r Product Stock Stock Report - Productwize Bar Graph Mo o ﬂ
Fittet Wizard

Delete Add MNew

Graphical Dashboards
e Al
Dashbaoard Wizard

Alerts and
Hotifications

“iewy all

kotification Wizard

Enterprise Data (PML)

Manipulation

Data View > Access configuration panels of specific dashboard

B > View tabular and graphical outputs for all dashboards

& I_ I_ I_ | Internet
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Notifications
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| Welcome to PINES - Microsoft Internet Explorer

=] x|
File Edit Wiew Fawvorites Tools  Help i
s=Back » = - @ at | @Search [3&] Favorites @Media a | %v =p

Address @http:,f,l'gatewa\,.-'.pspl.co.in:61E|4,|'index.htmI j @G0 | Links *
BFID Based Soln Configuration
- — - panel for .

/" Hame 7 Cornfiguration %" Help notification PERSISTENT
Query Builder - Event Motification Rule Specification (2)Help [
Store
Wigwe All Hotification Details
Query Wizard Query For Motification Stock Report - Product wise

Marne of Motification
Filter Builder - Event o
Store Motification Message E
Wiene Al
Fittet Wizard

Conditions For Notification

Specify the canditions on which notification is to be given

Graphical Dashboards

. Column Mame Criteria Action
Wiene Al
F—— |--sSelect-- =1 [“select—- =] [--select-- | Add Mew
|AND;| --Select-- ;I I——Select—— "I |——Se|eu:t—— ;l Remove
Alerts and |anD =] |--Select-- =1 [-select- =] [--select-- = Remove
Hotifications
Wiy Al - - -
Motification Action
Matitication Wizard - - o o . o
Zpecify the action to be taken when Motification condition is satisfied.
Enterprise Data (PML} Type of Notification I--Selec:t-- vl
Manipulation List of Recipients
Deta View (Bl & Bomne S pels > Specify alerts via email and SMS

list of recipients)

Drata Manipulation . .
R Recurrence Required r Define Recurrence Frequency

Save Cancel

=]

& Done I_ I_ I_ | Internet
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Tools

WiE Fawvorites Help

Notification

W= Back - =% - @ ot | @Search [Ge] Favorites

QgHistory | %v =N

Address I@ http: fflocalhost: 5080/ pinesfinde:. jsp

LI f?GD

|
|
|
|

>

Links & ]Design Patterns Tukorial & ]Extreme Programming & Gentle Introduction, &%) Google & ] HowStuFPworks - Learn how Everything ‘-.-‘-.-'Dt/ / &index & Inkroduction ko S5L
/ /

Notification
Message

seddd PINES™

J,/ Home

Result Dashboards

gy Al

Event Hotification
Map

gy Al

-
Zonfiguration %

evitD01

Subscriber Details {user1)
EMail

Event Subscribers

Prefered Email Account

Subscriber Id

= ermaill swap@persistent.co.in
I~ userl fscriber desc :
e ermail2
& Arrival dock stock overloading — |I:I| X|
J File Edit \Miew Tools Message Help |
=" 3>
&y By iz X< < > s Cancel
Reply Reply all Farward Print Delete Previous Mexk ave ance

From: PIMES_Motification_Service@persiskent. co.in

Date: Tuesday, Sepkember OF, 2004 4:59 P

To: swap@persistent.co.in

Subjeck: Arrival dock stock owverloading

ID:evt00 1 -
Priority: 5

tme:Tue Sep 07 16:59:55 GLITH05:20 2004
Action to take: Send motre forlklifts for fast transfer of stock cases.
Timeout: 0

Stock at arnival doclk is bevond handling it Possibdity of overload.

b

Zopyright 2004-2005, Persistent Systems Private Limited

[ | |EE Local intranet
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Virtual Test Bed
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File Edit Wiew Faworites Tools  Help

J = Back - = - @ ol | @5&arch [Ge] Favarites @History | %v =N
J.ﬁ.ddress IE http: f{localhost: 050/ pines indes. jsp j @ Go
J Links 4&]Design Patterns Tukorial & ] Extreme Programming & Gentle Introduction, & ] Google & HowShFFWarks - Learn how Everything Works! @& ]index & Introduction ka SS1 ”

diddd PINES™ @
,/-- Home N applications N Configuration

r

Administration

Movement Emulation Map
Console

[ Moverment Emulation Sraph Edges

o [ Receiving Dock Ta Quality Zone - Hap 1 (L2
o= [ Guality Dock To Shelf (L7

o [ Packaging Fane {L12)

Layout Management

Device Management

Emulation Console o= 3 Receiving Dock To Quality Zane - Hop 2 (L3
Goods Movement o= [ Packaning Zone To Dispatch Zone - Hop 1 (L13)
Emuilation % 7 Quality Dock To ShelfPackaging (L)

E| Shelf B (L10) peight= 80 Delay= 800]
Service Console B FPackaging Zone (L12) pWeight= 20 Delay = 200]
Logoerservice o= [ ShelfB L1
MotificationService 9 [ Guality Dock (L4)

B Guality Dock To Rejected Zone - Hop 1 (LA) Weight=10 Delay = 800]
E| Guality Dock To Shelf (L7 Mveight = 90 Delay = 800]

o= [ Packaging Fone To Dispatch Zone - Hop 2 (L14)

o= [ Quality Dock To Rejected Zane - Hop 1 (L&)

o= [ Shelves to Packaging Fone - Hop 1 (L1113

o [ Receiving Dock (L1)

o [ Shelf A (L

ClueryFiterService

> Ability to configure event generation for
an emulated reader setup

> Specify movement and time intervals
across various functional units

|@ Applet in.co. persiskent, pines . gui. mowvemenkni.. g' Laocal intranet
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The EPC model: Internet of Things

Secure Internet

Exchange

'I-' n ™ ‘1!.
+ = = Il*
.* [ ] [ ] 4.
L "] "

ENTERPRISE!

Internal Systems

=

[ EPCIS [
E ]

(ERP, WMS, etc) ™

EPC Readers‘

Private Network’

| |
*FlAuthentication/ "
| Authorization |

RFID 2005

IIT Bombay

ENTERPRISE?

Middleware

™ (ERP, WMS, etc.)

¥
Internal Systems

EPC Readers

/N

Private Network?

S
&

82
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EPC and PML

= EPC — Electronic Product Code

— Header — handles version and upgrades

— EPC Manager — Product Manufacturer Code
— Object Class — Class/Type of Product

— Serial Number — Unique Object Identity

" PML — Physical Markup Language
— Extension of XML
— Representation of Tagged Object Information
— Interaction of Tagged Object Information

0L -0000A89 -00026F - 00099 DCO

RFID 2005 IIT Bombay 83



Savant and ONS

= Savants

— Manage the flow of EPC data from RFID readers
* Data smoothing
* Reader coordination
 Data forwarding
* Data storage

— Interact with the ONS network
= ONS Servers

— Directory for EPC information, similar to Internet DNS

— Uses the object manager number of the EPC to find
out how to get more information about the product
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EPC process flow

Customer’s RFID system
reads the EPC information
and requests additional
data from the EPC
Network

EPC compliant
RFID tags are
placed on
products,
cases or pallets
during
distribution or
manufacturing

The EPC-enabled
product is received at the

ureyn Ajddng jeusaqu] s 1a1jddng

customer site

=
an
©
C
-
o
[}
E
(/7]
—
Q
=
o
e
(/)]
=
O

The product enters the supply chain with the EPC information attached




EPC Tags

64 and 96 bit EPC tags have been defined

01 O0000A21 00015E

Header EPC Manager Serial Number
8 Bits 8 — 35 bits 60 — 95 bits

* Allows for unique IDs for 268 million companies
* Each company can then have 16 million object classes

* Each object or SKU can have 68 billion serial numbers
assigned to it

RFID 2005 IIT Bombay
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The EPC Network
EPC Network

“IEPC IS “IEPC IS

Manufacturer Retailer

1. EPC lifecycle begins when a Manufacturer tags the product

RFID 2005 IIT Bombay 87
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The EPC Network

RFID 2005

/

~— EPC Network ——

/ N\
( \

\ )
. > Y

Electronic Product Code

~—_ urn:epc:sgtin:47400.18559.1234
Identification on Bar Cod
Identification for Serialized Information— ( ( (
Syan)’: “4" level =3 level "2" level "Top level
"Dom
ain "ds. "vnds "verisign "com
Manufac Name
"EPC = . "474C "onsepc "com

1. EPC life
facturer ID identifies supplier as Gillette

(product) Class identifies as Mach 3 razor (12 pk)
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The EPC Network

EPC Network

. EPC
:“.: DISCOVERY
SERVICES

R

Manufacturer Retailer

1. EPC lifecycle begins when a Manufacturer tags the product

2. Manufacturer records product information (e.g., manufacture date, expiration date,
location) into EPC Information Service

3. EPC Information Service registers EPC “knowledge” with EPC Discovery Service
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The EPC Network

EPC Network

. EPC
:“.: DISCOVERY
SERVICES

“IEPC IS

Manufacturer Retailer

4. Manufacturer sends product to Retailer
5. Retailer records “receipt” of product into EPC-IS
6. Retailer’'s EPC-IS then registers product “knowledge” with EPC Discovery Service
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The EPC Network
EPC Network

.. EPC
< DISCOVERY

SERVICES

Retailer
Application

Manufacturer Retailer

7. If Retailer requires product information, Root ONS is queried for location of
Manufacturer’'s Local ONS

8. Manufacturer’s Local ONS is queried for location of EPC-IS
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The EPC Network

(et )
Total
EPC Network
Time:
% DISCOVERY " 19
o milliseconds
Retailer
Application
“IEPC 1S
~ -
Manufacturer Retailer
9. Retailer queries Manufacturer EPC-IS for desired product information (e.g.,
manufacture date, expiration date, etc.)
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QOutline

" RFID Business Aspects
= Security and Privacy
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Cumulative Value

Business implications of RFID tagging

Supply

Chain

Customer insight

Shelf availability

Self checkout

New payment mechanisms
Return management
Maintenance

A

Management

Non
Resaleable
Management

Quality Control
Distribution Productivity
Track & Trace

Inventory management
Asset management
Shelf maintenance

High value goods mgmt

A

Track & Trace
Inventory management
Asset management

Truck/Asset Pallet/Case Tote/Package
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RFID deployment challenges

Manage System costs
— Choose the right hardware
— Choose the right integration path
— Choose the right data infrastructure
" Handle Material matters
— RF Tagging of produced objects
— Designing layouts for RF Interrogators
" Tag ldentification Scheme Incompatibilities
— Which standard to follow?
= Operating Frequency Variances
— Low Frequency or High Frequency or Ultra High Frequency
" Business Process Redesign
— New processes will be introduced
— Existing processes will be re-defined
— Training of HR

" Cost-ROl sharing
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Using tags with metal

" Tags placed directly against metal will
negatively affect readabllity

+

Space tag from surfac Offset tag from surface
|

Couple one
end of the /

the metal
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Getting ready for RFID

" |dentify business process impacts
— Inventory control (across the supply chain)
— Manufacturing assembly

" Determine optimal RFID configuration

— Where am | going to tag my components/products?
Surfaces, metal environment and handling issues

— Where am | going to place the readers?

Moving from the lab environment to the manufacturing or
distribution center can be tricky

— When am | going to assemble the RFID data?
" Integrate with ERP and other systems
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RFID services value chain

. Data Enterprise .
Strategy/ Middleware/ EPC . i Business
Consulting Hardware /" peyice Mgmt / Network i‘n!‘mgggggﬂ? |ntﬁg'?;'t?§ﬂ°" / Applications /
/ ~ Services / :
System Integration and Solution Delivery
Business : Product ETL Supply Chain
Tags Director .
Process 9 II\EII\cl)?lri‘ttorin 9 Servicesy Catalog and Services Execution
Integration Readers Attribute
. A Discover Managemnt - Legacy ERP
Solution Label Pata filtering Servicesy Application
Framework : Data Integration - Warehouse
Printers Reader iration Synchro- Management
Network coordination ;Authorlzatlon nization
Setup Policy Authenticatn ?Ilt:r::gement
RE aspects Management Framework
Distribution
Management
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Privacy: The flip side of RFID

* Hidden placement of tags

* Unique identifiers for all objects worldwide

* Massive data aggregation

* Unauthorized development of detailed profiles
* Unauthorized third party access to profile data
* Hidden readers

“Just in case you
want to know, she’s
carrying 700 Euro...™
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The “Blocker” Tag approach

" “Tree-walking” protocol for identifying tags
recursively asks question:
— “What is your next bit?”

" Blocker tag always says both ‘0" and ‘1’
— Makes it seem like all possible tags are present

— Reader cannot figure out which tags are actually
present

— Number of possible tags is huge, so reader stalls
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More on blocker tags

" Blocker tag can be selective:

— Privacy zones: Only block certain ranges of RFID-tag
serial numbers

— Zone mobility: Allow shops to move items into privacy
Zone upon purchase
" Example:
— Blocker blocks all identifiers with leading ‘1’ bit
— ltems in supermarket carry leading ‘0’ bit

— On checkout, leading bit is flipped from ‘0’ to ‘1’
* PIN required, as for “kill” operation
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The Challenge-Response approach

" Tag does not give all its information to reader.

— The closer the reader, the more the processing.
— Tag reveals highest level of authenticated information.

1. Reader specifies which level it wants.

2. Tag specifies level of security, and/or amount of
energy needed.

3. Reader proceeds at that level of security.

4. Tag responds if and only if it gets energy and
security required.
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Some more approaches

" The Faraday Cage approach.
— Place RFID tags in a protective mesh.
— Would make locomotion difficult.

" The Kill Tag approach.

— Kill the tag while leaving the store.

— RFID tags are too useful for reverse logistics.
" The Tag Encryption approach.

— Tag cycles through several pseudonyms.

— Getting a good model is difficult.

" No ‘one-size-fits-all’ solution.
= Security hinges on the fact that in the real world, an

adversary must have physical proximity to tags to
interact with them.
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Outline

Overview of RFID

— Reader-Tag; Potential applications

RFID Technology Internals
— RF communications; Reader/Tag protocols
— Middleware architecture; EPC standards

RFID Business Aspects

Security and Privacy
Conclusion

RFID 2005
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RFID: The complete picture

Tags and Readers

ldentifying Read Points
Installation & RF Tuning
RFID Middleware
Connectors & Integration
Process Changes

Cross Supply-Chain View
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Points to note about RFID

RFID benefits are due to automation and optimization.
RFID is not a plug & play technology.

“One frequency fits all” is a myth.

Technology is evolving but physics has limitations.

RFID does not solve data inconsistency within and
across enterprises.

Management of RFID infrastructure and data has been
underestimated.
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RFID Summary

Strengths Weaknesses

» Advanced technology > Lack of industry and application
> Easy to use standards

» High memory capacity » High cost per unit and high RFID
» Small size system integration costs

» Weak market understanding of
the benefits of RFID technology

Opportunities Threats
» Could replace the bar code » Ethical threats concerning
» End-user demand for RFID privacy life
systems is increasing » Highly fragmented competitive
» Huge market potential in many environment
businesses
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Some Links

" http://'www.epcglobalinc.com/
" http://www.rfidjournal.com/

" http://rfidprivacy.com/

" http://www.rfidinc.com/

" http://www.buyrfid.com/

Thank You
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