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Abstract—Decentralized exchanges (DEXs) have emerged as
a promising solution to enhance trustlessness in blockchain
ecosystems and mitigate security threats associated with cen-
tralized exchanges. While platforms like Uniswap offer certain
advantages, their limitation to exchanging tokens within a single
blockchain restricts their utility. Moreover, exchanges relying on
atomic swaps, such as AtomicDEX, are susceptible to grief attacks
and exhibit low success ratios. In response to these challenges,
we introduce FlexiSwap, an auction-based decentralized exchange
protocol that leverages atomic swaps for exchanging native to-
kens between smart contract-compatible blockchains. FlexiSwap
stands out by combining multiple bids to facilitate one-to-many
exchanges, resulting in improved exchange values, successful
execution of large-volume exchanges, and an improved success
ratio. The protocol incorporates a penalization mechanism to
deter grief attacks, ensuring that participants cannot withdraw
from an exchange without incurring a loss once the counterparty
has committed its assets. We also prove the protocol’s safety,
liveness, and grief prevention. Our simulation results demonstrate
that combining multiple bids helps achieve better exchange values
and order-matching success rates. Additionally, we implemented
our protocol on Ethereum-based blockchains. The experimental
results show that combining bids increases overall gas usage, but
the increase in the average gas user per bid is marginal.

Index Terms—decentralized exchange, atomic swap, hashed
time-locked contracts, griefing attack, on-chain exchange

I. INTRODUCTION

Cryptocurrency holders frequently exchange tokens across

blockchains with centralized platforms like Binance and

CoinDCX [1]. However, such exchanges introduce centraliza-

tion, contradicting the decentralized ethos of blockchains. His-

torical failures of centralized exchanges, such as MTGox [2]

and FTX [3], have underscored the risks, making decentralized

exchanges (DEXs) a crucial alternative.

DEXs enable direct token exchanges without intermediaries,

utilizing blockchain-based smart contracts [4] to govern trans-

actions. Two major DEX models exist: liquidity pool-based

and orderbook-based. Liquidity pool DEXs, like Uniswap [5],

operate through token pools where traders provide liquidity

and earn fees. However, Uniswap is limited to a single

blockchain, while Stargate [6], a LayerZero-based DEX, en-
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and IITB TRUST LAB (project number: DO/2024-SBST002-015) for finan-
cial support to conduct and present this research.

ables cross-chain exchanges but relies on external relayers [1]

and oracles [7], potentially weakening security.

Orderbook-based DEXs use atomic swaps [8] to facilitate

trades after order matching. Based on hashlock and timelock

mechanisms, atomic swaps ensure secure exchanges but are

prone to delays and griefing attacks(assumed to be intentional

as parties get significant locking time), as seen with platforms

like AtomicDEX. These swaps are limited to one-to-one trades

and have low success rates due to speculative delays.

Motivation:

• Atomic swap-based DEXs restrict trades to one-to-one

exchanges, hindering large-volume trades and optimal

exchange values.

• Current atomic swap DEXs suffer from low success rates

[9] due to speculative delays, griefing attacks and lacking

support for large-volume trades.

Contributions:

• Developed FlexiSwap, the first cross-chain DEX with

one-to-many swaps and an on-chain auction mechanism.

• Introduced a hedged atomic swap-based mechanism [10]

to mitigate griefing attacks and enhance success rates.

• Enabled partial exchanges, improving flexibility in trades.

• Provided proof of FlexiSwap’s security, liveness, and

griefing resistance.

• Deployed FlexiSwap on EVM-based testnets (Ontology

and Sepolia), demonstrating better exchange values and

success rates through simulations.

Table I highlights FlexiSwap’s advantages in extensibility,

grief prevention, support for one-to-many swaps, and security,

distinguishing it from existing DEX platforms.

II. BACKGROUND

The rise of multiple blockchains and cryptocurrencies has

created a vast market for speculative trading. Bitcoin [11],

as the oldest, holds the highest value, while Ethereum’s [12]

adaptability through smart contracts secures its second place.

Centralized exchanges dominate trading space due to their

speed but have drawbacks:

• Compromise blockchain principles and security.

• Vulnerable to attacks due to a single point of failure.

• Exercise full control over users’ assets.
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TABLE I: Comparison of FlexiSwap with other exchanges

Exchange Extensibility Grief Prevention One-to-many swaps Reduced Security

Uniswap Limited to tokens within a chain NAa Yesb No

Stargate Across Smart Contracts compatible Blockchains NAa Yesb Yes
AtomicDEX Most Blockchains No No No

Connext NXTP Across Smart Contracts compatible Blockchains No No No
FlexiSwap Across Smart Contracts compatible Blockchains Yes Yes No

aNot Applicable, busing liquidity pools

Decentralized exchanges (DEXs) address these issues but

face challenges:

• Difficult order matching without a central entity.

• Exposure to new attacks, like griefing.

• Slower transactions with multiple on-chain steps.

Atomic Swaps offers a decentralized solution for token

exchange, assuming that both parties already know each other.

A. Atomic Swap

Atomic Swap, proposed by Tier Nolan in 2013 [13], is

essential to our Flexiswap protocol. It ensures atomicity and

security in token exchanges between two blockchains using

two primary mechanisms: timelocks and hashlocks [8]. Two

participants lock their tokens using a shared hash of a secret

on their respective blockchains, ensuring they can only be

claimed by revealing the secret. Timelocks ensure that if either

party abandons the exchange, they can reclaim their tokens

after the timelock expires. The protocol requires careful timing

coordination between chains, with one timelock set to expire

later, ensuring both parties have enough time to complete the

swap. The protocol steps are illustrated in Fig. 1.

While atomic swaps are widely applicable and can be ex-

tended using time-based cryptography [14] and multi-signature

transactions [15], they are vulnerable to griefing attacks [8],

where one party delays or abandons the exchange, causing the

other party prolonged wait times to reclaim their tokens.

B. Griefing Attack Solutions

Several solutions have been proposed to address griefing

attacks involving locking a small premium to safeguard against

malicious behaviour. In 2021, Xue and Herlihy [10] introduced

the Hedged Atomic Swap, where participants cross-lock pre-

mium amounts on each other’s chains before locking collateral,

allowing efficient claims and reducing the swap process to

six steps. Nadahalli et al. [16] proposed a five-step Grief-free

Atomic Swap, combining premium and collateral into a single

transaction using Bitcoin’s multi-signature feature, simplifying

the process and reducing the risk of griefing. Majumdar et

al. [9] developed Quickswap, which eliminates cross-locking

premiums and introduces multiple hashes, allowing early exits

if the swap becomes unfavourable. However, this increases the

process to eight steps.

III. RELATED WORK

Several decentralized exchange protocols have been devel-

oped with unique features and challenges. AtomicDEX [17]

Fig. 1: A Simple Atomic Swap Protocol.

utilizes Komodo’s DeFi framework for atomic swap-based

decentralized exchanges. It employs a peer-to-peer network for

order matching, with exchange rates obtained from centralized

exchanges. The protocol incorporates a reputation system that

assigns participant scores based on transaction behaviour,

penalizing those who fail to complete transactions. Despite

these features, AtomicDEX faces difficulties matching large

orders, a low success ratio, and insufficient protection against

griefing attacks. Connext NXTP [18] relies on off-chain bid-

ding to match orders, where multiple bidders offer liquidity

at varying price points. The bidder providing the lowest fee

is selected, followed by a simple atomic swap. However,

this protocol is susceptible to griefing attacks and struggles

with large-volume trades due to the lack of a mechanism to

aggregate multiple bidders. Uniswap is a popular decentral-

ized Ethereum blockchain exchange known for its Automated

Market Maker (AMM) system. Liquidity pools of ERC-20

token pairs enable users to swap tokens based on the constant

product formula x ∗ y = k, which adjusts exchange rates

according to market demand and supply. While Uniswap v2
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[5] and v3 [19] introduced efficiency improvements, Uniswap

does not support cross-chain swaps. Stargate [6] is a cross-

chain decentralized exchange that leverages LayerZero [20],

an omni-chain protocol similar to Polkadot [21] and Cosmos

[22]. Stargate facilitates cross-chain transactions using smart

contract Endpoints, Oracles to transmit block headers, and

Relayers to verify transaction proofs. It enhances security by

enabling users to select multiple Oracle-Relayer pairs, though

a tradeoff between security and performance remains.

IV. FLEXISWAP

Flexiswap is a decentralized protocol enabling secure to-

ken exchanges without relying on trusted third parties. It

utilizes on-chain bidding on the order-initiating chain to match

orders and optimize exchange rates. This bidding process

prevents malicious activity and locks the griefing premium.

A penalization mechanism based on hedged atomic swaps

[10] ensures that a party cannot withdraw from the exchange

once the counterparty’s tokens are locked. Flexiswap also

facilitates large-volume exchanges, supporting one-to-many

transactions between a client and multiple bidders. Overall,

Flexiswap offers a decentralized and secure solution for token

exchanges across smart contract-compatible blockchains. The

next section outlines its transaction flow.

TABLE II: Notation used in the protocol

Notation Description

h1 Hash generated by Alice
s1 Preimage of h1

a Amount Alice wants to exchange
rmn Minimum Exchange rate set by Alice
K Number of bids to be combined

iB Alice’s Chain-B address
pa Premium amount of Alice for each bidder

pa + pb Premium amount of each bidder

r′
i

Exchange rate of ith bidder

h′

i
Hash generated by ith bidder

s′
i

Preimage of s′
i

mxi Maximum liquidity provided by ith bidder
n Total winning bidders of a swap

ri Exchange rate of ith bidder

bA
i

Chain-A address of ith bidder
ti Timestamps in the chains
δi Time window between two successive timestamps

A. Protocol

In the Flexiswap protocol, token exchange follows a se-

quence of steps with designated timeouts for completion, as

shown in Fig. 2. Alice, seeking to exchange a units of token-A
on Chain-A for tokens on Chain-B, engages in a bidding

process, after which the smart contract selects the winning

bidders for the exchange. To mitigate griefing attacks, both

Alice and the selected bidders must lock premiums: Alice

locks pa tokens for each winning bidder, while bidders lock

pa + pb, where pa is Alice’s potential loss if she causes grief,

and pb is the penalty for a bidder if it causes grief. The

exchange proceeds stepwise with compliant parties.

Fig. 2: Flow of exchange based on Flexiswap protocol.

1) Initialise: Alice initiates an exchange by selecting a

secret value, represented as s1, and obtaining its hash,

denoted as h1 = hash(s1). Then, Alice pays a fee to

the decentralized exchange (dex) associated with h1. The

dex fee is determined based on the number of bids to be

combined, denoted as (K), and is specified by Alice. In

this transaction, Alice declares the amount she intends

to exchange (a) and the minimum exchange rate she

desires (rmn) on Chain-A. Additionally, Alice provides

her Chain-B address, denoted as iB .

This transaction triggers a bidding process on Chain-A
with an initiation time marked as t0. Timestamps

t1, t2, t3, t4, t5, and t6 are set as timeouts in Chain-A,

with t5 also serving as a refund timelock for Alice on

Chain-A. The primary purpose of the dex fee is to deter

undesired network spam, and dependence on K is to
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restrict Alice from keeping very large values of K.

2) Bid and Pay premium: Bidders participate in the

auction by locking a premium of pa+ pb corresponding

to h1, which the system will refund if a superior bid

emerges. Additionally, each bidder provides essential

information, including the exchange rate ri, a new hash

value h′

i (using secret s′i only known to bidder i), and

the maximum amount of token-B they are willing to

offer (mxi). The converted value of mxi into token-A
using ri must be greater than or equal to a/K to ensure

that a maximum of K bidders can fill the exchange.

Based on mxi and ri, the smart contract calculates abi ,

the token-B each bidder must lock. ri must be greater

than the minimum exchange rate specified by Alice.

Bidders can place bids on Chain-A until the timeout

t1 is reached. As bids are submitted, the smart contract

updates and may change the winning bidders and the

amount they have to lock. The final state is reached upon

the expiration of the bidding timer.

3) Synchronise and Pay premium: After bidding

ends, suppose n bidders win the auction. Al-

ice locks premium pa on Chain-B correspond-

ing to h1. She additionally sends the data <
s1, i

B , a, t0, (h
′

1, ..., h
′

n), (a
b
1, ..., a

b
n), (b

B
1 , ..., b

B
n ) > to

synchronize Chain-B. Secret s1 is required to ensure

only Alice can provide the data. This step sets up the

timeouts t2, t3, t4, t5 and t6 on Chain-B where t6 also

works as refund timelock for bidders. The bidders have

to verify the data sent by Alice for synchronizing before

moving to the next step. If Alice sends incorrect data

for synchronization, bidders can refund their premium

amount after t4 and leave the exchange.

4) Bidders Locks: After verifying the synchronization

step, each winning bidder i locks its abi token-B using

h′

i on Chain-B corresponding to h1 within t3 according

to the rate ri. t6 is the refund timelock for the bidder’s

locked tokens on Chain-B. For each winning bidder

that does not lock tokens before t3, Alice’s premium pa
for that bidder is unlocked. Thus, Alice’s premium for

a bidder stays locked when the bidder locks collateral.

5) Alice Locks: Alice then locks a token-A for bidders

using (h′

1, ..., h
′

n) on Chain-A corresponding to h1

within t4. t5 is the refund timelock for Alice’s locked

tokens on Chain-A. If Alice does not lock for a bidder

j before t4, bidder j’s premium pa + pb is unlocked.

Thus, the bidder’s premium stays locked when Alice

locks collateral for the bidder.

6) Bidders Claim and Refund Premium: Winning bid-

ders after locking their tokens, claim token-A from

Chain-A corresponding to h1 within t5 using s′i.
Claiming token-A unlocks the bidder’s premium and

is refunded in the same step.

7) Alice Claims and Refund Premium: Alice then

claims token-B from Chain-B corresponding to h1

within t6 and gets her premium back using the secrets

(s′1, s
′

2, ..., s
′

n) which were revealed in the previous step.

Claiming token-B unlocks Alice’s premium for the

claimed bidders, which is also refunded in the same step.

8) Refund Tokens and Claim Premium: Alice on

Chain-A can refund her locked token-A that are not

exchanged corresponding to h1 after refund timelock

t5. Additionally, the premium amount of bidders who

caused grief is claimed in the same step as compen-

sation. Bidders can refund their leftover token-B on

Chain-B corresponding to h1 after the refund timelock

t6. They also get the premium amount of Alice for

griefing as compensation in the same step.

A party must proceed to the next step only when the pre-

vious transaction is confirmed and the counterparty faithfully

adheres to the protocol. The above exchange flow does not

consider the cases where the participating parties may leave

the exchange in between. The participating parties can leave

at various points in the exchange, causing problems for the

counterparty. The following section discusses the cases that

can arise when different parties leave between an exchange.

B. Non-Compliant Scenarios

At any exchange stage, a party may abandon the process,

causing grief to the counterparty. These parties are referred to

as non-compliant. The penalization mechanism addresses this

by allowing the counterparty to claim the locked premium

from the non-compliant party. Table III outlines the total

penalties in various scenarios of claiming and refunding the

premiums for Alice and the bidders.

• Case 1: k bidders lock tokens

If k out of n bidders lock tokens before t3, Alice’s

premium for other bidders has to be returned. Thus,

(n− k)pa is unlocked to Alice after t3. Since Alice will

also not lock, the premium of (n − k) bidders will be

unlocked and can be refunded after t4. Each of (n − k)
bidders can claim (pa + pb) after t4.

No penalization is required even if (n − k) bidders do

not lock their collateral because no party is griefing.

• Case 2: Alice locks for m bidders

If Alice locks collateral for m out of k bidders, the

(k−m) bidders’ premium is unlocked after t4. However,

Alice must be penalized for these (k−m) bidders as they

already have locked their collateral. This is done after t6
as Alice’s premium will remain locked till then for these

bidders.

• Case 3: q bidders claim tokens

The premium of q bidders will be unlocked and claimed

in the same step, along with the collateral. Premium

of (m − q) bidders will stay locked because of not

claiming, which Alice can get after t5 by claiming

premium transaction. Since Alice also cannot claim from

(m− q) bidders, Alice’s premium for these bidders will

stay locked till t6. (m− q) bidders can claim it after t6.

But Alice will eventually gain (m− q)(pa + pb)− (m−

q)(pa) = (m− q)pb. Due to this case, bidders must lock

more amounts as a premium in the protocol.

• Case 4: Alice claims from r bidders
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If Alice only claims from r out of q bidders, the bidders

can claim Alice’s premium after t6. Thus, Alice eventu-

ally loses pa each to (q − r) bidders after t6.

TABLE III: Overall penalization in different cases of griefing

Case Penalization

k bidders lock tokens No penalisation
Alice locks for m bidders Alice lose (k −m)pa
q bidders claim tokens (m− q) bidders lose pb

Alice claims from r bidder Alice lose (q − r)pa

V. ANALYSIS

Flexiswap provides improved exchange rates and ensures

the liveness and safety of the swap, effectively preventing

griefing attacks by cross-locking premium amounts. The fol-

lowing section presents the analysis of these aspects.

A. Protocol Correctness

The Flexiswap protocol assumes that each window between

two successive timestamps is significantly bigger than the

blockchain confirmation time, i.e. δ(i) > tconf where δi =
t(i) − t(i−1) and tconf is blockchain confirmation time. This

ensures every next step in the protocol is performed only after

the previous step is complete and finalized in the blockchain.

This section explains and proves the properties of safety and

liveness in the context of the Flexiswap protocol, thus proving

the correctness of the protocol

Property 1: (Safety) Safety ensures that protocol-compliant

parties do not lose their locked tokens

Flexiswap ensures exchange security through hashlocks, time-

locks, timeouts, and pre-setting the claimant’s address in smart

contracts. In Flexiswap, only bidder i knows their secret s′i,
preventing Alice from claiming their collateral until they claim

hers. If all parties comply, premiums are refunded, collateral

exchanged, with penalties imposed only for griefing.

Lemma 1. For any protocol-compliant party, such as Carol,

the Flexiswap protocol guarantees the safety of her locked

tokens.

Proof. Consider a protocol-compliant participant, Carol, en-

gaging in Flexiswap protocol. Assuming the Lemma does not

hold, Carol loses tokens using the Flexiswap protocol. There

can be only four cases where she loses tokens:

1) Premium loss when Carol initiates: If a bidder requests

a refund after t6, Carol risks losing her premium pa.

However, the refund only occurs if Carol fails to lock

tokens or the bidder fails to claim them. Assuming Carol

complies with protocol, the focus is on the latter. If the

bidder does not claim tokens, Carol receives the bidder’s

premium pa + pb after t5, gaining pb as compensation.

2) Collateral loss when Carol initiates: Carol locks collat-

eral only for bidders who have already locked tokens for

her. If bidders claim her collateral, the secret is revealed

on-chain, allowing Carol to reclaim it. If bidders don’t

claim, she can be refunded and receive compensation

after t5, ensuring she never incurs collateral loss.

3) Premium loss when Carol bids: Carol risks losing her

locked premium only if both parties lock collateral and

she refuses to claim. The initiator may claim Carol’s

premium pa + pb as compensation after t5. However,

assuming Carol follows the protocol, this situation is

avoided, as she will claim the tokens, ensuring no

premium loss.

4) Collateral loss when Carol bids: Carol risks losing the

collateral if the initiator claims tokens before t6 without

locking collateral by obtaining the preimage of Carol’s

hash. However, assuming the preimage and collision

resistance of the hash functions, this scenario is invalid,

as the initiator cannot access the secret without Carol’s

disclosure.

There is no case in which Carol, as either the bidder or the

initiator, experiences a loss of premium or collateral. Thus, the

assumption that the lemma does not hold is false. Therefore,

if Alice is a protocol-compliant party, she will not incur any

token loss in a Flexiswap-based exchange protocol.

Property 2: (Liveness) The property of liveness pertains to

the condition where assets held in custody by involved parties

must not remain locked indefinitely, even in situations where

one of the parties fails to comply with the agreed terms.

Flexiswap ensures liveness through timelocks. When both

parties comply, collateral is exchanged, and premiums are

refunded. If any collateral or premium remains locked, it can

be unlocked after the refund timelocks expire.

Lemma 2. Assuming Carol is some party, the Flexiswap

protocol guarantees the liveness for Carol.

Proof. Carol can be compliant or non-compliant and have

either the initiator or bidder role. Assuming the Lemma

does not hold, Carol’s tokens remain locked in the protocol

indefinitely. The following cases can occur:

1) Indefinite premium lock when Carol initiates: After

Carol locks the premium, the following cases arise:

• After t3, Carol calls for a refund on her premium if

bidders don’t lock their collateral.

• Before t6, Carol calls for a refund on her premium

if everyone follows all the protocol steps.

• After t6, the bidder claims Carol’s premium when

Carol fails to refund.

The first two cases will always succeed if called cor-

rectly, as the refund is immutably returned to the funding

party. For the third case to fail, the bidder’s address

in Chain-B would need to differ, which is impossible

since bidders lock collateral only after verifying Carol’s

information. Therefore, all three cases hold, ensuring the

premium will not be locked indefinitely.

2) Indefinite collateral lock when Carol initiates: After

Carol locks the collateral, the following cases arise:

• Before t5, Bidders call the claim on Carol’s collat-

eral by providing the secret.
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• After t5, Carol calls for a refund on her collateral.

Even if the bidders fail to claim the tokens in the first

case, the second case ensures Carol gets her refund.

Thus, collateral is not locked forever when Carol acts

as an initiator.

3) Indefinite premium lock when Carol bids: After Carol

locks the premium pa + pb, the following case arises:

• After t4, Carol calls for a refund on her premium if

the initiator does not lock its collateral.

• Before t5, Carol refunds her premium along with

collateral if the initiator locks its collateral.

• After t5, the initiator claims Carol’s premium when

Carol fails to refund.

The first two cases will always succeed when appropri-

ately called since the refund is irreversibly sent back to

the funding party. For the third case to fail, the initiator’s

address on Chain-A would have to be different, which

is impossible as it is established during the initial trans-

action. Consequently, all three cases are valid, ensuring

that the premium will not remain locked indefinitely.

4) Indefinite collateral lock when Carol bids: After Carol

locks the collateral, the following cases arise:

• Before t6, the initiator calls a claim on Carol’s

collateral, providing the secrets.

• After t6, Carol calls for a refund on her collateral.

Even if the initiator fails to claim Carol’s collateral,

Carol can refund her tokens after t6. The second case can

only fail if Carol’s address is changed in the blockchain,

which is impossible. Thus, collateral will not stay locked

indefinitely in this case.

Either premium or collateral does not remain locked indef-

initely. Thus, the assumption that the Lemma does not hold

is false. Therefore, for any Carol, tokens will not stay locked

indefinitely in the Flexiswap protocol.

B. Griefing Attack

A griefing attack is caused when a party refuses to continue

the exchange when the counterparty has locked the tokens [8].

This locks the counterparty’s tokens for a long time, causing

grief. The locked tokens can not be used for any other purpose

until locked in the swap.

Lemma 3. Assuming one or more non-compliant parties, the

Flexiswap protocol prevents the griefing attack.

Proof. Assuming the lemma does not hold, the Flexiswap

protocol does not prevent the griefing attack. In such a

scenario, the following case arises:

1) No compensation for bidder when Alice does not lock

collateral: If a bidder locks collateral before t3 and

Alice fails to lock before t4, the bidder can refund

their premium before t4 and subsequently claim Alice’s

premium pa after t6. Thus, the bidder gets compensation

for grief.

2) No compensation for Alice when bidder does not claim:

If both Alice and the bidder lock their collateral, and

the bidder fails to claim before t5, Alice can refund her

collateral and claim the bidder’s premium pa + pb after

t5. The bidder can then claim Alice’s premium pa and

refund their collateral Pb after t6, resulting in a loss of

premium pb. Thus, Alice gets compensation for grief.

There is no case where the parties suffer from the griefing

attack on their locked collateral amount without getting com-

pensation. Thus, the assumption that the lemma does not hold

is false. Therefore, the Flexiswap protocol prevents griefing

attacks by penalizing the non-compliant parties.

C. Exchange Value

Flexiswap employs auctions to obtain exchange rates from

multiple bidders, who submit their best rates and the maximum

amount of tokens they can provide. The protocol selects the

bidder offering the best exchange value. If the leading bidder

cannot supply enough tokens, multiple bidders with the highest

rates are combined to complete the exchange. This auction-

based approach yields better prices compared to relying on a

single partner.

Flexiswap achieves a higher success rate than other atomic

swap-based exchanges by effectively preventing griefing at-

tacks, facilitating large-volume exchanges, and offering supe-

rior exchange values.

VI. IMPLEMENTATION AND EXPERIMENTS

Our implementation operates on two Ethereum Virtual Ma-

chine (EVM) [23] compatible test networks: Ontology [24]

and Sepolia. On Ontology, we deployed a smart contract

named FlexiONT , while FlexiETH is deployed on Sepolia.

Both contracts, coded in Solidity [25], follow the procedural

steps outlined in Section 2. The SHA256 hashing algorithm is

natively supported on both testnets.

Live auctions are stored by a MongoDB Atlas Cluster [26],

where users can verify auction details on the blockchain. Ac-

count management and transaction initiation utilize Metamask

[27] and RPC nodes [28], supplemented by a user-friendly

dashboard for interaction and exchange monitoring.

Functions are written in smart contracts per the protocol and

should be called in the same sequence by the parties in the

two smart contracts.

A. Simulation

The simulation aims to demonstrate that combining bids

leads to improved exchange values and higher success rates in

order matching. We utilize data from the Uniswap WBTC-

ETH pool [29] for this simulation due to its substantial

amount; however, other pools with significant data could also

have been used. The initiator’s WBTC value is randomly

selected from WBTC to ETH exchange data, with the cor-

responding exchange rate set as the minimum exchange rate.

We then use the ETH to WBTC exchange data from the same

pool to determine ETH values as the maximum ether, setting

the corresponding exchange rate as the bid exchange rate. The

maximum ether values are constrained within three hours from

the initiation timestamp to limit the bids for the exchange.
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The simulation analyzes values for each exchange using a

naive method, and our method of combining K bids for K = 1
and K = 5. The naive method matches exchange orders based

on the first bid that successfully fulfils the exchange. At the

same time, our approach combines bids by waiting for the

auction to complete and matching orders based on the value

of K, the highest exchange rate, and the maximum ETH from

multiple bids. The simulation is repeated with random WBTC

values multiple times, allowing us to obtain exchange values

for both the naive method and our approach of combining bids

for K = 1 and K = 5.

We first examine the percentage increase in the exchange

value offered by both methods with the minimum value

expected by Alice. We select the successful exchanges in the

three ways and compute the increase in the exchange value.

f = 100 ∗
1

n

n
∑

i=1

(ŷi − yi)

yi
(1)

Considering n exchanges successful for each of the three

ways, for each exchange i, (1) calculates the percentage

increase in exchange value. ŷi represents the new exchange

value, and yi is the minimum exchange value set by the initia-

tor(product of minimum exchange rate and initiator exchange

amount). We calculate f for the naive method, clubbing

method(K = 1) and clubbing method(K = 5). In Fig. 3,

the amount of WBTC is put on the x-axis and divided into

bins of equal size. The percentage increase is calculated for

each bin. Fig. 3 shows that the method of clubbing bids yields

better exchange value than the naive method. Also, increasing

the value of K yields better exchange value.

Fig. 3: Comparison of percentage increase in the exchange

value relative to initiator’s proposed minimum exchange value

of naive and clubbing bids methods

Secondly, we examine the order-matching success rate of

the two methods from the simulation results. The success rate

is calculated for each x-axis bin by dividing the total number of

successful exchanges by the total number of exchanges. Fig. 4

shows that the success rate for the naive and clubbing(K = 1)

methods is the same for all bins in the x-axis. This similarity

is because, for a successful exchange, both require a bid that

can completely fulfil the initiator’s exchange amount. Since the

same bids are used, if such a bid exists for the naive method,

it also exists for the clubbing method(K = 1). However, when

K = 5, the success rate improves as lower volume bids also

fulfil the exchange by combining with other bids.

Fig. 4 shows that increasing the value of K improves the

order-matching success rate and provides a better exchange

value to the initiator. The experimental analysis of the protocol

helps understand the variation of gas used with different values

of K.

Fig. 4: Comparison of the success rate of naive and clubbing

bids methods

B. Experiment

The experiment investigates how overall gas consumption

varies with K. Initial values are generated similarly to those

in the simulation. The Ontology smart contract is deployed

locally on Ganache, a local Ethereum blockchain, to measure

gas usage for various transactions. For each exchange amount,

an auction is conducted for different values of K, recording the

gas consumed for each bid. This process is repeated multiple

times using randomly selected WBTC values from the WBTC

to ETH exchange data on Uniswap. We first analyze the

variation in total gas consumption across auctions as K and

the exchange amount change.

G =
1

m

m
∑

i=1





∑

j

bi,j



 (2)

For each exchange, denoted by i, with j bids, equation

(2) calculates the total gas used, represented by G. This

calculation is performed considering a total of m exchanges

successful for all values of K. The experiment is repeated

for each value of K, and the total gas used is calculated for

each K. In Fig. 5, the amount of WBTC is put on the x-

axis, which is then divided into bins of equal size. Thus, the

total gas used is calculated for each bin. Analyzing Fig. 5, it

becomes evident that the gas usage in the auction rises with

an increase in K. This is because larger values of K lead

to the success of smaller bids, thereby increasing the overall

number of successful bids and consequently raising the total

gas usage. Total gas usage is comparably more in the bin

(0.136,0.272] because of more bids in the range. The number
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Fig. 5: Comparison of total gas used by bids for various K values and exchange amounts

Fig. 6: Comparison of average gas used by bids for various K values and exchange amounts

of bids decreases as the exchange amount increases, reducing

the total gas usage. Also, the same total gas usage for different

values of K implies that the same number of bids are clubbed.

We now calculate the average gas each bid uses for different

values of K under different exchange amounts.

Gavg =
1

m

m
∑

i=1

(

1

pi

pi
∑

q=1

bi,q

)

(3)

Considering a total of m exchanges that are successful for

all values of K, (3) calculates the average gas used by each

bid of all the exchanges, denoted by Gavg . In (3), pi is the

number of bids in a particular exchange i, and bi,q is the bid

q for exchange i. The experiment is repeated for each value

of K, and the average gas used by bids is calculated for each

K. In Fig. 6, the x-axis represents the quantity of WBTC,

which is subsequently divided into bins of uniform size. Thus,

the average gas used by each bid is computed for each bin.

Examining Fig. 6, it becomes apparent that as the value of

K increases, there is a marginal rise in the average gas used

by each bid when the quantity of WBTC is small. This is

because the bidding is implemented in an efficient heap data

structure. However, for larger values of WBTC, the bids in

the bins (0.407, 0.543] and (0.543, 0.679] are fewer. Since

the first bid consumes more gas than the subsequent bids, for

larger WBTC values, the gas from the initial bid cannot be

distributed, leading to a higher average gas usage.

Thus, as K increases, the increase in average gas usage per

bid is marginal even though the total gas usage increases.

VII. CONCLUSIONS

Flexiswap is the first protocol that enables one-to-many

decentralized exchanges between blockchains, supporting the

creation of exchange platforms for smart contract-based

blockchains. Traditional atomic swap-based exchanges en-

counter challenges of low success rates and susceptibility to

griefing attacks. To address these issues, Flexiswap employs

an auction mechanism to match orders based on the highest

exchange value. Simulations demonstrate that its one-to-many

swap capability improves order-matching success rates by

combining multiple bids and facilitating large-volume ex-

changes. Moreover, experiments show that when the value

of K increases, the overall gas usage increases moderately,

but the increase in the average gas used by each bid is

marginal. Additionally, Flexiswap addresses security concerns

by implementing a robust penalization mechanism, preventing

griefing attacks and maintaining crucial properties such as

safety, liveness, and grief prevention.
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