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Abstract—In recent times, the world has seen a tremendous
increase in the number of attacks on IoT devices. A majority
of these attacks have been botnet attacks, where an army of
compromised IoT devices is used to launch DDoS attacks on
targeted systems. In this paper, we study how the choice of a
dataset and the extracted features determine the performance of
a Machine Learning model, given the task of classifying Linux
Binaries (ELFs) as being benign or malicious. Our work focuses
on Linux systems since embedded Linux is the more popular
choice for building today’s IoT devices and systems. We propose
using 4 different types of files as the dataset for any ML model.
These include system files, IoT application files, IoT botnet files
and general malware files. Further, we propose using static,
dynamic as well as network features to do the classification task.
We show that existing methods leave out one or the other features,
or file types and hence, our model outperforms them in terms
of accuracy in detecting these files. While enhancing the dataset
adds to the robustness of a model, utilizing all 3 types of features
decreases the false positive and false negative rates non-trivially.
We employ an exhaustive scenario based method for evaluating
a ML model and show the importance of including each of the
proposed files in a dataset. We also analyze the features and
try to explain their importance for a model, using observed
trends in different benign and malicious files. We perform feature
extraction using the open source Limon sandbox, which prior to
this work has been tested only on Ubuntu 14. We installed and
configured it for Ubuntu 18, the documentation of which has
been shared on Github.

Index Terms—IoT Botnet, IoT Security, Machine Learning,
Malware Analysis, Sandboxing

I. INTRODUCTION

In recent years, Internet of Things (IoT) devices have
proliferated. According to one estimate, by the year 2025 there
will be around 74.44 billion IoT smart devices running with
the use of 5G technology [1]. But what is inevitable with such
a rise in the IoT technology is the ever-increasing attacks on
these devices. The world has seen infamous attacks [2]–[4]
where IoT devices were used to launch DDoS attacks on web
servers of companies like Krebs, OVH, Twitter, Github, Net-
flix, Reddit among others. IoT devices like webcams, routers,
DVRs, modems, IP cameras are easy targets because they are
always connected to the Internet and are often poorly secured.
It is very common for these devices to have no anti-virus
installed [5] or to be configured with the default username
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and password with many opened ports. There is almost no
provision of maintenance from vendor or manufacturer for
these devices once they are installed at different locations [6].

A. IoT and IoT devices

According to [7], IoT is a network that connects uniquely
identifiable “Things” to the Internet. “Things” represent phys-
ical objects which are always connected to the Internet and
capable of sensing/actuating and performing various tasks
without requiring manual intervention. These objects are often
referred to as IoT devices.
The list of such devices is endless, ranging from indus-
trial equipment and medical appliances to smart phones and
watches, smart refrigerators, fitness trackers, smart TVs and
so on. In our paper, we have considered malware capable of
executing on IoT devices like IP cameras, Wi-Fi access points,
internet-connected televisions, cable set-top boxes, DVRs,
VoIP devices and media/video servers. These IoT devices are
typically embedded systems running some customised version
of the Linux operating systems with x86 architecture and are
capable of transmitting and receiving information from other
devices. [8].

B. IoT Botnet

A typical botnet is an army of compromised machines
which works together to launch a targeted attack. These bots,
or compromised machines are controlled by a Command &
Control (C&C) server and execute commands at its behest.
A widely reported form of botnet attack [2], [3], [9] on an
IoT device is the DDoS attack where an army of infected
IoT devices or IoT bots work in unison to target a victim
system, thereby consuming its resources exhaustively and
disrupting its services. But nowadays, botnet attacks on IoT
devices are getting more sophisticated and diversified. An IoT
botnet attack is no longer restricted to DDoS, but ranges from
exploiting IoT devices for crypto mining [10], ransomware and
SSH brute force [11], to denial of service and fraud [12]. We
are likely to see more notorious forms of such attacks in the
near future. A majority of these attacks in the past few years
have been focused on Linux based IoT systems. According to
a report by NSFOCUS [13], in 2019, 60% of the IoT botnets
have been aimed at Linux based devices.
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C. Life Cycle of an IoT Botnet

A typical IoT botnet life cycle is primarily governed by the
following stages [2], [4], [9]:

• Stage 1 - Scanning and System Exploitation - This is the
initial stage where a bot tries to scan multiple IP addresses
and look for open ports. It tries to connect to multiple
devices via SSH or Telnet using default credentials. If
found successful, the device is ready for infection.

• Stage 2 - Malware Executable Download - A loader
server checks for infected devices and accordingly, drops
and installs appropriate malware executables onto the
infected machine.

• Stage 3 - Communication with C&C Server - The infected
device now connects to its C&C server and receives
commands for further action.

• Stage 4 - Persistence and Covering up the Tracks - A
malware binary typically tries to delete the downloaded
files and renames itself to some legitimate program to
avoid evasion. It also tries to make itself persistent by
adding itself to crontab so as to remain alive even when
the system reboots. It tries to delete other infected files,
if present and disables ports so as to avoid repetitive
scanning.

• Stage 5 - Lateral Movement - The infected device tries to
further scan more IP addresses so as to create a swarm of
more infected devices, while receiving commands from
its C&C server.

D. Motivation

Present day IoT devices are no longer low-end. They are
equipped with high speed processors, RAMs in GBs and even
powerful GPUs [14]. With such a setup, it becomes possible
to run on IoT devices, executables which could formerly be
run on high-end devices only. Hence, it is highly probable that
malware meant for high end Linux systems can be modified
to attack IoT devices. Also, most of the IoT devices are
configured with default username/password, opened ports and
services. Such improper controls can easily be exploited to
execute botnet attacks.
Furthermore, a botnet is characterised by its system and net-
work behaviour which in turn is captured using static, dynamic
and network analysis. In this study, we answer questions like
whether a model trained on a combined featureset i.e static,
dynamic and network features taken together performs better.
In addition, we also explore why and how training models on
different types of files, affects the performance of a model. For
example, does there exist a possibility of system files getting
marked as malware if an ML based security system is not
trained on a similar type of files? These questions have not
been studied adequately in earlier works and so we address
them in this paper.

E. Contributions

1) Impact of Dataset on Performance: We build a Random
Forest Classifier for the classification task considering all
possible types of Linux binaries (ELFs) as our dataset.

It comprises of system files, IoT specific application
files like drivers, IoT botnet files and general Linux
malware files. We employ 3 types of features, namely
static, dynamic and network. We show that with this
combination of data and features, our model outperforms
existing models since they leave out one or more of the
data or the features we use.

2) Feature Set Analysis: We show non-trivial reductions
in the rates of false positives and false negatives by
using all the three types of features. We try to explain
this behaviour of the model by analyzing the different
features and observing how they vary with different
types of files. We also propose an exhaustive scenario
based approach that should be used instead of simply
looking at the F1 score, while testing Machine Learning
models for IoT security.

3) Limon Upgrade: Finally, as one of our contributions,
we have also installed and configured the open source
Limon sandbox [14] to run on Ubuntu 18 from Ubuntu
14. The necessary documentation is available on Github
[15].

II. RELATED WORK

Yin et al. explore IoT attacks on various architectures like
MIPS, ARM and PowerPC [5]. They create a novel honeypot
named IoTPOT to showcase different attacks existing on
Telnet based IoT devices. These attacks are mainly based
on DDoS attacks. The dataset created by the honeypot is
available for usage as the IoTPOT dataset. A report from
Infosec institute [16] analyzes the static features of a firmware
to give insight into the behaviour of malicious Executable
and Linkable Format (ELF) files. Cozzi et al. create a novel
sandbox called Padawan for extracting detailed reports for ELF
files by extracting static, dynamic and some network features
for a variety of architectures [17]. They further document the
features for different types of malware files, giving insights
about the behaviours of Linux malware. Phu et al. also create
a novel sandbox called F-sandbox to extract static and dynamic
features of MIPS based ELF files [18]. This paper further takes
malicious samples of LightAidra, Mirai, Gafgyt and Dofloo
and about 230 benign files from embedded Linux Files and
MIPS basic files. Then, they use machine learning algorithms
like SVM, Naive Bayes and Random Forests to classify, thus
getting an F1 score of 97%. However, they do not focus on
the network features which may be useful for accuracy as
well as robustness. Further, there is no analysis provided on
whether using only four types of botnet families in the dataset
is sufficient for the model to correctly classify a malware from
a different family.

K. A. Asmitha and P. Vinod use open source tools like
strace to extract static features of ELF files and use them for
classification [19], while Koroniotis et al. use network features
to classify traffic into malicious or benign [20]. However, both
these approaches completely ignore the possibility of creating
a combined feature set for better results. Moreover, these
do not consider Linux malware or IoT specific application
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files in their dataset, which are instrumental for decreasing
the rate of false positives and false negatives. Nguyen et
al. introduce a new feature for classification and showcase
a performance improvement on a big dataset of benign and
malicious files [21]. However, this paper does not take into
account the modern system files of Ubuntu like systems files.
Further, it does not focus on any analysis for zero day attacks.
Nguyen et al. apply a CNN based classifier without showing
considerable improvement in performance on the PSI graph
dataset [22]. Phu et al. propose a new feature selection method
based on the intermediate representation of malware called
CFDVex [23]. They train a SVM classifier on their dataset
and showcase a high accuracy for single architectures. Further,
they are able to detect MIPS based malware with a model
trained on Intel 80386 samples. However, they do not explore
different Machine Learning Models and they do not provide
explainability of their models or features. Su et al. propose
a lightweight architecture where they first generate grayscale
images from the file binaries and train a Convolutional Neural
Net on them [24]. Their dataset consists of malware files from
IoTPOT [5] and benign files from Ubuntu 16.04 system files,
but is lacking in IoT specific files like drivers and application
files. As far as we know, the present literature does not include
a combination of the static, dynamic and network features
associated with an executable for classification problems. Our
system considers all the three aspects together - static,dynamic
and network analysis. Also, benign files [24] [23] are generally
considered to be system files of a typical Linux system
only. However, we show that this is not sufficient to classify
an actual IoT application. We create a new benign dataset
comprising of system files as well as files gathered from
IoT applications (like functions and drivers) from Github and
demonstrate how previous approaches fail to identify them as
benign.

III. PROPOSED SYSTEM ARCHITECTURE

The system architecture for our pipeline is shown in figure 1.
The system takes an ELF file as input (benign and malicious),
which is given to the Limon Sandbox for static, dynamic and
network analysis. It generates analysis reports from which we
extract our features. A machine learning classifier which is
trained offline using supervised algorithms with the training
feature set created using the same process, is used to classify
the file as benign or malicious.

A. Sample Collection

We collect 4 types of files in our dataset. We term them
as System Files, IoT benign files, IoT Botnet Files and Linux
Malware files. The number of the samples for each type are
shown in Table I. For system files, we collect benign ELFs
from system directories of Ubuntu 18.04 operating system like
/bin,/sbin and /usr/bin. We gather another set of benign ELFs
representing applications specific to IoT devices for the second
group. This set represents the IoT Benign Files in Table I.
These are device drivers, functions and test files taken from

Fig. 1. Proposed System Architecture

various Github repositories targeting deployment on actual IoT
devices. These include:

• Test functions on a home based IoT device with IR-RC
function and environment sensors [25]

• Library functions and device drivers [26]
• Modules related to audio, LED, sensors [27]
• Cloud IoT device Software Development Kit by Google

for connecting low-end IoT devices to Google Cloud IoT
Core [28]

• Amazon Web Services Client Library for Python for IoT
devices [29]

For IoT botnet files, we consider prominent IoT botnets
like Aidra, Amnesia, Bashlite, Dofloo, Gafgyt, Mirai and
Tsunami. Mirai [3] had infected hundreds of thousands of
IoT devices within few hours of its propagation and launched
DDoS attacks on high profile targets [2]. Aidra [30] had
launched telnet based attacks from IoT devices like WiFi
access points, internet-connected televisions, cable set-top
boxes, DVRs, VoIP devices, IP cameras, and media centers.
Amnesia, which is a variant of the Tsunami botnet, targets an
unpatched remote code execution vulnerability in DVR devices
[31]. Bashlite, also known as Gafgyt, Lizkebab, Qbot, Torlus
and LizardStresser, exploited vulnerability in the bash shell,
popularly known as shell shock, and targeted IoT devices and
linux servers. Dofloo, also known as AESDDoS is a popular
botnet malware capable of launching large scale DDoS attacks
and loading cryptocurrency miners to the infected machines
[32].
We collect samples of such malicious ELFs from three online
virus repositories namely VirusTotal [33], Virusshare [34] and
Contagio Malware Dump [35]. This consists of 232 files which
are found to be belonging to IoT botnet families by at least
four antivirus engines available on VirusTotal. We call this
group as IoT botnet Files. In addition, we also use files from
the IoTPOT dataset [5], since it is used by many research
papers and hence it becomes easier to compare with existing
models.

For the purpose of testing on general Linux Malware and
candidate zero day attacks, we collect another set of ELFs
which we call as Linux Malware Files. These are the newer
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TABLE I
SAMPLE COLLECTION

Type Category Total number
Malicious IoT Botnet Files 797(VirusTotal,Virusshare,

IoTPOT)
Linux Malware Files 195

Benign System Files 999
IoT Benign Files 128

Linux malware collected between the year 2017, 2018 and
2019 from online malware repositories [33]. These Linux
ELFs are not classified as belonging to any of the above
mentioned families by the anti-virus engines on VirusTotal.
However, they are capable of working as botnets by launching
large scale DDoS attacks, ssh brute force attacks, performing
crypto-mining operations and so on. We observe that these
files have similar behaviour as those of the newer IoT botnets
that are surfacing but are not yet as popular. Malware attackers
use different techniques to launch more sophisticated attacks
on IoT devices and a common technique is using different
variants of existing Linux malware to exploit vulnerabilities
in IoT devices [36] [37]. Hence, we consider these Linux
ELF files as potential sources of zero day attacks (attacks
which are not classified by present anti virus engines as IoT
malware) and include them in our dataset as a separate group.
We also empirically show through our experiments that IoT
botnets have similar characteristics with Linux malware and
a classifier trained on both(IoT botnet and Linux malware)
is capable of detecting IoT botnet attacks more efficiently.
Further details are covered in section IV

B. Sandbox for Analysing Malware Behaviour

Execution of malware in an isolated environment, better
known as sandboxing [38] is a very popular technique for
analysing malware behaviour. Sandboxes provide a virtual
environment for a file to run without affecting the host ma-
chine. Hence, they are used to capture system calls, processes
spawned, file modifications and network connections for the
better understanding of malware behaviour. For analysing
Windows malware, many commercial [39] [40] [41] [42] [43]
and open-source sandboxes [44] are available. But analysis
of Linux malware is still a challenging area for researchers,
mainly because of the scarcity of sandboxes on latest ver-
sions of Linux. There are online sandboxes such as Padawan
[17] and F-sandbox [18] for different architectures. However,
Padawan does not provide pcaps to its users for network
analysis, and F-sandbox only provides analysis for the MIPS
architecture.
For our experiments, we have used an open-source sandbox
named Limon Sandbox [14] for analysing Linux binaries.
Limon uses open-source tools to perform static, dynamic and
memory analysis of malware. It determines process activity,
file system interaction, network connections, memory analysis
in a controlled environment. It uses the Linux binary utility

readelf [45] to perform static analysis of a file. Strace is
used for capturing dynamic behaviour of malware like process
system calls and file system information. Internet Services
Simulation Suite (InetSim) [46] and SysDig [47] are used for
monitoring network behaviour.
Limon Sandbox was tested successfully for Ubuntu 14.04
at the time of its development. We have installed and re-
configured it on Ubuntu 18.04 LTS with all the latest sup-
porting open source tools required for complete execution of
Linux binaries and with support for memory forensics using
the volatility framework. For this, we have created a profile for
Ubuntu 18.04 for Linux kernel version 4.15.0-96-generic. The
documentation for installation and configuration is available
on Github [15]. In our setup, Linux binaries are executed for
60 seconds after which the analysis reports are generated.

C. Proposed Feature Set

Prominent features have been extracted from system (static
and dynamic) and network analysis of Limon sandbox reports.
We have extracted 63 numerical features from Limon reports,
useful in the classification of Linux binaries as benign or
malicious. These features have been broadly divided into three
categories namely:

• Static Features based on the ELF file format and infor-
mation stored in symbol table.

• Dynamic Features based on the system calls used by the
binary on execution.

• Network Features based on network communication ob-
served during analysis.

Our entire featureset has been listed in table II.

D. Machine Learning Models

We use the feature set as mentioned above to train Ma-
chine Learning Algorithms. We use the Logistic Regression
Model, the Support Vector Machine (SVM), the K-Nearest
Neighbour (KNN) Classifier and the Random Forest (RF) for
our experiments. We divide the dataset into various sections
to conduct experiments as explained in section IV and come
up with number of conclusions as explained in Section V. We
do not use Deep Learning Models since the size of the dataset
is not suitable for a deep neural network.

IV. EXPERIMENT AND RESULTS

We follow a scenario-based approach for training and testing
our model. There are 4 different kinds of data items in the
dataset as discussed above. To show the importance of each
set for a machine learning model, we first divide our dataset
into the following six categories:

• T1 - 100% samples from the system files and 100%
samples from the IoT botnet files

• T2 - 20% samples from system files and all 100% samples
from the Linux malware files

• T3 - 100% samples from the IoT benign files and 15%
samples from the IoT botnet files

• T4 - 100% samples from the IoT benign files and 100%
samples from the Linux malware files
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TABLE II
FEATURE SET

Feature Type
(Number)

List of Features

Static Features
(36)

Number of Program Headers, Number of
Section Headers, Section header string
table index, Number and Size of Func-
tions, Number and Size of Files, Number
and Size of Local Functions, Number
and Size of Global Functions, Number
and Size of Weak Functions, Number
and Size of Hidden Functions, Number
and Size of Local Objects, Number and
Size of Global Objects, Number and Size
of Weak Objects, Number and Size of
Hidden Objects, Number and Size of Lo-
cal Files, Number and Size of Global
Files, Number and Size of Weak Files,
Number and Size of Hidden Files, File
Size, Size of .text Section, Size of .data
Section, Size of .rodata Section, Size of
.bss Section

Dynamic
Features (13)

Number of Calls to ’EXECVE’,
’OPEN’, ’CLOSE’, ’READ’, ’WRITE’,
’CONNECT’, ’SOCKET’, ’FORK’,
’CHDIR’, ’CLONE’, ’READONLY’,
’READWRITE’, Number of Re-
Transmissions

Network Features
(14)

Total Number of Destination IPs, Total
Number of Packets, Ratio of Total Num-
ber of Packets and Time of Last Packet,
Fraction of ’ARP’, ’DNS’, ’ICMP’,
’MDNS’, ’NBNS’, ’TCP’, ’BROWSER’
Packets Exchanged, Mean and Median
of Inter-Arrival Time of Packets, Mean
and Median of Total Size of Packets
Exchanged

• T5 - 70% samples from system files, 80% samples from
the IoT benign files, 80% samples from IoT botnet files
and 80% samples from the Linux malware files.

• T6 - The remaining files from the dataset which were
not included in T5. Note that T5 and T6 are mutually
exclusive sets. This set is used exclusively for testing.

Notice that each of the sets from T1 to T4 contains only 2
types of files from the total 4 types mentioned in Table II. Out
of these, one type represents benign data(positive class) and
the other type represents malicious data(negative class). For
example, T1 contains only system files and IoT Botnet files.
It does not contain IoT benign files nor Linux Malware files.
System files are given the positive label and IoT Botnet files
are given the negative label. Hence, when we train a model
on Ti (where i is in 1,2,3,4), it represents that the model has
only seen the two types of files in Ti and when tested on
all 4 types of files, gives valuable observations on those files
which are not in Ti. T5 and T6 represent a 80-20 split on
the entire dataset. Thus, when a model is trained on T5(with
benign files having positive labels and malicious files having
negative labels), it has seen all the 4 types of files and hence,
it performs well on all of them during testing. Note that T5
and T6 are mutually exclusive and so T6 acts as a test set for
a model trained on T5. Thus, splitting of the dataset into 6

TABLE III
BEST ACCURACY FOR EACH DATASET FOR EACH SCENARIO

Dataset S1 S2 S3 S4 S5
System Files 100% 99.89% 0.2% 0% 100%

IoT Benign Files 5% 0% 100% 100% 100%
IoT Botnet Files 100% 98.27% 100% 87% 100%

Linux Malware Files 94% 100% 98% 100% 99%

sets is done to empirically show the importance of each type
of file during the training of a Machine Learning Model.

We use the term Scenario i, or Si for denoting the ex-
periment when we train a Machine Learning model on Ti.
Thus, we have a total of 5 different scenarios, represented
by S1, S2, S3, S4 and S5, when the model is trained on
T1, T2, T3, T4 and T5 respectively. Out of the Machine
Learning Models including SVM, Logistic Regression, KNN
and Random Forest, we observe the best performance by
Random Forest and so we only present results for it. The
accuracy on each of the 4 types of files, for each Scenario, are
shown in Table III. We use the Random Forest model from
Scenario 5 for comparing with existing models in Table IV
and show a better performance over all types of files. Each of
the existing approaches leave out one or the other type of files
in their training, leading to a poor performance for those files.
Finally, we show the confusion matrix for Scenario 5 in table
VI, when the model is tested on T6. This gives us an F1 score
of 0.99. Further analysis on the results from each scenario is
done in Section V.

We also examine the results of the model when trained
individually on the system, dynamic and network features, to
confirm that we indeed get a better performance by combining
all the categories, by examining the tuple of percentage false
positives(when malicious files are treated as benign) and
percentage false negatives (when benign files are classified
as malicious). We observe a significant decrease in the false
positives, by at least 4% (from the static-only case) and at most
26% (from the network-only case) in the test set. We do not
observe significant reduction in the amount of false negatives
in the static-only case, since it itself is close to 0 in the first
place. However, we observe a maximum decrease of 19% in
the network-only case, in the test set. These observations are
tabulated in Table V.

We provide a detailed analysis about the importance and
results of each scenario, trends followed by major features and
insights to the malicious behaviour of IoT botnets observed
during analysis in the next section.

V. ANALYSIS

A. Analysis of Scenarios

We make various inferences from our experiments as ex-
plained in section IV. They are as follows:

1) System Files V.S. IoT Benign Files: Training on
Ubuntu system files is not sufficient for building a robust
classifier since such a model is likely to misclassify IoT benign
files. This can be inferred from the first and second columns
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TABLE IV
COMPARING % ACCURACY SCORES FOR DIFFERENT APPROACHES ON ALL

FILE TYPES

Model System IoT Benign IoT Botnet Linux Malware
K.A. Asmitha
and P. Vinod
[19]

97 3.4 97 95.2

Koroniotis et
al. [20]

97.2 6.8 91 56.78

Nguyen et al.
[21]

0.5 100 100 97.4

Our model 99.89 100 100 99.50

TABLE V
TUPLE OF % FALSE POSITIVES, %FALSE NEGATIVES FOR INDIVIDUAL

FEATURE TYPES

Features T5(Training Set) T6(Testing Set)
Static features only (0.6,0) (3.75,0.12)

Dynamic features only (0.8,0.33) (4,1.3)
Network Features only (13.8,4.3) (26.25,16.2)
Combined Featureset (0.3,0) (0,0.12)

of Table III, where the observed accuracy for a model trained
on system files performs poorly (with an accuracy of only
5% and 0%) on IoT benign files. Recall that Scenario 1 and
Scenario 2 only used the system files for training the model
as benign samples. On the other hand, training only on IoT
benign files is not sufficient as well since such a model is
highly likely to misclassify Ubuntu system files. As seen in
the columns 3 and 4 of Table III, the model classifies almost
all system files as malicious (accuracy of 0.2% and 0% only).
Recall that Scenario 3 and Scenario 4 use only IoT benign
files as the benign dataset.

2) Performance on Linux Malware Files: A model
trained on IoT Malware files as the malicious dataset performs
well on linux malware files as seen in columns 1 and 3 in
Table III. Note that an important factor of IoT botnets is
persistent network attacks given their constant connectivity
to the internet. This includes attacks like DDoS. The linux
malware dataset that we have taken consists of malware which
is not classified among the major IoT botnets by the many
antivirus engines on Virustotal and at the same time, their
functionality of carrying out such large scale network attacks
is quite similar to the known IoT botnets today. Hence, it is
highly probable that new attacks in the future will be based on
such types of files. However, we show that our model, trained
on IoT botnet files is able to classify such files with a high
accuracy. One more implication of this observation is that our
model gives a more generalized system which is capable of
detecting not only IoT botnets, but also other Linux malware.
We try to explain this phenomenon through the feature space,
in the next subsection.

3) Combining All Types of Datasets: In the previous two
subsections, we show that system files as well as IoT benign
files are needed for proper classification. Similarly, we show

that IoT botnets are good representatives of Linux malware
files. Hence, we train our model with these three as the training
set and obtain an accuracy of 96.41% on the Linux malware
files. However, we get a better result(99% as seen in TableIII)
when a model is trained on some examples from each of the
datasets. This final model achieves a high F1 score on the
test data T6 as well, which means that there are very few
false positives and false negatives given by the model. The
confusion matrix for this model on T6 is tabulated in table
VI. The corresponding F1 score is 0.998.

4) Improvement over Existing Models: As seen in table
IV, our model gives close to 100 perecnt accuracy in all
4 types of files. The work done by K.A. Asmitha and P.
Vinod [19] does not include IoT specific application files
and hence, performs poorly on these files from our dataset.
Similarly, Nguyen et al. [21] do not consider system files and
hence perform poorly from samples collected from /bin and
/sbin in our dataset. Koroniotis et al. [20] use an SVM over
certain IoT application files and IoT Botnet files while not
using system files, again showing a poorer performance on
these files in our dataset. Further, the SVM model also shows
poor generalization when tested on general Linux malware.
This is not observed for our model or the other models as
well, showing that Random Forests have a greater tendency to
correctly generalize to Linux malware after getting trained on
IoT Botnet Files.

5) Improvement by Combining Feature-Set: As seen in
table V, using a combined feature-set of static, dynamic and
network features gives a non-trivial decrease in the rate of
false positives and false negatives. Static features capture the
information about the actual code of the file whereas dynamic
features capture information about different system calls made
during the execution of the file. Both of these are important
for describing the behaviour of a file. Adding network features
also gives us indirect, valuable insights to file behaviour. For
example, a high number of destination IPs is an indicator of
the file having a higher chance of being malicious, since it
tries to scans multiple IPs for finding vulnerable machines.
Further, the C&C servers of botnets have been observed to
change their IP addresses to avoid getting caught. It is also
due this reason that the number of packets being exchanged is
comparatively more. Number of Domain Name Server (DNS)
queries also plays an important role as botnets connect to DNS
servers for resolving IP addresses.

6) Robustness: Lastly, we analyze the robustness of our
model for Scenario 5. For this, we manually change the feature
values of malicious files to match the benign files. This is done
for 1 feature and 2 features at a time. This fails to confuse the
model as there is almost no change in the metric values. This
shows that the model is not making decisions based on only
a few features, proving their collective usefulness as opposed
to a single dominating feature.

B. Analysis of Feature Behaviour

We use the Random Forest algorithm to list down the
prominent features from our dataset. We find out the what
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TABLE VI
CONFUSION MATRIX FOR T6, F1 SCORE=0.998

RF Predicted positives Predicted negatives
True Positives 226 0
True Negatives 1 211

are the significant features and the reasons for their trends in
malicious and benign files. This is explained as follows:

• Number of Program Headers/Section Headers - We ob-
serve reduced numbers of program headers and section
headers in the binaries of malicious ELFs as shown in
Figure 2.The primary reason is that malware authors use
assembly language for writing malware and this assembly
code is converted into a malware executable. During this
process, segments and sections information are stripped,
resulting in a smaller number of program segments and
sections. Malware authors also use the strip utility, which
is available as a part of GNU Binary Utilities suite
of tools in most Unix/Linux based systems, to remove
symbols and sections from object files. This is primarily
done to reduce file size and makes reverse engineering
difficult for a security analyst [48].

• Values from Symbol Table - Symbol Table values like
number of functions, size of functions, number of objects
and size of objects are found to be on the higher side in
malicious files as shown in Figure 3. The reason for this
can be argued based on the fact that malware authors
create polymorphic malware by changing the program’s
appearance in order to evade detection from Anti-Virus
Engine. To achieve polymorphism, they copy instructions,
linking them with each other with jump instructions and
filling the remaining space with dead or redundant code
[49], obfuscating variable names, register reassignments,
equivalent code replacements [50] and so on. While
disassembling the mirai code, we noticed large number
of instructions with no-operations and jump statements.

• System Calls - Number of system calls like connect,
socket, read are found to be higher in malicious binaries
as shown in Figure 4. We observed read system calls
made to access various files during execution. The details
of these files are explained in the next subsection. Con-
nect and socket system calls were made for connecting to
multiple IP Addresses across network, for querying DNS
servers and for contacting malicious URLs and C&C
servers.

• Destination IPs - Number of IP addresses in the destina-
tion address of data packets generated during network
analysis is found to be higher in malicious binaries
as shown in Figure 5. The reason for this is that IoT
malware tries to connect to multiple IPs for the purpose
of scanning, making DNS queries and for connecting to
C&C servers. Also, the total number of packets sent and
received are found to be higher in case of IoT botnets.

1) Benign IoT Files Versus System Files: - We observe
non-trivial differences in some of the feature values of system
files and IoT benign files. For example, the number of READS
in system files are found to be much higher than IoT benign
files as shown in Figure 2. Hence, a model trained with only
the IoT files as benign data may classify the system files as
malicious. Similarly, the number of objects and functions in
IoT files are much higher than those of system files (Fig. 3)
and a model trained with only system files as benign data may
misclassify IoT benign files as malicious. Thus, both types of
files are necessary for a Machine Learning model. On the other
hand, the feature values of IoT malware and proposed zero-
day malware show no exceptional differences in the feature
values, which makes the model still classify them as malware.
Yet, including these types of files in the training does improve
performance by about 2-3%.

Fig. 2. Static Features based on ELF Header

Fig. 3. Static Features based on Symbol Table

Fig. 4. Dynamic Features based on System Calls

C. Observations of Malicious Behaviour

In the malware analysis report of IoT botnets generated by
Limon sandbox we observe following things which we find
worth mentioning:

• DNS Queries - A lot of malware files read /etc/resolv.conf
- the resolver configuration file that is read by the resolver
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Fig. 5. Network Features

Fig. 6. Importance of features for Random Forest

routines, which in turn makes queries and interprets re-
sponses from the Internet Domain Name System (DNS).

• Use of Packers - Some of the samples of malware such as
mirai and tsumani were obfuscated using Ultimate Packer
for eXecutables (UPX). Section header table and symbol
table information were missing in such samples. Such
malware samples were unpacked using UPX unpacker
option before analysis.

• Frequently Accessed Files - Lot of open and read system
calls were made to files like /proc/net/tcp (for reading
active TCP connections), /proc/net/route (for viewing
kernel’s IP routing table), /usr/dict/words (for guess-
ing passwords), dev/watchdog, usr/lib/systemd/systemd-
logind (for managing user login information), /etc/passwd
(for reading usernames and other information) and
/proc/net/dev (containing network interface information).

• Persistence - In order to maintain persistence, IoT botnets
try to copy their paths in /.bashrc, /etc/init.d/boot.local,
/etc/inittab and /usr/bin/crontab. This is done so that the
malware file is executed even if the system reboots or a
user logs in again.

• Network Connections - We observed various telnet con-
nections made to malicious IPs on port 23 and 2323.
HTTP GET and WGET commands were used to connect
to malicious URLs.

• Frequently used Commands - Linux commands for check-
ing system information, changing directories, remov-
ing/copying malicious files, changing file permissions,
finding Internet Service Provider (ISP ) name and chang-

ing NVRAM variables were widely seen.
• Files and Functions Name - A lot of local files and func-

tion names starting with ’bot’, ’bot ports’, ’bot killer’,
’malware’, ’kill’, ’udp attack’ etc. were found in the
symbol table.

D. Feature Importance for Random Forest

A random forest is a group of decision trees. Each of the
decision trees is a classifier which at each step, selects a feature
and a value randomly and splits the data points into two groups
based on whether the feature value for a data point is greater or
smaller than this selected value. The features which are used
by more decision trees and which make purer splits, are given
more importance than others. Pure splits are when a feature-
value pair splits data points into two groups where one group
contains majority of the data points of one class and the other
group has a majority of data points of the other class.

Figure 6 shows some features in the decreasing order of
their importance. We observe that when we consider only the
top 28 features in the Random Forest model, the F1 score of
the model does not reduce more than 1%.

VI. CONCLUSION

In this paper, we showed significant improvements in the
robustness and the performance of Machine Learning tech-
niques by employing a combined dataset of Linux system
files, IoT application files, IoT Botnet files and Linux Malware
files. We built a system trained on these files using a feature
set including static, dynamic and network features, which
shows an improvement over existing methods. We provide
an exhaustive scenario-based method of analysis of machine
learning models in this field. Using this method, we show
that training only on system files or IoT application files
is not enough today whereas training on IoT botnets can
really help in the detection of zero day attacks, assuming
they utilize existing Linux malware implementations, which
is the historically observed case. Finally, we try to interpret
our model by analysing feature values for each of the files
and provide insights to the malicious behaviour of IoT botnet
observed during the the analysis.
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